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Purpose

About this guide

Purpose

This guide describes and shows how to install, provision, configure, monitor, and administer Digi devices.

Audience

This guideisintended for those responsible for setting up Digi devices. It assumes some familiarity with networking
concepts and protocols.

Scope

This guide focuses on configuration, monitoring, and administration of Digi devices. It does not cover hardware details
beyond a certain level, application development, or customization of Digi devices.

Whereto find moreinformation

In addition to this guide, find additional product and feature information in the these documents:
= Online help and tutorialsin the web interface for the Digi device

m  Quick Start Guides

s ReaPort® Installation Guide

m  Cdlular 101 Tutoria

m  Digi Connect Family Customization and Integration Guide

s Device Cloud® tutorials and user's guides

m  Release Notes

m  Cabling Guides

m  Product information available on the Digi website, www.digi.com, and Digi's support site at www.digi.com/
support, including, Support Forums, Knowledge Base, Data sheets/product briefs, application/solution
guides, and carrier-specific documents

m  Digi Wiki for Developers



Digi contact information

Digi contact information

For more information about Digi products, or for customer service and technical support, contact Digi International.

To Contact Digi International by: Use:

Mail Digi International
11001 Bren Road East
Minnetonka, MN 55343

U.SA.
World Wide Web: http://www.digi.com/support/
email Look for thelink Contact Digi Support at this address:

http://www.digi.com/support/

Telephone (U.S.) (952) 912-3444 or (877) 912-3444

Telephone (other locations) +1 (952) 912-3444 or (877) 912-3444




Important Safety Information

| ntroduction

C HAPTEIR 1

This chapter introduces Digi devices and their product families, types of connections and data
paths in which Digi devices can be used, and the interface options available for configuring,
monitoring, and administering Digi devices.

Important Safety I nformation

To avoid contact with electrical current:

m  Neverinstall electrical wiring during an electrical storm.
& m  Never install an Ethernet connection in wet locations unless that connector is
specifically designed for wet locations.
m  Usecaution when installing or modifying lines.
m  Useascrewdriver and other tools with insulated handles.
m  Wear safety glasses or goggles.

= Do not place Ethernet wiring or connections in any conduit, outlet or junction box
containing electrical wiring.

m Instalation of inside wire may bring you close to electrical wire, conduit, terminals and
other electrical facilities. Extreme caution must be used to avoid electrical shock from
such facilities. Avoid contact with all such facilities.

m  Ethernet wiring must be at least 6 feet from bare power wiring or lightning rods and
associated wires, and at least 6 inches from other wire (antenna wires, doorbell wires,
wires from transformers to neon signs), steam or hot water pipes, and heating ducts.

m Do not place an Ethernet connection where it would allow a person to use an Ethernet
device while in a bathtub, shower, swimming pool, or similar hazardous location.

m  Protectors and grounding wire placed by the service provider must not be connected to,
removed, or modified by the customer.

= Do not touch uninsulated Ethernet wiring if lightning is likely!

m  External Wiring: Any external communications wiring installed needs to be constructed
to al relevant electrical codes. In the United States thisis the National Electrical Code
Article 800. Contact alicensed electrician for details.



ConnectPort® X5 Family products

ConnectPort® X5 Family products

The ConnectPort X5 Family offers compact, ruggedized telematics gateways for cost-effective
fleet management and asset tracking solutions. These gateways provide remote connectivity to
mobile assets to monitor operating health, performance, location and driver/operator behavior, as
well as to enable automated event reporting. They aggregate wireless vehicle Persona Area
Network (VPAN) traffic, such as ZigBee and 802.15.4 point-to-multipoint, for IP connectivity over
asecure cellular, Wi-Fi, or satellite connection in harsh environments.

Gateways in the ConnectPort X5 family include the ConnectPort X5 R, ConnectPort X5 Kit, and
ConnectPort X5 Fleet. The ConnectPort X5 Kit was designed as a development kit to be used for
testing and evaluation prior to deployment of the ConnectPort X5 R or ConnectPort X5 Fleet. The
ConnectPort X5 Kit comes with a development cable, antennas, and, for GSM versions, has an
opening in the enclosure to alow users to insert their own SIM card. As such, the

ConnectPort X5 Kit should be used for testing and evaluation only. Customers will be responsible
for procuring antennas and cabling for their specific ConnectPort X5 R and ConnectPort X5 Fleet
installations.
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ConnectPort® X5 Family products

These gateways support vehicle personal area networks with Digi’s industry-leading XBee radio
technology. Vehicle personal area networks (VPANS) allow users to deploy low-power sensor
networks within and around the vehicle or mobile asset to monitor additional asset points, for
example, tires, reefer units, door latch, temperature sensors, cargo sensors, RFID readers, etc.

The ConnectPort X5 family provides flexible wide-area networking connectivity supporting
cellular, Wi-Fi, and satellite communications. Cellular connectivity provides instant, always-on
communications, while Wi-Fi provides a cost-effective way to transfer large files, firmware, or logs
across low-cost private Wi-Fi networks. The ConnectPort X5 Wi-Fi feature can also be used to
network in-vehicle or near-vehicle Wi-Fi-enabled devices, such as vehicle displays and handheld
mobile devices.

Features and benefits of the ConnectPort X5 gateway family include:

m  For units without external SIM card access, factory-sealed | P67 enclosure, ensuring
protection from dust and total water immersion to 1 meter

m  For unitswith external SIM card access, factory-sealed | P67 enclosure, ensuring
protection from dust and immersion.

m  J1708 protocol support, offering serial connectivity to alarge installed base of heavy
duty vehicle fleets

m  Controller Area Network (CAN) interface support for connection to J1939 or
proprietary vehicle bus

m  Internal temperature sensor and accelerometer

m  Advanced power management, including sensitivity to ignition status

m  Location tracking and geofencing with on-board GPS

m  Global cellular coverage over GSM/GPRS or CDMA networks

= Optiona satellite on selected ConnectPort X5 R and ConnectPort X5 Fleet models

= Programmable for application development through the Python® programming
language, Device Cloud Device Integration Application (DIA) framework and the
Device Cloud services platform

= Automated event reporting: the gateway can continuously transmit vehicle status at user-
defined intervals

m  Device Manager™ for management and monitoring

11



Features

Features

Thisisan overview of key featuresin Digi devices. Firmware features are covered in more detail in
the next three chapters. Hardware specifications are covered in Chapter 7, " Specifications and
certifications"

User interfaces

There are several user interfaces for configuring and monitoring Digi devices, including the
following.

Device Manager™

A web-based interface for configuring, monitoring, and administering Digi devices.
Plugging the ConnectPort X5 device into a switch or network to which alaptop
computer is connected allows direct access to the web interface for configuration.

A command-lineinterface available vialocal serial port, telnet or SSH.

Simple Network Management Protocol (SNMP).

Configurable network services

Accessto network services can be enabled and disabled. This means that a device's use of network
services can be restricted to those strictly needed by the device. To improve device security, non-
secure services can be disabled. Network services that can be enabled or disabled include;

Advanced Digi Discovery Protocol (ADDP): can enable or disable ADDP, but cannot
change its network port number.

Real Port

Encrypted Real Port

HTTP/HTTPS

Remote Login (rlogin)

Remote Shell (rsh)

Simple Network Management Protocol (SNMP)
Telnet

In the web interface, access to network servicesis enabled and disabled on the Network Services
page of Network Configuration. For more information, see " Network services settings’ on page 78.
In the command-line interface, network services are enabled and disabled through the set service
command. See the Digi Connect Family Command Reference for the set service command
description.
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Features

| P protocol support

All Digi devicesinclude a Robust on-board TCP/IP stack with a built-in web server. Supported
protocols include, unless otherwise noted:

Transmission Control Protocol (TCP)

User Datagram Protocol (UDP)

Dynamic Host Configuration Protocol (DHCP)

Simple Network Management Protocol (SNMP)

Secure Sockets Layer (SSL)/Transport Layer Security (TLS)

Telnet Com Port Control Option (Telnet) including support of RFC 2217 (ability to
control seria port through Telnet). See " Serial data communication over TCP and UDP"
on page 14 for additional information.

Remote Login (rlogin)
Line Printer Daemon (L PD)

HyperText Transfer Protocol (HTTP)/HyperText Transfer Protocol over Secure Socket
Layer (HTTPS)

Simple Mail Transfer Protocol (SMTP)

Internet Control Message Protocol (ICMP)

Internet Group Management Protocol (IGMP)
Address Resolution Protocol (ARP)

Advanced Digi Discovery Protocol (ADDP)

Point to Point Protocol (PPP)

Network Address Trandation (NAT)/Port Forwarding
Secure Shell (SSHv2)

Generic Routing Encapsulation (GRE) Passthrough

I PSec Encapsulating Security Payload (ESP) on most models
ESP Passthrough

Following is an overview of some of the services provided by these protocols.
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Features

Serial data communication over TCP and UDP

Digi devices support serial data communication over TCP and UDP. Key features include:

n Seria data communication over TCP, also known as autoconnect and tcpserial can
automatically perform the following functions:

Establish bidirectional TCP connections, known as autoconnections, between the serial
device and a server or other network device. Autoconnections can be made based on
dataand or seria hardware signals.

Control forwarding characteristics based on size, time, and pattern
Allow incoming raw, Telnet, and SSL/TL S (secure-socket) connections
Support RFC 2217, an extension of the Telnet protocol

m  Seria data communication over UDP, also known as udpserial, can automatically
perform the following functions:

Digi Connect products can automatically send serial data to one or more devices or
systems on the network using UDP sockets. Options for sending data include whether
specific datais on the serial line, aspecific time period has elapsed, or after the specified
number of bytes has been received on the seria port.

Control forwarding characteristics based on size, time, and patterns.
Support incoming datagrams from multiple destinations.
Support outgoing datagrams sent to multiple destinations.

m  TCP/UDP forwarding characteristics.
m  Extended communication control on TCP/UDP data paths.

Timeout
Hangup
User-configurable Socket ID string (text string identifier on autoconnect only)

Dynamic Host Configuration Protocol (DHCP)

Auto-1P

Dynamic Host Configuration Protocol (DHCP) can be used to automatically assign P addresses,
deliver TCP/IP stack configuration parameters such as the subnet mask and default router, and
provide other configuration information. For further details, see "Configure an | P address using
DHCP" on page 58.

Auto-IP isaprotocol that will automatically assign an | P address from areserved pool of standard
Auto-IP addresses to the computer on which it isinstalled. For Digi devices are set to obtain its IP
address automatically from a DHCP server and the DHCP server is unavailable or nonexistent,
Auto-1Pwill assign the device an | P address. For further details, see " Configure an | P address using
Auto-1P" on page 59.
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Features

Simple Network Management Protocol (SNMP)

Simple Network Management Protocol (SNMP) is a protocol for managing and monitoring
network devices. SNMP architecture enables a network administrator to manage nodes--servers,
workstations, routers, switches, hubs, etc.--on an IP network; manage network performance, find
and solve network problems, and plan for network growth. Digi devices support SNMP Versions 1
and 2. For more information on SNM P as a device-management interface, see " Simple Network
Management Protocol (SNMP)" on page 33. For alist SNMP-related of supported Request for
Comments (RFCs) and Management I nformation Bases (MIBs), see page 168.

Secure Sockets Layer (SSL)/Transport Layer Security (TLS)

Secure Sockets Layer (SSL)/Transport Layer Security (TLS) are used to provide authentication and
encryption for Digi devices. For more information, see " Security featuresin Digi devices' on page

20.

Telnet

Digi devices support the following types of Telnet connections:

Telnet Client

Telnet Server

Reverse Telnet, often used for console management or device management
Telnet Autoconnect

RFC 2217, Telnet Com Port Control Option, an extension of the Telnet protocol

For more information on these connections, see " Supported connections and data paths in Digi
devices' on page 22. Access to Telnet network services can be enabled or disabled.

Remote Login (rlogin)

Users can perform logins to remote systems (rlogin). Access to rlogin service can be enabled or
disabled.

HyperText Transfer Protocol (HTTP)
HyperText Transfer Protocol over Secure Socket Layer (HTTPS)

Digi devices provide web pages for configuration that can be secured by requiring a user login.

Internet Control Message Protocol (ICMP)

ICMP statistics can be displayed, including the number of messages received, bad messages
received, and destination unreachable messages received.
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Features

Point-to-Point Protocol (PPP)

The Point-to-Point Protocol (PPP) transports multi-protocol packets over point-to-point links. PPP
encapsul ates the data packet, allows the server to inform the dial-up client of its |P address (or
client to request the IP address), authenticates the exchange, negotiates multiple protocols, and
reassembl es the data packet for network communication. ConnectPort X5 Family devices support
PPP as the connection protocol from the Digi device to the cellular 1P network with NAT (Network
Address Technology).

Network Address Translation (NAT)/Port Forwarding

Network Address Trandation (NAT) reduces the need for alarge amount of publicly known IP
addresses by creating a separation between publicly known and privately known | P addresses.

Advanced Digi Discovery Protocol (ADDP)

The Advanced Digi Discovery Protocol (ADDP) runs on any operating system capable of sending
multicast | P packets on a network. ADDP allows the system to identify al ADDP-enabled Digi
devices attached to a network by sending out a multicast packet. The Digi devices respond to the
multicast packet and identify themselvesto the client sending the multicast.

ADDP communicates with the TCP/IP stack using UDP. The TCP/IP stack should be able to
receive multicast packets and transmit datagrams on a network.

Not all Digi devices support ADDP. Accessto ADDP service can be enabled or disabled, but the
network port number for ADDP cannot be changed from its default.

Generic Routing Encapsulation (GRE) Passthrough
Encapsulating Security Payload (ESP)
ESP Passthrough

Generic Routing Encapsulation (GRE) and Encapsulating Security Payload (ESP) are routing
protocols that are used to route (tunnel) various types of information between networks.

GRE appliesto the encapsulation of 1P datagrams tunnelled through the internet. The encapsulation
includes security, typically in the form of 1PSec (1P security), and is most commonly found in VPN
(Virtual Private Network) implementation. RFC (Reguest For Comment) 1701 and 1702 define
these standards.Similarly, ESP is used in conjunction with |Psec as a possible way of carrying |P
packets for a Virtual Private Network (VPN) setup. ESP is defined in RFC 2406.

In ESP Passthrough and GRE Passthrough, inbound 1Psec ESP or GSP protocol traffic is
forwarded from to aVVPN device connected to the Digi device's Ethernet port.

Note: If an Auto-key Internet Key Exchange (IKE)-based VPN is used, UDP port 500 must also be
forwarded.
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Mobile/Cellular features and protocol support

Key cdlular featuresin cellular-enabled Digi devices include:

Provisioning wizard

GSM: GPRS, EDGE, SMS

CDMA: 1xRTT, Ev-DO (Revs 0 and A)
IPSec ESP/ IKE

I P Pass-through, also known as bridge mode
3-5Volt SIM card

Signal-strength LEDs

For Digi devices equipped with a Code-Division Multiple Access (CDMA)-based cellular modem,
the Mobile Device Provisioning Wizard is available in the web interface to properly configure the
Digi device with the required configuration used to access the mobile network. The wizard allows
for both automatic and manual provisioning for avariety of mobile service providers.

Digi SureLink™

Digi Connect Family, Digi Cellular Family, and ConnectPort X Family products support the Digi
SureLink™ feature. Digi SureLink provides an “aways-on” mobile network connection to ensure
that a Digi deviceisin astate where it can connect to the network. It does this through hardware
reset thresholds and periodic tests of the connection.

Mobile/Cellular protocols

Mobile/cellular protocols supported include, unless otherwise noted:

Global System for Maobile communication (GSM)

General Packet Radio Service (GPRS)

Enhanced Data Rates for GSM Evolution (EDGE)
Universal Mobile Telecommunications Service (UMTS)
High Speed Packet Access (HSPA)

Code-Division Multiple Access (CDMA)

Evolution-Data Optimized (EV-DO, EVDO, or 1IXEV-DO)

Short Message Service (SMS), currently for GSM cellular products only. Digi cellular
gateways implement an SM S-based protocol that allows managing devices by sending
SM S commands from anywhere SM 'S messages can be sent. See "Short Message
Service (SMS) settings' on page 126.

Wi-MAX
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RealPort software

Digi devices use the patented Real Port COM/TTY port redirection for Microsoft Windows.

Real Port software provides a virtual connection to serial devices, no matter where they reside on
the network. The software isinstalled directly on the host PC and allows applicationsto talk to
devices across a network as though the devices were directly attached to the host. Actually, the
devices are connected to aDigi device somewhere on the network. Real Port i s unique among COM
port re-directors because it is the only implementation that allows multiple connections to multiple
ports over asingle TCP/IP connection. Other implementations require a separate TCP/IP
connection for each seria port. Unique features also include full hardware and software flow
control, as well as tunable latency and throughput. Access to Real Port services can be enabled or
disabled.

Encrypted Real Port

Digi devices also support Real Port software with encryption. Encrypted Real Port offers a secure
Ethernet connection between the COM or TTY port and a device server or terminal server.
Encryption preventsinternal and external snooping of data across the network by encapsulating the
TCP/IP packets in a Secure Sockets Layer (SSL) connection and encrypting the data using
Advanced Encryption Standard (AES), one of the latest, most efficient security algorithms. Access
to Encrypted Real Port services can be enabled or disabled. Digi’s Real Port with encryption driver
has earned Microsoft’s Windows Hardware Quality Lab (WHQL) certification. Drivers are
available for awide range of operating systems, including Microsoft Windows Server 2003,
Windows XP, Windows 2000, Windows NT, Windows 98, Windows ME; SCO Open Server;
Linux; AlX; Sun Solaris SPARC; Intel; and HP-UX. It isideal for financial, retail/point-of-sale,
government or any application requiring enhanced security to protect sensitive information.
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Alarms

Features

Digi devices can be configured to issue alarms, in the form of email message or SNMP traps, when
certain device events occur. These events include changes in GPIO signals, certain data patterns
being detected in the data stream, and cellular dlarms for signal strength and amount of cellular
traffic for agiven period of time. Receiving alarms about these conditions provides the advantage
of notifications being issued when events occur, rather than having to monitor the device on an
ongoing basis to determine whether these events have occurred. Alarms can also be forwarded to
Device Manager for display and management in that platform. For more information on
configuring alarms, see "Alarms" on page 160.

M odem emulation

Digi devices include a configuration profile that allows the device to emulate a modem. Modem
emulation sends and receives modem responses to a seria device over TCP/IP (including Ethernet
and Cellular) instead of Public Switched Telephone Network (PSTN). The modem emulation
profile allows maintaining a current software application but using it over the less expensive
Ethernet network. In addition, Telnet processing can be enabled or disabled on the incoming and
outgoing modem-emul ation connections.The modem-emulation commands supported in Digi
devices are documented in the Digi Connect Family Command Reference.
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Security featuresin Digi devices

Secure access and authentication

Encryption

One password, one permission level.
Passwords can be issued to device users.

Selective enabling/disabling network services such as ADDP, Real Port, Encrypted
ReaPort, HTTP/HTTPS, LPD, Remote L ogin, Remote Shell, SNMP, and Telnet.

Can control access to inbound ports.
Can control access to specific devices, | P addresses, or networks through IP filtering.

Secure sites for configuration: HTML pages for configuration have appropriate security.

Encrypted Real Port offers encryption for the Ethernet connection between the COM/
TTY port and the Digi device. Encryption prevents internal and external snooping of
data across the network by encapsulating the TCP/IP packets in a Secure Sockets Layer
(SSL) connection and encrypting the data using the Advanced Encryption Standard
(AES) security agorithm.

Strong Secure Sockets Layer (SSL) V 3.0/ Transport Layer Security (TLS) V1.0-based
encryption: DES (64-bit), 3DES (192-hit), AES (128-/192-/256-bit), |Psec ESP: DES,
3DES, AES.

Wireless Digi Connect products provide Wi-Fi Protected Access (WPA/WPA2/802.11i)
and Wired Equivalent Privacy (WEP) encryption (64-/128-hit). Supported WPA/WPA2/
802.11i authentication methods are:

Supported WPA authentication methods

EAP-TLS

PEAP EAP/TTLS

LEAP
(WEP only)

EAP-PEAPIMSCHAPV2 (both PEAPVO and EAP-TTLSEAP-MD5-Challenge
PEAPV1)

EAP-PEAP/TLS (both PEAPVO and PEAPV1)
EAP-PEAP/GTC (both PEAPvO and PEAPv1) | EAP-TTLS/EAP-OTP
EAP-PEAP/OTP (both PEAPVO and PEAPV1)

EAP-PEAP/MD5-Challenge (both PEAPVO and
PEAPv1) EAP-TTLSEAP-TLS

EAP-TTLSEAP-GTC

EAP-TTLSEAP-MSCHAPV2

EAP-TTLSMSCHAPv2
EAP-TTLSMSCHAP
EAP-TTLSPAP
EAP-TTLS/CHAP
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SNMP security

Configuration

Customization

Features

SNMP “set” commands can be disabled to make use of SNMP read-only. Changing public and
private community names is recommended to prevent unauthorized access to the device.

management

Once a Digi deviceis configured and running, configuration-management tasks need to be
periodically performed, such as:

m  Upgrading firmware

m  Copying configurations to and from a remote host
m  Software and factory resets

= Rebooting the device

u Memory management

m  File management

For more information on these configuration-management tasks, see Chapter 5, "Device
administration”.

capabilities
Several aspects of using Digi devices can be customized. For example:

m  Thelook-and-feel of the device interface can be customized, to use a different company
logo or screen colors.

m  Custom applications written in Python can be executed.
m  Custom factory defaults to which devices can be reverted can be defined.

The Digi Connect Family Customization and Integration Guide (Part Number 90000734; available
with the Digi Connect Integration Kit) describes customization and integration tools and processes.
Contact Digi International for more information on the Digi Connect Integration Kit customization
tools and resources and for assistance with customization efforts.
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Supported connections and data pathsin Digi devices

Digi devicesallow for severa kinds of connections and paths for data flow between the Digi device
and other entities. These connections can be grouped into two main categories:

= Network services, in which aremote entity initiates a connection to a Digi device.

= Network/serial clients, in which aDigi deviceinitiates anetwork connection or opensa
seria port for communication.

This discussion of connections and data paths may be helpful in understanding the effects of
enabling certain features and choosing certain settings when configuring Digi products.

Network services

A network service connection is one in which aremote entity initiates a connection to a Digi
device. There are several categories of network services:

m  Network services associated with specific serial ports
m  Network services associated with seria portsin general

m  Network services associated with the command-line interface (CLI)

Network services associated with specific serial ports

m  Reverse Telnet: A telnet connection is made to a Digi device, in which datais passed
transparently between the telnet connection and anamed serial port.

m  Reverseraw socket: A raw TCP socket connection is made to a Digi device, in which
datais passed transparently between the socket and a named serial port.

m  Reverse TLSsocket: An encrypted raw TCP socket is made to a Digi device, in which
datais passed transparently to and from a named serial port.

= Modem emulation, also known as Pseudo-modem (pmodem): A TCP connection is
made to anamed serial port, and the connection will be“interpreted” asanincoming call
to the pseudo-modem.
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Network services associated with serial portsin general

RealPort: A single TCP connection manages (potentially) multiple seria ports.

Modem emulation, also known as pseudo-maodem (pool): A TCP connection to the
“pool” port isinterpreted as an incoming call to an available pseudo-modem in the
“pool” of available port numbers.

rsh: Digi devices support alimited implementation of the Remote shell (rsh) protocal, in
that asingle service listens to connections and allows a command to be executed. Only
one class of commandsis allowed: asingle integer that specifies which serial port to
connect to. Otherwise, the resulting connection is somewhat similar to areversetelnet or
reverse socket connection.

DialServ: Connecting a DialServ device to the serial port. Dial Serv simulates a public
switched tel ephone network (PSTN) to amodem and forwards the data to the serial port.
The Digi device sends and receives the data over an |P network.

Network services associated with the command-line interface

Telnet: A user can Telnet directly to aDigi device's command-line interface.

rlogin: A user can perform aremote login (rlogin) to a Digi device’'s command-line
interface.
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Networ k/serial clients

A network/serial client connection isone in which aDigi device initiates a network connection or
opens aserial port for communication. There are several categories of network/serial client
connections:

n Autoconnect behavior client connections
m  Command-lineinterface (CLI)-based clients

= Modem emulation (pseudo-modem) client connections

Autoconnect behavior client connections

In client connections that involve autoconnect behaviors, a Digi device initiates a network
connection based on timing, serial activity, or serial modem signals. Autoconnect-related client
connections include:

= Raw TCP connection: The Digi device initiates araw TCP socket connection to a
remote entity.

m  Telnet connection: The Digi deviceinitiates a TCP connection using the Telnet protocol
to aremote entity.

= Raw TLSencrypted connection: The Digi device initiates an encrypted raw TCP
socket connection to aremote entity.

= Rlogin connection: The Digi deviceinitiates a TCP connection using the rlogin
protocol to aremote entity.

Command-line interface (CLI)-based client connections

Command-line interface based client connections are avail able for use once auser has established a
session with the Digi device's CLI. CLI-based client connections include:

= telnet: A connection is made to aremote entity using the Telnet protocol.
= rlogin: A connection is made to aremote entity using the Rlogin protocol.

= connect: Begin communicating with alocal serial port.

Modem emulation (pseudo-modem) client connections

When a port is in the modem-emulation or pseudo-modem mode, it can initiate network
connections based on AT command strings received on the serial port.The AT commands for
modem emulation are documented in the Digi Connect Family Command Reference.
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I nterfaces for configuring, monitoring, and administering Digi devices

There are several interfaces for configuring, monitoring, and administering Digi devices. These
interfaces are covered in more detail later in this guide.

Configuration capabilities

Device configuration involves setting values and enabling features for such areas as:

Network configuration: Specifying the device's | P address settings, network-service
settings, and advanced network settings.

Mobile (cellular) configuration: Specifying the mobile service provider and mobile
connection settings for the device.

Alarms: Defining whether alarms should be issued, the conditions that trigger alarms,
and how the alarms should be delivered.

Security/Users configuration: Configuring security features, such as whether password
authentication is required for device users.

System configuration: Specifying system-identifying information, such as adevice
description, contact person, and physical location.
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Configuration interfaces

Several interfaces are available for configuring Digi devices, including:

The Digi Device Discovery Utility, which locates Digi devices on anetwork, and allows
opening the web interface for the devices.

Device Manager, a configuration interface to fine-tune or monitor devices. Device
Manager cannot assign an |P address but it can change one.

A web-based interface embedded with the product, providing device configuration
profiles for quick serial-port configuration and other settings.

A command-lineinterface (CL1).
Remote Command-line Interface (RCI) protocol

Simple Network Management Protocol (SNMP).
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Digi Device Discovery utility

The Digi Device Discovery utility locates Digi devices on a network and allows for opening the
web interface for discovered devices, configuring network settings, and rebooting the device. It
uses a Digi International-proprietary protocol, Advanced Digi Discovery Protocol (ADDP), to
discover the Digi devices on a network, and displays the discovered devicesin alist, for example:

Digi Device Discovery
_ _ | [P Address
Device Tasks 10

g

2R 10.8.16.12
F210.8.16.14
#210.8.16.20
2210.8.16.51
##10.5.16.35
F210.8.16.40
22 10.5.16.46
2210.8.16.55
##10.5.16.57
2210.8.16.66
22 10.8.16.76
#810.8.16.85
2210511325
2210.5.115.11

22105115242
#810.8.117.8

2210512734
#10.8.128.5

Open web inkerface

Telnet ko command line

Configure nekwork settings

Restart device

Other Tasks

Refresh view

Help and Support

Details

ConnectPort X5 R 2B GPRS
Configured (Static)

IP address: 10.8.16.10
Subnet mask: 255.255,0.0
Default gateway: 10.8.1.1
Serial ports: 1

Firrnware: 82002035 _5P

MaC Address
0004 F5:01:DEs
00:40:90: 32:E1IFF
00:40:90: 3 1EOF
004090 308: 41008
00:40:90: 300 25:E0
00:40:90: 23587156
00:40: 90 3C:520EC
00:40:90: 23 75IEG
00:40:90: 29: 50033
004090 36:95:8C
00:40:90:36:95:AF
00:40:90: 36:95:62
00:40:90:29:95:00
00030 33 40:5C
00:40:90: 29080044
00:40: 90 25:55:02
00:40:90: 23: 291487
004090 23:00:5C
00:40:90: 25:ED:AD

S[=/3

ConnectPort x5 R ZE GPRS
ConnectPort x5
ConnectPart w4
ConnectPort k2

Conneck Wak 3G (R3232 serial
PortServer TS 16

ConnectPart w2

ConnectPort x5

Digi Connect ES & 5B
ConnectPort 52

ConnectPort X2

ConnectPort k2

Digi Connect ME4

ConneckPart £5

ConnectPort x4 NEMA
PortServer T3 16 Rack
PortServer T3 2 H

PartServer TS 4 MEL
PortServer TS 16 Rack

19 devices

Iy Device Metwork

Digi Device Discovery quickly locates Digi devices and basic device information, such as the
device's address, firmware revision, and whether it has been configured. It runs on any operating
system that can send multicast | P packets to a network. It sends out a User Datagram Protocol
(UDP) multicast packet to all devices on the network. Devices supporting ADDP reply to this UDP
multicast with their configuration information. Even devices that do not yet have an | P address
assigned or are misconfigured for the subnet can reply to the UDP multicast packet and be

displayed in device discovery results.

Not all Digi devices support ADDP. Note that Device discovery responses can be blocked by
personal firewalls, Virtua Private Network (VPN) software, and certain network equipment.
Firewallswill block UDP ports 2362 and 2363 that ADDP usesto discover devices.

Digi Device Discovery is available for downloading from the Digi Support site. After installation,
itisavailable from the Start menu. Accessto the ADDP service can be enabled or disabled, but the
network port number for ADDP cannot be changed from its default. For more information on the
Digi Device Discovery tility, see page 61.
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Device Manager ™ interface

Device Manager is a software-as-a-service, delivering capabilities that empower I T, network
operations and customer support organizations to conquer the challenges of managing the vast
array of equipment in their device networks. As a network grows, the complexity of effectively
managing the network assets grows exponentially. Hosted on the Device Cloud by Etherios™,
Device Manager directly tackles and conquers the universal problems of a dynamic device
network:

m  Centraized control over large numbers of devices
m  Reducing service complexity

m  Maintaining high levels of security

m  Provisioning and decommissioning of equipment
= Adding functionality to device networks

A feature of all Digi gateways, routers, devices and components, Device Manager provides a
robust suite of network management tools with centralized control viathe Device Manager service
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From the Device Manager interface, you can configure devices, remotely update device firmware,
upload and manage Python/DIA files, remotely reboot devices, reset devices to factory defaults,
backup/restore device configuration properties, import or export the device configuration
properties, track devices, monitor devices and connections.

With Device Manager, management of large populations of devicesis made easy. Devices can be
tagged and grouped together enabling management tasks to groups of devices within a network
simultaneously. Furthermore, the Scheduled Operations feature all ows device management tasksto
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be automated and scheduled to run either on a one-time or arecurring basis, against asingle device
or multiple devices. The Alarms capability of Device Manager facilitates monitoring the health of a
device network. For instance, should a device disconnect or stay connected for longer than a
specified period, an alarm fires and notification of the alarm can be sent viaemail in real-time.

Some things to note about using Device Manager:

m  Devices must be registered on Device Manager before they can be accessed viathe
Device Cloud platform.

= To minimize network traffic, Device Manager uses caching. As aresult, device settings
can be out-of-sync between the device and the settings viewed on the Device Manager
console.

u Device information can be refreshed on demand when the device is connected, and is
refreshed automatically when a device connects.

For more information on Device Manager as a remote device network management solution, see
these resources:

m  Device Cloud User’s Guide
m  Device Cloud Programming Guide

n Device Cloud tutorials and other documents available on www.etherios.com/
devicecloud

29



Web interface

Interfaces for configuring, monitoring, and administering Digi devices

A web interfaceis provided as an easy way to configure and monitor Digi devices. Configurable
features are grouped into several categories. These categories vary by product; examplesinclude
Network, Serial Port, Alarms, and System. Most of the configurable features are arranged by most
basi c settings on a page, with associated and advanced settings accessible from that page. Serial-port
configurations are classified into port profiles, or configuration scenarios that best represents the
environment in which the Digi device will be used. Selecting a particular port profile configures the
serial port parameters that are needed. To access the web interface, enter the Digi device's IP
address or host name in a browser’s URL window. The main menu of the web interfaceis
displayed. For more information, see " Configuration through the web interface" on page 61. The
web interface has atutorial, accessed from the Home page, and online help, accessed from the Help
link on each page. Not al settings provided by the command-lineinterface are displayed in the web
interface. However, the configuration settings in the web interface should be sufficient for most
users. If necessary, settings can be modified later from the command line.
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Command-line interface

Digi devices can be configured by issuing commands from the command line. The command-line
interface allows communication directly without a graphica interface. To access the command line
from the Digi Device Discovery utility, click Telnet to command line.

For example, here isacommand issued from the command line 0 assign the | P address to the
Ethernet interface:

#> set network ip=192.168.1.1

The command-line interface provides flexibility for making precise changes to device
configuration settings and operation. It does require users to have experience issuing commands,
and access to command documentation.

The command line is avail able through Telnet or SSH TCP/IP connections, or through seria port
using terminal emulation software such as Hyperterminal. Access to the command line from serial
ports depends on the port profile in use by the port. By default, serial port command-line accessis
alowed.

See "Configuration through the command line" on page 197 for more information on thisinterface.
See the Digi Connect Family Command Reference for command descriptions and examples of
entering configuration commands from the command-line interface. In addition, online help is
available for the commands, through the help and *? commands.

Remote Command I nterface (RCI)

Remote Command Interface (RCI) is aprogrammatic interface for configuring and controlling Digi
devices. RCI isan XML-based request/response protocol that allows a caller to query and modify
device configurations, access statistics, reboot the device, and reset the device to factory defaults.
Unlike other configuration interfaces that are designed for a user, such asthe command-line or web
interfaces, RCI is designed to be used by a program. RCI access consists of program calls. A
typical use of RCI isin aJava applet that can be stored on the Digi device to replace the web
interface with a custom browser interface. Another exampleis a custom application running on a
PC that monitors and controls an installation of many Digi devices.

AsRCI is designed to be used by a program, it is useful for creating a custom configuration user
interface, or utilities that configure or initialize devices through external programs or scripts.

RCI uses HTTP as the underlying transport protocol. Depending on the network configuration, use
of HTTP as atransport protocol could be blocked by some firewalls.

RCI is quite complex to use, requiring usersto phrase configuration requestsin Extensible Markup
Language (XML) format. It isa"“ power-user” option, intended more for users developing their own
user interfaces, or for users implementing embedded control (and thus potentially using RCI over
serial) than for end-users with limited knowledge of device programming.

Not all actionsin the web interface have direct equivaentsin RCI. Therefore, it may not be easy
for some end-users to determine what needs to be sent through XML for a particular style of
request.

For more details on RCI, see the Digi Connect Integration Kit and the Remote Command I nterface
(RCI) Soecification.
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Simple Network Management Protocol (SNMP)

Simple Network Management Protocol (SNMP) is a protocol for managing and monitoring
network devices. The SNMP architecture enables a network administrator to manage nodes--
servers, workstations, routers, switches, hubs, etc.--on an I P network; manage network
performance, find and solve network problems, and plan for network growth. Digi devices support
SNMP Versions 1 and 2.

SNMP is easy to implement in extensive networks. Programming new variables and “ dropping in”
new devicesin anetwork are easy. SNMP iswidely used. It is a standard interface that integrates
well with network management stations in an enterprise environment. While its capabilities are
limited to device monitoring and display of statisticsin Digi devices, read/write capabilities are
expected to be added to Digi devices in future releases.

However, because device communication is UDP-based, the communication is not secure. If more
secure communications with a device are required, use an alternate device interface. SNMP does
not allow for certain task that can be performed from the web interface, such as file management,
uploading firmware, or backing up and restoring configurations. Compared to the web or
command-line interfaces, SNMP is limited in its ability to set specific parameters, such as set port
profile, is not possible.

Accessing the SNMP interface requires atool, such as a network management station. The
management station relies on an agent at a device to retrieve or update the information at the
device, including Device configuration, status, and statistical information. Thisinformationis
viewed as alogical database, called a Management Information Base (MIB). MIB modules
describe MIB variables for avariety of device types and computer hardware and software
components.

A variety of resources about SNMP are available, including reference books, overviews, and other
files on the Internet. For an overview of the SNMP interface and the components of MIB-II, go to
http://lwww.r fc-editor.or g/rfcsear ch.html, and search for M1B-11. From the results, locate the text
file describing the SNMP interface, titled Management Information Base for Network

Management of TCP/IP-based internets: MIB-11. The text of the Digi enterprise MIBs can also be

displayed.
For additional discussion of using SNMP as a device monitoring interface, see "Monitoring
Capabilities from SNMP" on page 229.
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Monitoring capabilities and interfaces

Monitoring Digi devices includes such tasks as checking device status, checking runtime state,
viewing serial port operations, and reviewing network statistics, and managing their connections.
There are severa interfaces for monitoring Digi devices and managing their connections.

As with device configuration, there are several interfaces available for monitoring Digi devices,
including, the web interface embedded with the product, SNMP, command-line interface, and
Device Manager. These interfaces are covered in more detail in Chapter 4, "Monitoring and
management"

Device Manager

Web interface

In Device Manager, monitoring capabilities can be sorted by the server and the devices managed by
the server. Theinformation is available in logs and can be generated into reports. When available,
the reports post linked totals that can be drilled back to the original devices that make up the
activity of the report.

Device Manager is well-suited to managing ConnectPort X5 Family devices and the networks in
which the devicesreside. Advantages include the ability to view an entire network, and multiple
networks, at once, and easein viewing signal strength, link quality, and alarms

The web interface has severa screens for monitoring Digi devices:
m  Network Status
= Mobile connection status

m  Seria Port Management: for each port, the port’s description, current profile, and current
seria configuration.

m  Connections Management: A display of all active system connections.

m  System Information: general device information; serial port information for each port,
including the port’s description, current profile, and current serial configuration (the
same information displayed by choosing Serial Port Management); and network
statistics.

Command-line interface

SNMP

Several commands can be issued from the command line to monitor devices. For areview of these
commands and what they can provide from a device-monitoring perspective, see "Monitoring
capabilities from the command line" on page 225.

Monitoring capabilities of SNM P include managing network performance, gathering device
statistics, and finding and solving network problems. For more information on using SNMP for
device-monitoring purposes, see "Monitoring Capabilities from SNMP" on page 229.
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Device administration

Periodically, administrative tasks need to be performed on Digi devices, such as uploading and
managing files, changing the password for logging onto the device, backing up and restoring
device configurations, updating firmware, restoring the configuration to factory defaults, and
rebooting.

Aswith configuration and monitoring, administration can be done from a number of interfaces,
including the web interface, command line, and Device Manager. See Chapter 5, "Device
administration" for more information and procedures.

35



Hardware

C HAPTEWR 2

This section details requirements and recommendations for installing ConnectPort X5 products,
including the Wiring Harness, mounting regquirements, and antennas. See also " Specifications and
certifications' on page 277 and " System status LEDS" on page 289.
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ConnectPort X5 R and ConnectPort X5 Kit hardware summary

Side View

(ConnectPort X5 R) (ConnectPort X5 R Iridium)

a

Digr Digr

CONNECTPORT X5 - CONNECTPORT X5

WIFI CELLULAR WIFI CELLULAR

Wiring Harness Connector. See page 40.

Wi-Fi antenna connector. See page 47.

Cdllular antenna connector. See page 47

GPS antenna connector. See page 47

X Bee antenna connector (ConnectPort X5 R) or Satellite antenna connector
(ConnectPort X5 R Iridium). See page 47

SIM card slot. See page 53.

Mounting holes. See page 54.

8 LED statusindicators. See page 289.

g b WN P

~N O
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ConnectPort X5 R and ConnectPort X5 Kit hardware summary

ConnectPort X5 R models

ConnectPort X5 Risaproduction unit. Digi installs customer-specific SIM cardsinto each unit and
ensures that the unit is environmentally sealed. Customer are responsible for providing their own
Wiring Harness and antennas; Wiring Harness guidelines are later in this chapter. All connectors
must be sealed to maintain P67 and other environmental ratings.

ConnectPort X5 development kit models

The ConnectPort X5 development kit models (ConnectPort X5 Kit, ConnectPort X5 R CDMA Kit,
and ConnectPort X5 R Iridium Kit are development kits for lab use only. These development kits
contain:

A ConnectPort X5 R/ConnectPort X5 R CDMA, or ConnectPort X5 R Iridium unit, with
adot for customersto install their own SIM card. See page 53 for SIM card installation
information.

A Wiring Harness and power cord. The development cables provide access to all
interfaces on your device. See page 40 for more information about the Wiring Harness
and interfaces.

Antennas, which vary by kit version, and may include Wi-Fi, Cellular/GPS, XBee, and
Iridium antennas. See page 47 for antenna connections and specifications.

An Installation Guide and links to all documentation needed to being development on
your unit.

The table shows the part numbers for the development cables and antennas. See page 50
for details on antenna connections and specifications.

Description Digi Part Number
X5 development cable 76000781
Wi-Fi antenna 76000783

Cellular (GSM)/GPS antenna 760008010r

76000782
XBee antenna 76000784
Iridium antenna 76000876
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ConnectPort X5 Fleet hardware summary

ConnectPort X5 Fleet hardware summary

ConnectPort X5 Fleet is a production unit with internal antennas. Digi recommends this version of
the product if using a ConnectPort X5 R would require more than 3 meters of cable length. The
customer is responsible for providing their own Wiring Harness.

1 Wiring Harness Connector. See page 40.
2 Mounting holes (on underside of unit). See page 54.
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Interfaces and Wiring Harness guidelines

Digi does not provide a Wiring Harness for the ConnectPort X5 R or ConnectPort X5 Fleet.
Instead, you must design and create a Wiring Harness that follows the guidelines and pinoutsin this
section. Dig The figure shows a Wiring Harness being connected to a ConnectPort X5 R unit.

Wiring Harness

40



Interfaces and Wiring Harness guidelines

ConnectPort X5 Wiring Harness Connector

The Wiring Harness Connector on all ConnectPort X5 modelsis a 23-pin IP67 connector from
Tyco. The Wiring Harness must use the mating plug and pins listed in the following table to
connect to the ConnectPort X5 R device.

ConnectPort X5 R 23-pin Connector and Mating Connector Part Numbers

Part Tyco Part Number
Wiring Harness Connector Header 1-776087-1
Wiring Harness Connector Housing 770680-1
Wiring Housing Connector Wire Relief 776464-1
Wiring Housing Connector Pins 770854-3
Wiring Housing Connector Plugs 770678-1
Wiring Housing Connector Crimper 58529-1

The connector pins accept 20-16AWG wire.

If the rubber seal of the mating connector is accidently perforated in an unpopul ated location
during cable assembly, the hole can befilled with a plug if the connector needs to maintain an |P67
rating.

The Wiring Harness should be restrained every 7-9” to prevent vibration-related damage.
The recommended minimum cable bend radius is five times the cable diameter.

Use dielectric grease on the main connector contacts when connecting your Wiring Harness to the
ConnectPort X5 R to prevent fretting on the contacts.
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Wiring Harness Connector pins

Pins for the Wiring Harness Connector are arranged as follows. Pin 1 isin the upper-left corner.
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Pinouts

Interfaces and Wiring Harness guidelines

Pinouts for the ConnectPort X5 R and ConnectPort X5 Fleet are as follows.

Pin # Signal Name
1 Digital Ground
2 NC, for internal Digi use
3 Serial RXD
4 Serial RTS
5 J1708-
6 CAN_L
7 Ethernet TX-
8 Ethernet RX-
9 Chassis Ground
10 Serid TXD
11 Serial CTS
12 J1708+
13 CAN_H
14 Ethernet TX+
15 Ethernet RX+
16 Vin
17 Ignition
18 Reset
19 DIOO
20 DIO1
21 DIO2
22 DIO3
23 NC
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Available interfaces on the Wiring Harness

The figure shows the interfaces available on the Wiring Harness. Details about each interface
follow.

Serial

CAN/J1939

J1708

Ignition sense line

i Power/
digital
ground

Digital I/0 lines
Ethernet
Wiring Harness Connector
\\ Chassis ground
Reset

5-wire RS-232 serial (TXD, RXD, RTS, CTS, GND)
Seria signals TXD, RXD, RTS, CTS, GND are supported. See the pinout on page 43 for the pins
used for these signals. The serial drain wire should be connected to chassis ground.
CAN/J1939
Please refer to the CAN/J1939 specification for proper wiring. The ConnectPort X5 R assumes that
it is plugged into aterminated bus that meets all CAN/J1939 specifications and requirements.
J1708
Please refer to the J1708 specification for proper wiring. The ConnectPort X5 R assumesthat it is
plugged into aterminated bus that meets all J1708 specifications and requirements.
Ignition sense line

Anignition sense line, part of the power management strategy, is used to unconditionally wake a
device from alow-power state. To support ignition detect, the ignition pin must be wired into the
vehicle'signition detect signal. This pin has adigital input signal for detecting ignition supply
voltage. Voltage range: 0 to +48VDC. The pin has protection for short, positive, and negative
overvoltage conditions. VIH =7V, VIL = 2V.

Power/digital ground

Power and digital ground should be twisted pair and must be connected to afused power supply.
See hardware specs for required voltages and current draw.
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Four digital input/output lines

ConnectPort X5 R has four digital input/output lines. Note that the input and output functions are
shared. The default state of the pinsisinput.

A\

An external pull-up resistor (~10k) must be used when the sinking output drivers are enabled.

The sinking outputs are protected against steady state over-current conditions by an in-line, self-

resettable fuse.

The table lists specifications for these lines.

applied

Digital mode Specification Value
Digital Input Input type Non-inverting Schmidt trigger
gate
Positive-going switching ~1.6 VDC
threshold
Negative-going switching ~1.0VvDC
threshold
Maximum safe input +30VDC
Minimum safe input -5vDC
Input impedance 1 Megaohm
Default level when no input Low

Digital Output

Output type Open collector sinking driver
Maximum sink current 0.5ADC

Maximum off voltage +30VDC

Minimum safe input -5VvDC

Resistor pull-ups

External pull-up required

Note: Exceeding the maximum or minimum safe input values will result in damage to the unit.
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Ethernet

Chassis ground

Reset

Interfaces and Wiring Harness guidelines

The Ethernet cable must conform to networking cable specifications. The Ethernet drain wire
should be connected to chassis ground.

To provide chassisisolation, the metal enclosure and digital ground are not directly tied. The main
reason for thisisto avoid potentially large vehicle return currents from flowing through digital
ground, if the product is mounted directly to a vehicle chassis. To prevent static charge build-up,
the two grounds are connected through a high value resistance, to create a discharge path. The
chassis ground should also be connected to the serial and Ethernet drain wires.

A reset pin is available but limited to voltage range 0 to +36VDC. The input structure uses a
Schmitt trigger with VT+ = 1.5V (typ) and VT- = 1V (typ). Digi does not recommend adding this
reset pin to your Wiring Harness. For more information on use of this reset pin and the available
options for performing a reset, see "Restore a device configuration to factory defaults' on page
246.
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Antennas

Antennas

ConnectPort X5 R antennas

The ConnectPort X5 R has four antenna options: Wi-Fi, Cellular and GPS, and XBee. The order of
those antennas is shown in the following diagram. The antennas must be mounted at least 8 inches
(20 cm) apart. If your application requires antenna cables longer than 3 meters, Digi recommends
the ConnectPort X5 Fleet product instead. That product has internal antennas so antenna
performance will not be significantly degraded due to long cables.

Antenna locations

XBee
Antenna

Wi-Fi
Antenna

To Cellular To GPS
connector connector

Cellular/GPS
Antenna
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Antennas

ConnectPort X5 R CDMA antennas

The ConnectPort X5 R CDMA has four antenna options. Wi-Fi, Cellular and GPS, and XBee. The
order of those antennasis shown in the following diagram. The antennas must be mounted at |east
8 inches (20 cm) apart. If your application requires antenna cables longer than 3 meters, Digi
recommends the ConnectPort X5 Fleet product instead. That product has internal antennas so
antenna performance will not be significantly degraded due to long cables.

Antenna locations

XBee
Antenna

Wi-Fi
Antenna

To Cellular To GPS
connector connector

Cellular/GPS
Antenna
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ConnectPort X5 Iridium antennas

The ConnectPort X5 R Iridium has four antenna options: Wi-Fi, Cellular and GPS, and Iridium.
The order of those antennas is shown in the following diagram. The antennas must be mounted at
least 8 inches (20 cm) apart. If your application requires antenna cables longer than 3 meters, Digi
recommends the ConnectPort X5 Fleet product instead. That product has internal antennas so
antenna performance will not be significantly degraded due to long cables.

Antenna locations

Keep Cellular/GPS antenna at least one foot (30.48 cm) away from metal objects.

Cellular/GPS antenna must be mounted on a plastic or glass surface.

Iridium
Antenna

Wi-Fi
Antenna

To Cellular To GPS
connector connector

Cellular/GPS
Antenna

ConnectPort X5 Fleet antennas

All antennas are built into the product.
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Certified antennas and specifications

Antennas

The following antennas were used during certification of ConnectPort X5 products and are

included with the ConnectPort X5 development kit products. You must procure your own antennas
for the non-devel opment kit products. If choosing to use other antennas than these, choose antennas
that conform to these specifications.

Antenna Manufacturer Manufacturer Digi part Specification Value
part number number
Wi-Fi Taoglas WS.01.301351 76000783 Frequency range 2400-2500 MHz
http:// 5150-5350 MHz
www.taoglas.com
Gain 4.1 dB @2400 MHz
4.7 dB @5000 MHz
Antennasize Height: 1.14in (2.9 cm)
Diameter: 2.051in (5.21 cm)
Mounting 18 mm screw mount (.3149 in)
method
Cable length 9.84 feet (3 meters)
Connector type RP-TNC
Cellular / Taoglas MA.208.A3011 | 76000801 Frequency range | GSM: 880-960 MHz
GPS 11.B30511 PCS: 1850-1990 MHz

Gain

Cellular antenna:

Average: -3.03dBi at 700 —
960MHz

-4.34dBi at 1710 — 2170MHz
Peak: 2.16dBi at 700 — 960MHz
0.42dBi at 1710 — 2170MHz
GPS antenna: 3.5dBic typ @
Zenith

Antennasize

Length: 7.9in (20.05 cm)
Width: 2.6 in (6.65 cm)
Height: 0.35in (0.9 cm)

Mounting
method

Adhesive mount

Cable length

9.84 feet (3 meters)

Connector type

Cellular: TNC (standard polarity
TNC)

GPS: RP-TNC (reverse polarity
TNC)
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Antenna Manufacturer Manufacturer Digi part Specification Value
part number number
GPS 351.B301311 CDMA: 824-896 MHz

GSM: 880-960 MHz

PCS: 1850-1990 MHz
DCS: 1710-1880 MHz

Gain Cellular antenna:

30 dB typica

Gain at Zenith: 2. dBi min
Gain at 10 degrees elevation:

-4.0 dBi minimum
Axal ratio: 2.0 dB maximum

GPS antenna: 3.5dBic typ @

Zenith
Antenna size Height: 1.14in (2.9 cm)
Diameter: 2.05in (5.21 cm)
Mounting 3.149in (18 mm) screw-in
method dipole mount
Cable length 9.84 feet (3 meters)
Connector type | Cellular: TNC (standard
polarity TNC)
GPS: RP-TNC (reverse
polarity TNC)
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Antenna Manufacturer Manufacturer Digi part Specification Value
part number number
XBee Laird RD2458-5-RA- | 76000784 Frequency range | 2400 - 2483 MHz
TNC
Gain 3dBi @ 2400 MHz
5 dBi @ 5000 MHz
Antennasize 6.8in (17.27cm)
Mounting N/A
method
Connector type RP-TNC
Bobbintron AN2400- 76000784 Frequency range | 2400-2500 MHz
19BO1RART
Gain 3dBi
Antennasize 6.8in (17.27cm)
Mounting 3.149in (18 mm) screw-in dipole
method mount
Connector type RP-TNC
Iridium Use an Iridium antenna that has been certified for use with the Iridium network to maintain certifications.
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SIM card installation

SIM card installation

For models without an accessible SIM slot

Models without an accessible SIM slot are sealed during manufacturing to retain their 1P67 rating.
Digi installs a customer-provided SIM card prior to shipping. This SIM card cannot be accessed in
thefield. High-temperature SIM cards are recommended to ensure cellular connectivity throughout
the lifetime of the product.

Note: CDMA models do not have aSIM card.

For models with an accessible SIM slot

Several ConnectPort X5 models have adot to allow product ownerstoinstall aSIM card. The dlot
and SIM card orientation are shown below. Remove the rubber plug, if provided, and insert the
SIM card. The meta contacts on the SIM card should be facing down, and the chamfered edge
should be inserted first. High-temperature SIM cards are recommended to ensure cellular
connectivity throughout the lifetime of the product.

SIM card activation

The SIM card must be activated for cellular service. Contact your mobile service provider and see
"Mobile (cellular) settings" on page 112.
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Mounting the ConnectPort X5 to a vehicle

ConnectPort X5 R and X5 Iridium

(4X)

The ConnectPort X5 R has flexible mounting holes to allow installation in a variety of locations to
many different surface materials. The illustration shows mounting-hole locations and dimensions.
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(2X) 44| ——= <

(2X) 1,150 ———= i

=—(2X) 2.750 —=

= (2X) 3.750 ———

(2X) 5.350
(2X) 6.500

Use at least four (4) ¥4’ bolts to mount the ConnectPort X5 R unit. The ConnectPort X5 R unit is
IP67 rated; allowing for it to be mounted inside or outside. The ConnectPort X5 R enclosureis
made of CEP-coated aluminum, and the TNC connectors and nuts are made of nickel-plated brass.

The ConnectPort X5 Main Connector and TNC connectors must be mated to maintain |P67 rating.

The product is not to be installed on a dashboard or on the lower-chassis of avehicle.
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Mounting the ConnectPort X5 to a vehicle

ConnectPort X5 Fleet

The ConnectPort X5 Fleet has mounting holesto alow installation in avariety of locationsto many
different surface materials. Theillustration shows mounting-hole locations and dimensions.

Thread depth
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Use eight 1/4-28 stainless steel bolts to mount the ConnectPort X5 Fleet unit. Use a bolt length
such that the bolt does not penetrate into the ConnectPort X5 Fleet unit by more than athread depth
of .375in (0.952 cm).

The ConnectPort X5 Fleet unit is 1P67 rated; allowing for it to be mounted inside or outside.
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Satellite setup

ConnectPort X5R Iridium

The Iridium satellite network must be provisioned, or prepared to communicate with the
ConnectPort X5 R Iridium device. To provision your ConnectPort X5 R Iridium device, you will
need to work with your Iridium representative and have the International Maobile Equipment
Identity or IMEI number for the satellite modem. The IMEI number for the satellite modem is on
the label of the unit with the other identifier numbers for the device.

Management of the Iridium satellite modem is performed from the command lineinterface by these
commands: iridium, display iridium, and info iridium. See the Digi Connect Family Command
Reference for descriptions of these commands.

ConnectPort X5 ORBCOMM-equipped models

For ConnectPort X5 models equipped with an ORBCOMM satellite modem, thereis no web
interface page for configuration. Configuration and management of the ORBCOMM satellite
modem are performed from the command line interface by these commands: set orbcomm,
display orbcomm, info or bcomm, and or bcomm. command. See the Digi Connect Family
Command Reference for descriptions of these commands.
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This chapter describes how to configure a Digi device. It covers these topics:

"I P address assignment” on page 58

"Configuration through Device Manager" on page 60

"Configuration through the web interface" on page 61

"Configuration through the command line" on page 197

"Configuration through Simple Network Management Protocol (SNMP)" on page 200
"Batch capabilities for configuring multiple devices' on page 200
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| P address assignment

Default I P address and DHCP settings

All products that have a cellular (WAN) interface ship with static | P address for the Ethernet port
of 192.168.1.1 and DHCP server enabled by default. Plugging the ConnectPort X5 deviceinto a
switch or network to which alaptop computer is connected allows direct access to the web
interface for configuration. The Ethernet port of the laptop should be configured to automatically
receive an | P address and DNS server address.

All products that only have an Ethernet or Wi-Fi (LAN) interface ship with DHCP client enabled
by default. Accessing the web interface on these productsis most easily done by connecting it to a
LAN that has a DHCP server.

To discover which | P address has been assigned to the device, use the Device Discovery Utility for
Windows, available on the Digi Support site. See installation instructions on page 61.

Alternative methods of assigning | P addresses
There are several methods to assign an |P address to a Digi device, described on the following
pages.
m  Use Dynamic Host Configuration Protocol (DHCP) from the web interface.
m  UseAutomatic Private IP Addressing (APIPA), also known as Auto-IP,

Configure an IP address using DHCP

An IP address can also be configured using Dynamic Host Configuration Protocol (DHCP). DHCP
is an Internet protocol for automating the configuration of computers that use TCP/IP. DHCP can
be used to automatically assign | P addresses and deliver TCP/IP stack configuration parameters.

As mentioned previously, all products that have a cellular (WAN) interface ship with static IP
addressfor the Ethernet port of 192.168.1.1 and DHCP server enabled by default. All products that
only have an Ethernet or Wi-Fi (LAN) interface ship with DHCP client enabled by default.

For more information on DHCP server configuration, see "DHCP server settings' on page 74.
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Configure an | P address using Auto-1P

The standard protocol Automatic Private |P Addressing (APIPA or Auto-1P) automatically assigns
the | P address from a group of reserved | P addresses to the device on which Auto-IP isinstalled.
Use Digi Device Discovery or DHCP to find the Digi device and assign it anew |P address that is
compatible with your network. Once the unit is plugged in, Auto-1P automatically assignsthe |P
address. Auto-IP addresses are typically in the 169.254.x.x address range.

Test the I P address configuration

Oncethe |P address is assigned, make sure it works as configured.
1  Accessthe command line of a PC or other networked device.

2 Issuethe following command:
ping ip-address
where ip-addressis the | P address assigned to the Digi device. For example:
ping 192.168.2.2
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Configuration through Device M anager

Device Manager is an on-demand service. After creating a Device Cloud account, you can connect
to Device Manager. There are no infrastructure requirements. Remote devices and enterprise
business applications connect to Device Manager via standards-based Web Services.

For details on using Device Cloud as a management interface, creating a Device Cloud account
and add your ConnectPort X Family deviceto the Device Manager devicelist so it can be managed
from that interface, see the Device Cloud User’s Guide.

Device Cloud device management through Short M essage Service (SM S) commands

Digi devices can be configured to be managed by Device Cloud through Short Message Service
(SMS) commands. See "Users settings' on page 181.
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Configuration through the web interface

Open the web interface

To open the web interface, either enter the Digi device’'s URL in aweb browser and log on to the
device, if required, or use the Digi Device Discovery utility to locate it and open its web interface.

By entering the Digi device’s | P address in a web browser

1
2

In the URL address bar of aweb browser, enter the | P address of the device.

If security has not been enabled for the Digi device, the Home page of the web interfaceis
displayed. If security has been enabled for the Digi device, alogin dialog will be displayed.
Enter the user name and password for the device. The default usernameisroot and the
default password is dbps. If these defaults do not work, contact the system administrator
who set up the device. Then the Home page of the web interface is displayed. See
"Organization of the web interface” on page 63 for an overview of using the Home page and
other linked pages.

By using the Digi Device Discovery utility

Alternatively, use the Digi Device Discovery Utility to locate the Digi device and open its web
interface.

Install and run the Digi Device Discovery utility

The Digi Device Discovery Utility is available for downloading from the Digi Support site.

If this utility is not already available on your computer, follow these steps.

1
2
3

From a browser, go to www.digi.com.
Click the Support link and select Diagnostics, Utilitiesand M1 Bs.

Under Select Your Product for Support, select your Digi device from the product list
and click Submit.

Under Active Products, select your Digi device from the product list.

Under OS Specific Diagnostics, Utilitiesand M1 Bs, select the operating system for
your computer from the list.

Select either Device Discovery Utility for Windows - Standalone version or

Device Discovery Utility for Windows - I nstallable ver sion. The standalone version runs
the utility immediately after the download is complete. The installable version installs the
utility on your computer and adds it to a program group named Digi in the Start menu.

Click Run on the two dialogs. The standalone version of the utility startsimmediately.

For the installable version, an installation wizard is displayed. Follow the prompts to
complete the installation. To start the utility, select
Sart > Programs > Digi > Digi Device Discovery > Digi Device Discovery
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Discover devices

From the start menu, select Sart > Programs > Digi Connect > Digi Device Discovery. The Digi
Device Discovery application is displayed.

Locate the device in the list of devices, and double-click it, or select the Digi device from the list

and select Open web interfacein the Device Taskslist.

igi Device Discovery

IP Address «

Device Tasks

MAC Address
00:04:F3:01:0

Device

ConnectPork x5 R ZB GPRS

ert ks inbaibeies & 10.58.16.14 00 40:90: 3C 1E:OF ConnectPort x4
&10.8.16.35 00:40:90:23:57:86 PortServer TS 16

Telnet to command fine 2 10.5.16,40 00:40: 90 3C:52EC ConnectPart 12

Canfigure netwark settings 2P10.5.16.496 00:40:90:29:7HES  Travised ConnectPart ¥

Restart device 2% 10.5.16.55 00:40:90: 29:80:33 Digi Connect ES & SB
EID.BJG.S? 00 40:90: 3698 AC ConnectPort 2
2210.6.16.65 00:04:F3:01:FRAZ ConneckPort X5 F 26 GPRS

_— ¥ 10.5.16.66 00:40:90:36:95: AF ConnectPort X2

Fratresh st E 10,8.16.67 00 40:90:32:E1:F7 ConnectPort x5

bk el St 310.8.16.?6 O0:40:90:36:95:62 Cf:ljunectPort e
&10.8.16.80 00:40:90: 273363 Digi Connect ME
210511032 00:04:F3:01: D83 ConneckPort X5 F 76 GPRS
2210511033 00:04:F3:01:08:BE ConneckPort X5 R 26 GPRS

Details #210.8.115.11

2P10.5.117.5
¥ 10.5.127.34
P10.5.128.5

ConnectPort X5 R 2B GPRS
Zonfigured {Static)

IP address: 10.58.16,10
Subnet mask: 255,255.0.0
Default gakeway: 10.8.1.1
Serial ports: 1

Firmware: 52002055_5P

¥10.5.115.242

O0:40:90 298044
00:40:90:25:55:02
O0:40:90:23: 2547
00 40:90:23:00:5C
00:40:90: 25:ED:AD

ConnectPort w4 MEMS
PartServer TS 16 Rack
PartServer TS 2 H
PartServer TS 4 MET
PartServer TS 16 Rack,

19 devices

Iy Drevice Metwark,

62




Organization of the web interface

The Home page

Configuration through the web interface

When the web interface is opened, the Home page is displayed. Here is ahome page for a
ConnectPort X5 Family product.

Home

Configuration
Metwark
Mobile
Seral Parts
Alarms
System
Device Cloud
Usars
Position

Applications
Pythion
FealPort:

Management
Serial Ports
Connections
Event Logging
Motworl Sorvices

Administration
File Management
w500 Cortificate oy
Marnagement
Backup/Restore
Update Firmware

Factary Default settings

System Information
Reboot

Logout

ConnectPort X5 R Configuration and

Management

e Hzlp

Home

Getting Started

System Summary

Tutorial MOt sure what to do next? This Tutorial can help.

Model:
Ethernet MAC Address:
Wikl MAC address:

Ethiernet IP address:
VWiiF IP Address;
Mobile IF Address;

Dasoription:
Contact:

Location:

Device ID:

ConnectPort X5 R \WIifi GPRS Iridium
00:04:F3:03:A8:0C
Qooo4:F3:03:68:FB

10.9.16.35
192.168.11.1035
Mot Connected

MNone
MNone

MNone

0o0ao00o0-00000000-0004F2FF-FFO3AB0C

The left side of the Home page has a menu of choices that display pages for configuration,
management, and administration tasks, and to log out of the web interface. This chapter focuses on
the choices under Configuration and Applications. For details on the tasks under
Administration, see Chapter 5, "Device administration".

Clicking L ogout logs out of a configuration and management session with aDigi device. It does
not close the browser window, but displays alogout window. To finish logging out of the web
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interface and prevent access by other users, close the browser window. Or, log back on to the
device by clicking the link on the screen. After 5 minutes of inactivity, the idle timeout aso
automatically performs a user logout.

The Getting Started section has alink to atutorial on configuring and managing Digi device.

The System Summary section notes all available device-description information.

Configuration pages

The choices under Configuration in the menu display pages for configuring settings for various
features, such as network settings, and serial port settings. Some of the configuration settings are
organized on sets of linked screens. For example, the Network Configuration screen initially
displays the | P Settings, and provides links to Network Services Settings, Advanced Settings, and
other network settings appropriate to the Digi device.

Applications pages

Depending on the Digi device, there may be an Applications menu item for configuring various
applications available for use in the device.

m  Python: For loading and running custom programs authored in the Python
programming language onto ConnectPort X Family devices.

m  RealPort: Configures RealPort settings. See page 195.

Apply and save changes

The web interface runs locally on the device, which means that the interface always maintains and
displaysthe latest settingsin the Digi device. On each screen, the Apply button is used to save any
changes to the configuration settings to the Digi device.

Cancel changes

To cancel changes to configuration settings, click the Refresh or Reload button on the web
browser. This causes the browser to reload the page. Any changes made since the last time the
Apply button was clicked are reset to their original values.

Restore the Digi device to factory defaults
The device configuration can be reset to factory defaults as needed during the configuration
process. See "Restore a device configuration to factory defaults' on page 246.

Online help

Online help isavailable for all screens of the web interface, and for common configuration and
administration tasks. There is also tutorial available on the Home page.
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Changethe I P address from the web interface, as needed

Normally, |P addresses are assigned to Digi devices either through DHCP or the Digi Device Setup
Wizard.

This procedure assumes that the Digi device aready has an | P address and you simply want to
changeit.

1  Openaweb browser and enter the Digi device's current | P address in the URL address bar.

2 If security isenabled for the Digi device, alogin prompt is displayed. Enter the user name
and password for the device. The default usernameisroot and the default password is dbps.
If these defaults do not work, contact the system administrator who set up the device.

3 Click Network to access the Network Configuration page.

4 OnthelP Settings page, select Use the following | P address.
5  Enter an IP address (and other network settings), then click Apply to save the configuration.
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Network configuration settings

The Network configuration pages include:

m  Ethernet IP settings: For viewing | P address settings and changing as needed. See
page 69.

m  WiFi IP settings: For setting the IP address used for wireless LAN communication. See
page 70.

= WiFi LAN settings. For setting basic options for wireless LAN devices such as
network name and network connection options. See page 70.

m  WiFi Security settings: For setting authentication and encryption options for wireless
LAN devices. See page 71.

= WIiFi 802.1x Authentication settings: Detailed authentication settings for |EEE 802.1x
authentication for wireless LAN devices. See page 73.

m  DHCP Server settings: For configuring a DHCP server to alow other devices or hosts
on this network to be assigned dynamic | P addresses. See page 74.

m  Network Services settings: Enable and disables access to various network services,
such as ADDP, RealPort and Encrypted RealPort, Telnet, HTTP/HTTPS, and other
services. See page 78.

= Dynamic DNS Update settings: For configuring a Dynamic DNS (DDNS) service that
allows a user whose | P address is dynamically assigned to be located by a host or
domain name. See page 81.

m [P Filtering settings: For configuring the Digi Cellular Family device to only accept
connections from specific and known | P addresses or networks. See page 84.

m [P Forwarding settings. For configuring the Digi Cellular Family device to forward
certain connections to other devices. Thisis also known as Network Address
Tranglation (NAT) or Port Forwarding. See page 85.

= |P Network Failover settings: provides a dynamic method for selecting and
configuring the default gateway for the Digi device using a set of rules and link teststo
determine whether a particular network interface can be used to communicate with a
specified destination. See page 88.

m  Socket Tunnel settings: For configuring a socket tunnel, used to connect two network
devices: one on the Digi Cellular Family device's local network and the other on the
remote network. See page 92.

= Virtual Private Network (VPN) settings: For configuring Virtua Private Networks,
which are used to securely connect two private networks together so that devices may
connect from one network to the other network using secure channels. See page 93.

m  |PPassthrough settings: Configures aDigi Cellular Family device to passits mobile
IP address directly through and to the Ethernet device (router or PC) to whichitis
connected through the Ethernet port. The Digi Cellular Family device becomes
transparent (similar to the behavior of acable or DSL modem) to provide a bridge from
the mobile network directly to the end device attached to the Digi Cellular Family
device. See page 102.
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Host List settings: Adds or removes entries from the host list. For Dial Serv, the host list
provides a means to map a phone number (in the local name field) to a network
destination, (in the “resolves_to” field). See page 105.

Virtual Router Redundancy Protocol (VRRP) settings. For configuring a number of
routers to represent a virtual router, which simplifies configuration of hosts on a
network.

Advanced Network Settings. Configures the Ethernet I nterface speed and mode, TCP/
| P settings, TCP keepalive settings, and DHCP settings. See page 107.
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Alternatives for configuring network communications

There are three ways a Digi device can be configured on the network.

m  Using dynamic settings: All network settings will be assigned automatically by the
network, using a protocol called DHCP. Contact your network administrator to find out
if aDHCP server isavailable.

m  Using static settings: All network settings are set manually and will not change. The IP
address and subnet mask are mandatory. The rest are not mandatory, but may be needed
for some functions. Contact your network administrator for the required values.

m  Using Auto-IP: Auto-IP assigns an | P address to the Digi deviceimmediately after itis
pluggedin. If running DHCP or ADDP, the Auto-IP addressis overridden and a network
compatible |P address is assigned, or a static | P address can be assigned.

Even if aDHCP server is available, the device configuration may work better with static settings.
Once set, static settings will not change, so you and other network devices can alwaysfind the Digi
device by its IP address. With dynamic settings, the DHCP server can change the | P address. This
can happen frequently or infrequently depending on how your network administrator has
configured the network.

When the | P address does change, you and other network devices configured to talk to the Digi
device can no longer access the device. In this case, the Digi device must be located the Digi
Device Discovery utility, and other network devicesthat need to communicate with the Digi device
must be reconfigured.
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Ethernet | P settings

The Ethernet | P Settings page configure how the I P address of the Digi device is obtained, either
by DHCP or by using a static | P address, subnet mask, and default gateway. For more information
about how these settings are assigned and used in your organization, contact your network
administrator.

= Obtain an | P address automatically using DHCP: When the Digi device is rebooted,
it will obtain new network settings.Use the Digi Device Setup Wizard to find the Digi
device, sinceit will likely have a new address.

m  Usethefollowing I P Address: Choose this option to supply static settings. An IP
address and Subnet mask must be entered. Other items are not mandatory, but may be
needed for some functions (such as talking to other networks).

m [P Address. AnIP addressis like a telephone number for a computer. Other network
devicestalk to this Digi device using thisID.
The IP addressis a4-part |D assigned to network devices. |P addresses are in the form
of 192.168.2.2, where each number is between 0 and 255.

m  Subnet Mask: The Subnet Mask is combined with the | P address to determine which
network this Digi deviceis part of. A common subnet mask is 255.255.255.0.

m  Default Gateway: |P address of the computer that enables this Digi device to access
other networks, such as the Internet.

= Enable Autol P address assignment: With Autol P enabled, the Digi device will
automatically self-configure an I P address when an address is not available from other
methods, for example, when the Digi device is configured for DHCP and a DHCP
server isnot currently available.
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The WiFi 1P settings configure how the | P address of a Wi-Fi-enabled Digi deviceis obtained. It
has the same settings as the Ethernet 1P settings page.

WiFi LAN settings

Digi devices with Wi-Fi (wireless LAN) capability contain awireless network interface that may
be used to communicate to wirel ess networks using 802.11b/g technology. Contact your
administrator or consult wireless access point documentation for the settings required to setup the
wireless LAN configuration. Settings include:

Network name: The name of the wireless network to which the wirel ess device should
connect. In situations with multiple wireless networks, this setting allows the device to
connect to and associate with a specific network. The network name isreferred to asthe
SSID (service set identifier). If the network nameis|eft blank, the device will search for
wireless networks and connect to the first available network. Thisis useful if aspecific
network name does not need to be used as the device will select the first available
network.

Connection method: The type of connection method this device uses to communicate
on wireless networks. Choose from:

—  Connect to any available wireless networ k: Use this setting to alow the device to
access any network. The device can either access point networks or peer-to-peer
wireless networks.

—  Connect to access point (infrastructure) networksonly: Use this setting if the
wireless network that this device needs to connect to is composed of wireless access
points. Thisistypically the most popular method for connecting to wireless networks.

—  Connect to peer-to-peer (ad-hoc) networksonly: Usethis setting if al devices on the
wireless network connect to and communicate with each other. Thisis known as peer-
to-peer in that there is no central server or access point. Each system communicates
directly with each other system.

Country: The country in which thiswireless deviceis being used. The channel settings
arerestricted to the legal set for the selected country.

Channel: The frequency channel that the wirelessradio will use. Select Auto-Scan to
have the device scan all frequencies until it finds one with an available access point or
wireless network it can join.

Transmit Power: The transmit power level in dBm.

Enable Short Preamble: Enables transmission of wireless frames using short
preambles. If Short Preamble is supported in the wireless network, enabling it can boost
overall throughput.
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WiFi security settings

The WiFi security settings specify the wireless security settings that the wireless network uses.
Multiple security and authentication modes may be chosen depending on the configuration of the
access point or wireless network. The wireless device will automatically select and determine the
authentication and encryption methods to use while associating to the wireless network. If the
wireless network does not use security and uses an Open Network architecture, these settings do
not need to be modified.

Note that WPA settings require that the device communicate to Access Points and is not valid
when the Connection Method is set to Connect to wireless systems using peer-to-peer
(ad-hoc). Also, WPA pre-shared key (WPA-PSK) security isonly valid when a specific
Network Name or SSID is being used.

n Network Authentication: The authentication method or methods used for wireless
communications.

- Useany available authentication method: Enables all of the methods. The
actual method used will be determined by the capabilities of the wireless network.

- Usethefollowing selected method(s): Selects one or more authentication
methods for wireless communications.
Open System: |EEE 802.11 open system authentication is used to establish a
connection.
Shared Key: |[EEE 802.11 shared key authentication is used to establish a
connection. At least one WEP key must be specified in order to use shared key
authentication.
WEP with 802.1x authentication: |EEE 802.1x authentication (EAP) is used to
establish a connection with an authentication server or access point. Wired
Equivalent Privacy (WEP) keys are dynamically generated to encrypt data over the
wireless network.
WPA with pre-shared key (WPA-PSK): The Wi-Fi Protected Access (WPA)
protocol is used with a pre-shared key (PSK). The PSK is calculated using a
passphrase and the network SSID.
WPA with 802.1x authentication: The WPA protocol and |EEE 802.1x
authentication (EAP) is used to establish a connection with an authentication server
or access point. Encryption keys are dynamically generated to encrypt data over the
wirelesslink.
Cisco LEAP: Lightweight Extensible Authentication Protocol (LEAP) is used to
establish a a connection with an authentication server or access point. Wired
Equivalent Privacy (WEP) keys are dynamically generated to encrypt data over the
wirelesslink. A user name and password must be specified to use LEAP.
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= Data Encryption: Multiple encryption methods can be sel ected.

Use any available encryption method: enables al of the methods. The actual
method used will be determined by the capabilities of the wireless network.

Use the following selected method(s): Selects one or more encryption
methods.

Open System: No encryption is used over the wireless link. Open System
encryption isvalid only with Open System and Shared K ey authentication.

WEP: Wired Equivalent Privacy (WEP) encryption is used over the wireless link.
WEP encryption can be used with any of the above authentication methods.

TKIP: Tempora Key Integrity Protocol (TKIP) encryption is used over the
wireless link. TKIP encryption can be used with WPA-PSK and WPA with 802.1x
authentication.

CCMP: CCMP (AES) encryptionisused over the wireless link. CCM P can be used
WPA-PSK and WPA with 802.1x authentication.

=  WEPKeys

Transmit Key: Specify the corresponding key of the encryption key that should be used
when communicating with wireless networks using WEP security.

This device allows up to four wireless keys to be set of either 64-bit or 128-bit
encryption. These keys allow the wireless network to traverse different wireless
networks without having to change the wireless key. Instead, only the transmit key
setting has to be changed to specify which wireless key to send.

Encryption Keys: Specify 1 to 4 encryption keysto be used when communicating with
wireless networks using WEP security.

The encryption keys should be a set of 10 (64-bit) or 26 (128-bit) hexadecimal
characters. The encryption key should only contain the characters A-F, af, or 0-9.
Optionally, separator characters, suchas'-,' ', or . may be used to separate the set

of characters.

m  WPA PSK (Pre-Shared Key) Passphrase/Confirm: The passphrase that the Wi-Fi
network uses with WPA pre-shared keys. The pre-shared key is calculated using the
passphrase and the SSID. Therefore, avalid network name must have been previously
specified. In the Confirm field, reenter the passphrase.

m  Username/Passwor d/Confirm: The username and password combination used to
authenticate on the network when using these authentication methods: WEP with 802.1x
authentication, WPA with 802.1x authentication, or LEAP. In the Confirm field, reenter
the password.
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WiFi 802.1x authentication settings

These settings are not required based on the current Wi-Fi authentication settings. They are only
configurable when WEP with 802.1x authentication or WPA with 802.1x authentication are
enabled on the WiFi Security Settings tab.

EAP Methods. These are the types of Extensible Authentication Protocols (EAP) or
outer protocolsthat are allowed to establish theinitial connection with an authentication
server or access point. These are used with WEP with 802.1x authentication and WPA
with 802.1x authentication.

—  PEAP: Standsfor “Protected Extensible Authentication Protocol.” A username and
password must be specified to use PEAP.

— TLS: Standsfor “Transport Layer Security.” A client certificate and private key must be
installed in order touse TLS.

— TTLS: Standsfor “Tunneled Transport Layer Security.” A username and password
must be specifiedtouse TTLS.

PEAP/TTL S Tunneled Authentication Protocols. These are the types of inner
protocols that can be used within the encrypted connection established by PEAP or
TTLS.

These Extensible Authentication Protocols (EAP) can be used with PEAP or TTLS.
— GTC: Generic Token Card

—  MD5: Message Digest Algorithm.

— MSCHAPv2: Microsoft Challenge response Protocol version 2.

—  OTP: One Time Password

These non-EAP protocols that can be used with TTLS.

—  CHAP: Challenge Response Protocol

—  MSCHAP: Microsoft Challenge response Protocol

— TTLSMSCHAPv2: TTLS Microsoft Challenge response Protocol version 2.
—  PAP: Password Authentication Protocol

Client Certificate Use: When the TLSis protocol is enabled, a client certificate and
private key must be installed on the Digi device.

— Certificate: Click Browse to select aclient certificate file. Then click the next Browse
to select aprivate key file.

— PrivateKey File: If the private key file is encrypted, a password must be specified.
Trusted Certificates: Adds and liststrusted certificates.

—  Veify server certificates: Enableto verify that certificates received from an
authentication server or access point are signed by atrusted certificate authority (CA).
Standard CAs are built in. Additional trusted certificates may be added.

— Trusted Certificate File: To add additional trusted certificates, click Browseto select a
certificate file to upload to the Digi device, then click Upload.

Installed Certificates: Shows which client certificates have been added and are in use.
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DHCP server settings

The DHCP server feature can be enabled in aDigi device to allow other devices or hosts on this
network to be assigned dynamic | P addresses. This DHCP server supports a single subnetwork
scope.

For the DHCP server to operate, the Digi device must be configured to use a static |P address. For
information on how to configure static | P settings, see "Ethernet | P settings” on page 69.

DHCP terminology
Some key DHCP terms involved in configuring a DHCP server include:

scope
A scopeisthe full consecutive range of possible | P addresses for anetwork. A scope typically
defines asingle physical subnet on your network, to which DHCP services are offered. A scope
isthe primary way for the DHCP server to manage distribution and assignment of 1P addresses
and related configuration parameters to its clients on the network.

exclusion range
An exclusion rangeis alimited sequence of | P addresses within a scope, excluded from DHCP
service offerings. Exclusion ranges assure that any addresses in these ranges are not offered by
the server to DHCP clients on your network.

address pool
After the scopeis defined and exclusion ranges are applied, the remaining addresses form the
available address pool within the scope. The addressesin this pool are available for dynamic
assignment by the server to DHCP clients on your network.

lease
A lease isthe length of time that the DHCP server specifies, during which a client host can use
an assigned | P address. When the DHCP server grants alease to aclient, the lease is active.
Beforethelease expires, the client typically needsto renew its address|ease assignment with the
DHCP server. A |lease becomes inactive when it expires or it is deleted at the server, or if the
client actively releasesthe lease. The duration of alease determineswhen it will expire and how
often the client needs to renew it with the DHCP server in order to retain the lease.

A DHCP server will never grant aleaseto its own address. Thereis no need for its own address
to be in the exclusion range; the DHCP server simply protects its address from being offered.

grace period
When a DHCP client actively rel eases alease, or when the lease expires without being renewed
by the client, the DHCP server does not immediately delete the lease record and return the
associated | P address to the available address pool. A grace period is the interval of time for
which the lease record is retained before the DHCP server automatically del etesthe record from
itslease list, thereby making the | P address available for |ease assignment to another client. The
grace period is not a configurable value. See also the discussion of the grace period and what it
means when the DHCP server is running in "View and manage current DHCP leases" on page
223.
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reservation
Y ou may use areservation to create a permanent address | ease assignment by the DHCP server.
Reservations assure that a specified hardware device on the subnet can always use the same |IP
address. Address lease reservations associate a specific | P address with a specific client's
Ethernet MAC address.

options
Optionsare other client configuration parametersthat the DHCP server can assign when serving

leases to DHCP clients. Most options are defined in RFC 2132. The DHCP server in the Digi
device supports alimited set of options:

—  Option 3: Routers on Subnet
—  Option 6: DNS Servers

Addressesin the DHCP server settings
The | P address and subnet mask of the DHCP server's scope are the static | P configuration settings
for the Digi deviceitself.

The default gateway (router) provided to aclient with the lease information isthe | P address of the
Digi device.
The DNS servers provided to a client with the lease information are the DNS server addresses

configured in the Digi device. These addresses include any DNS server addresses that the Digi
device acquires when it connects to the mobile network.
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DHCP server configuration settings

Here are the configuration settings for the DHCP server. Typically, these settings can be modified

without having to restart the DHCP server for the changes to become effective in the running
Server.

Enable Dynamic Host Configuration Protocol (DHCP) Server: Enables the DHCP
server feature on this Digi device. Note that for the DHCP server to operate, the Digi
device must be configured to use a static | P address. For information on how to
configure static | P settings, see "Ethernet | P settings' on page 69.

—  Scope Name: The name of the physical network interface associated with the subnet
being served by the DHCP Server. Most Digi device models have a single network
interface, so there is no choice for the scope name. For models that have multiple
network interfaces, such as an Ethernet interface and a Wi-Fi (802.11) interface, this
DHCP Server may be configured to provide services on either of those interfaces.

— IP Addresses: The starting and ending |P addresses for the scope being served by this

DHCP server. These addresses must be in the same subnet as the Digi device itself.

— LeaseDuration: Thelength of the leases for the scope being served by this DHCP
server. The default lease duration is 24 hours. A DHCP client may request alease

duration other than this setting, and the DHCP server will grant that request if possible.

Wait specified delay before sending DHCP offer reply: Theinterval of timein
milliseconds to delay before offering aleaseto anew client. The default delay is 500ms,
and the range is 0 to 5000ms. Use of this delay permitsthis Digi deviceto reside on a
network with other DHCP servers, yet not offer leases to new clients unless the other
DHCP servers do not make such an offer. This provides a measure of protection against
inadvertently connecting a Digi device to anetwork that is running its own DHCP
server(s), and offering leases to clients in a manner inconsistent with that network.

Check that an IP addressisnat in use before offering it: When a DHCP client
requests anew | P address |ease, before offering an | P address to that client, use “ping”
to test whether that |P address is aready in use by another host on the network but is
unknown to the DHCP server. If an |P addressis determined to be in use, it is marked as
Unavailable for aperiod of time, and it will not be offered to any client whilein this
state. Enabling this test adds approximately one second of delay before the IP addressis
offered to the client, since the “ping” test must not receive avalid reply for that test to
successfully determine that the |P addressis not aready in use. This option is off
(disabled) by default. This option does not apply to Static L ease Reservations, since the
“ping” test is not used for them.
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m  Sendthe DHCP Server IP addressasa DNS Proxy Server: This option configures
the DHCP Server to send its P addressto a DHCP client as the first DNS server in its
lease information. This Digi device supports a DNS Proxy feature that will relay DNS
requests and responses between DNS clients and servers. The DNS Proxy ishot a
feature of the DHCP Server itself, but rather it is managed elsewhere in the
configuration settings for this Digi device. For DNS Proxy to be used effectively by a
DHCP client, it must be enabled both in the DHCP server configuration and inthe DNS
Proxy settings. For more information, see the description of the Enable DNS Proxy
Service setting in "Advanced network settings' on page 107. Thisoption is on (enabled)
by default.

—  Satic Lease Reservations. A static lease reservation is a specific | P address paired
with aclient's MAC address, which reserves the | P address for that client's use only.
This assures that a client always receives alease for the same IP address and that no
other client obtains alease for that address.

To add areservation, enter the | P address and MAC Address values, check or clear
the Enable checkbox, and then pressthe Add button.

After adding areservation, you may click on the IP address or MAC address of that
entry in the table, permitting you to specify or modify the lease duration for this
reservation.

The Enable checkbox for the entry permits a reservation to be disabled without
actually removing the entry, then enabled again at alater time.

The Remove link is used to permanently remove a reservation from the DHCP
server configuration.

The Remove All link is used to permanently remove al reservations from the
DHCP server configuration.

— Address Exclusions. A specific set of |P addresses to exclude from the scope. The
DHCP server will not grant leases to clients for any | P address in the exclusion range.

To add an exclusion, enter the starting and ending | P addresses, check or clear the
Enable checkbox, and then press the Add button.

The Enable checkbox for the entry permits an exclusion to be disabled without
actually removing the entry, then enabled again at alater time.

The Remove link is used to permanently remove an exclusion from the DHCP
server configuration.

The Remove All link is used to permanently remove al exclusions from the DHCP
server configuration.

= Apply button: You must click the Apply button to save changes you make to the
DHCP server settings. If you leave this page without applying the changes, those
changes will be discarded.

Manage the DHCP server

To manage the DHCP server and view/manage |ease status, go to
Management > Network Services. See "Manage DHCP server operation” on page 223.
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Network services settings

A

The Network Services page shows a set of common network services that are available for Digi
devices, and the network port on which the serviceis running.

Common network services can be enabled and disabled, and the TCP port on which the network
service listens can be configured. Disabling services may be done for security purposes. That is,
certain services can be disabled so the device runs only those services specifically needed. To
improve device security, non-secure services such as Telnet can be disabled.

It isusually best to use the default network port numbers for these services because they are well
known by most applications.

Several services have a setting for whether TCP keep-alives will be sent for the network services.
TCP keep-alives can be configured in more detail on the Advanced Network Settings page.

Caution Exercise caution in enabling and disabling network services, particularly
disabling them. Changing certain settings can render a Digi Connect device
inaccessible. For example, disabling Advanced Digi Discovery Protocol
(ADDP) prevents the device from being discovered on anetwork, evenif itis
actually connected. Disabling HTTP and HTTPS disables access to the web
interface. Disabling basic services such as Telnet, Rlogin, etc. can make the
Command-Line interface inaccessible.

Supported network services and their default network port numbers

In Digi devices that have multiple serial ports, the network port number defaults for various
services are set based on the following formula:

base network port number + serial port number

For example, the Telnet Passthrough service is set to network port 2001 for serial port 1, 2002 for
seria port 2, 2003 for serial port 3, etc.

If anetwork port is changed for a particular service, that is the only network port number that
changes. That change does not carry over to the other network ports. For example, if the network
port number for Telnet Passthrough is changed from 2001 to 3001, that does not mean that the
other network ports will change to 3002, 3003, etc.

There are two types of network services available:

m  Basic services, which are accessed by connecting to a particular well-known network
port.

m  Passthrough services, in which a particular serial port is set up for a particular type of
service. To use the service, users must both use the correct protocol and specify the
correct network port. For example, assuming default service ports and using a Linux
host, here is how a user would access the SSH and Telnet passthrough services:
#> ssh -1 fred digilé -p 2501
#> telnet digil6e 2101
The table shows network services, services provided, and the default network port number for each
service.
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Default
network
port
Service Services provided number
Device Discovery, also known as Discovery of Digi devices on a network. Disabling this service 2362
Advanced Digi Discovery Protocol disables use of the Digi Device Discovery utility to locate the
(ADDP) device, either on its own or as part of running the Digi Device
Setup Wizard. The network port number for ADDP cannot be
changed from its defaullt.
Encrypted (Secure) Real Port Secure Ethernet connections between COM or TTY ports and 1027
device servers or terminal servers.
Real Port A virtua connection to seria devices no matter where they 771
reside on the network.
Modem Emulation Pool (pmodem) | Allowsthe Digi device to emulate amodem. Modem emulation | 50001
sends and receives modem responses to the serial device over
the Ethernet instead of Public Switched Telephone Network
(PSTN). Telnet processing can be enabled or disabled on the
incoming and outgoing modem-emulation connections. The
pmodem service is for connecting to whatever serial port will
answer.
Modem Emulation Passthrough Allows the Digi device to emulate a modem. This serviceisfor 50001
dialing in to aparticular serial port that has been set up for
modem emulation.
Remote login (Rlogin) Allows usersto login to the Digi device and access the 513
command-line interface through Rlogin.
Remote shell (Rsh) Allows usersto log in to the Digi device and access the 514
command-line interface through Rsh.
Secure Shell Server (SSH) Allows users secure access to log in to the Digi device and 22
access the command-line interface.
Secure Shell (SSH) Passthrough Accessing a specific serial port set up for SSH. 2501
Secure Socket Service Authentication and encryption for Digi devices. 2601
Simple Network Management Managing and monitoring the Digi device. To run SNMPin a 161

Protocol (SNMP)

more secure manner, SNMP allows for “sets’ to be
disabled.This securing is donein SNMP itself, not through
Network Services settings. If disabled, SNM P services such as
traps and device information are not used.
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Default
network
port
Service Services provided number
Telnet Server Allows users an interactive Telnet session to the Digi device's 23
command-line interface. If disabled, users cannot Telnet to the
device.
Telnet Passthrough Allows a Telnet connection directly to the serial port, often 2001
referred to asreverse Telnet.
Transmission Control Protocol Used for testing the ability to send and receive over aTCP 7
(TCP) Echo connection, similar to aping.
Transmission Control Protocol Allows araw socket connection directly to the serial port, often 2101
(TCP) Passthrough referred to as reverse sockets.
User Datagram Protocol (UDP) Used for testing the ability to send and receive over a UDP 7
Echo connection, similar to a ping.
User Datagram Protocol (UDP) Allows raw data to be passed between the serial port and UDP 2101
Passthrough datagrams on the network.
Web Server, aso known as Access to web pages for configuration that can be secured by 80
HyperText Transfer Protocol requiring auser login. HTTP and HTTPS, below, are also
(HTTP) referred to as Web Server or Secure Web Server. These services
control the use of the web interface. If HTTPand HTTPS are
disabled, device users cannot use the web interface to configure,
monitor, and administer the device.
Secure Web Server, also knownas | Access to web pages for configuration that can be secured by 443
HyperText Transfer Protocol over requiring a user login with encryption for greater security.
Secure Socket Layer (HTTPS)

Network services and | P pass-through

The IP pass-through feature (Configuration > Network > | P Pass-through) causes the Digi
device to be bridged transparently between Ethernet and mobile data links. Enabling | P Pass-

through disables many device features, including many network services. To provide access to the
devicefor configuration and management purposes, asubset of network services can be configured
to terminate at the Digi device instead of being passed on to a connected device such asarouter. In
the | P pass-through feature, these network services are called pinholes. Services that can be
configured as pinholesinclude HTTP, HTTPS, Telnet, SSH, and SNMP. See "I P pass-through
settings' on page 102 for more information.
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Dynamic DNS update settings

Settings

A Dynamic DNS (DDNS) service allows a user whose | P address is dynamically assigned to be
located by a host or domain name. Before a DDNS service may be used, you must create an
account with the DDNS service provider. The provider will give you account information such as
username and password. You will use this account information to register your | P address and
updateit asit changes.

A DDNS service provider typically supports the registration of only public IP addresses. When
using such a service provider, if your Digi device has a private | P address (such as 192.168.x.x or
10.x.x.x), your update requests will be rejected.

The Digi device monitorsthe IP addressit is assigned. It will typically update the DDNS service or
server automatically, but only when its | P address has changed from the | P address it previously
registered with that service.

DDNS service providers may consider frequent updates to be an abuse of their service. In such a
circumstance, the service provider may act by blocking updates from the abusive host for some
period of time, or until the customer contacts the provider. Please observe the requirements of the
DDNS service provider to ensure compliance with possible abuse guidelines.

The Dynamic DNS Update Settings page includes both settings and status information.

s Current IP address: The IP address of the Digi device:

m  Usethefollowing dynamic DNS service: Disables DDNS updates, or selects the
DDNS service provider to use to register the |P address of this Digi device. When you
select a specific DDNS service provider, you must also provide the related account
information for that service provider.

To force an update request to be sent to a particular DDNS service.

1  Select the None radio button to disable DDNS updates, and then click Apply to
save that change.

2  Select the radio button for the DDNS service you wish to update

3 Click Apply to save that change.

If the settings for the selected DDNS service are dl specified and valid, an update
request will be sent immediately to that service.
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DynDNS.org DDNS Service: You must create your account at DynDNS.org before you
can successfully register the | P address of your Digi device with their service. Please
familiarize yourself with their service options and requirements, in order to most
effectively use this feature of your Digi device.

This DDNS service supports only public IP addresses. If you have a private |P address
(such as 192.168.x.x or 10.x.x.x), your update requests will be rejected.

Host and Domain Name: The fully qualified host and domain name you have
registered with your service provider. An example is. myhost.dyndns.net.

DynDNS User Name: The user name for the account you have created with your
service provider.

DynDNS Password: The password for the account you have created with your service
provider.

DynDNS DDNS System: The system for the account you have created with your
service provider. DynDNS.org supports a number of different services, which vary by
the system you select. The available choices are:

- Dynamic DNS
- Static DNS
- Custom DNS

Use Wildcards: Enables/disables wildcards for this host. The available choices for this
option are:

- Disable wildcards
- Enable wildcards
- No change to service setting

According to wildcard documentation at DynDNS.org: “ The wildcard aliases

* yourhost.ourdomain.tld to the same address as yourhost.ourdomain.tld.”

Using thisoption in the settingsfor your Digi device has the same effect as selecting
the wildcard option on the DynDNS.org website. To leave the wildcard option
unchanged from the current selection on their web site, use the “no change”’ option

in the device settings. Note that DynDNS.org support for this option may vary
according to the DynDNS system you are registered to use.

Connection Method: The connection method to try when connecting to your service
provider to register your |P address. DynDNS.org supports three methods to connect.
The available choices are:

- Standard HTTP port 80

- Alternate HTTP port 8245

- Secure HTTPS port 443
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Status and history information

The next settings show status and history information for the DDNS service.

Most Recent DDNS Service Update Satus. This section provides the status of the
most recent attempt to update a DDNS service or server. The displayed information
confirmsthe success of an update request, or it may offer information as to the reason an
update request was rejected by the service or server.

A number of status items are shown. Some of them are specific to the DDNS service
being updated. Such information will be helpful when trying to resolve update failures
with the DDNS service provider.

—  Service: The name of the DDNS service provider or server being updated.

— Reported: The IP address for your Digi device that is being registered with the DDNS
service provider or server.

— Update Satus. A simple indication of success or failure for this last update request.

— Result Information: A DDNS service-specific status message, helpful when consulting
technical support.

— Raw Result Data: DDNS service-specific update result data returned by the service
provider, helpful when consulting technical support.

Last Logged Action or Result: The last attempted, logged action or result for the
DDNSfeature, helpful for troubleshooting possible problems with DDNS updates. This
information may help identify problems with settings, network connection failures, and
other issuesthat prevent a DDNS update from being completed successfully. Successful
results also are reported here.
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IP filtering settings

You can better restrict your device on the network by only alowing certain devices or networks to
connect. Thisis better known as | P Filtering or Access Control Lists (ACL). By enabling IP
filtering, you are telling the device to only accept connections from specific and known IP
addresses or networks. Devices can be filtered on asingle | P address or can be restricted as a group
of devices using a subnet mask that only allows specific networks to access to the device.

Caution It isimportant to plan and review your |P filtering settings before applying
them. Incorrect settings can make the Digi device inaccessible from the
network.

I P Filtering Settings settings include:

= Only allow access from the following devices and networks: Enables | P filtering so

that only the specified devices or networks are allowed to connect to and access the

device. Note that if you enable this feature and the system from which you are

connecting to the Digi deviceisnot included in the list of allowed devices or networks,

then you will instantly no longer be able to communicate or configure the device from

this system.

— Automatically allow accessfrom all devices on thelocal subnet: Specifiesthat all
systems and devices on the same local subnet or network of the device should be
allowed to connect to the device.

Allow access from the following devices: A list of |P addresses of systems or
devicesthat are allowed to connect to this device.

Allow access from the following networks: A list of networks based on an IP
address and matching subnet mask that are allowed to connect to this device. This
option alows grouping several devicesthat exist on a particular subnet or network
to connect to the device without having to manually specific each individua 1P
address.
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IP forwarding settings

When a Digi device acts as a router and communicates on both a private and public network with
different interfaces, it is sometimes necessary to forward certain connectionsto other devices. This
is aso known as Network Address Trandation (NAT) or Port Forwarding. When an incoming
connection is made to the device on the private network, the I P port is searched for in the table of
port forwarding entries. If the IP port is found, that connection is forwarded to another specific
device on the public network.

Port Forwarding/NAT is useful when externa devices can not communicate directly to deviceson
the public network of the Digi device. For example, this may occur because the device is behind a
firewall. By using port forwarding, the connections can pass through the networks transparently.
Also, Port Forwarding/NAT allows multiple devices on the private network to communicate to
devices on the public network by using a shared private |P address that is controlled by Port
Forwarding/NAT.

Port forwarding can be used to connect from a Digi device to a RealPort device. For this type of
connection to occur, your mobile wireless provider must be mobile-terminated.

IP Forwarding settings include:
= Enable|P Routing: Enables or disables IP forwarding.

= Apply thefollowing static routesto the I P routing table: The Digi device can be
configured with permanent static routes. These routes are added to the | P routing table
when this device boots, or afterward when network interfaces become active or changes
are made to thislist of static routes. The use of static routes provides a means by which
| P datagrams can be routed to a network that is not alocal network or accessible through
the default route.

m  Network Address Trandation (NAT) Settings: A list of instances of NAT settingsis
displayed. For each instance, the settings are:

— EnableNetwork Address Tranglation (NAT): Permit the translation and routing of IP
packets between private (internal) and public (external) networks. Refer to NAT
configuration options below. Some Digi device models permit the configuration of NAT
instances for more than one network interface.

—  NAT Public Interface: The name of the network interface for which NAT will perform
address and port trandations. The list of interfaces available for NAT configuration
varies according to the capabilities of your Digi device model.

—  NAT Table Size M aximum: The maximum number of entries that can be added to the
NAT table. These entries include the configured port and protocol forwarding rules (see
Forward TCP/UDP/FTP Connections and Forward Protocol Connections below), the
DMZ Forwarding rule (see Enable DMZ Forwarding to this IP address below), as well
as dynamic rules for connections that are created and removed during the normal
operation of NAT. The NAT table size maximum value may be configured for any value
in the range 64 through 1024, with the default value being 256 entries. Note that this
setting does not control the maximum number of port or protocol forwarding rules that
can be configured in their respective settings.
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Enable DMZ Forwardingto this|P address. DMZ Forwarding alows you to specify
asingle host (DMZ Server) on the private (internal) network that is available to anyone
with access to the NAT Public Interface I P address, for any TCP- and UDP-based
services that haven't been configured. Services enabled directly on the Digi device take
precedence over (are not overridden by) DMZ Forwarding. Similarly, TCP and UDP
port forwarding rules take precedence over DMZ Forwarding (please see

Forward TCP/UDP/FTP Connections below). DMZ Forwarding is effectively a
lowest priority default port forwarding rule that doesn't permit the same remapping of
port numbers between the public and private networks, asis possible if you use explicit
port forwarding rules.

If enabled, the DMZ Forwarding ruleis used for incoming TCP and UDP packets
from the public (external) network, for which there is no other rule. These other
rules include explicit port forwarding rules or existing dynamic rules that were
created for previous communications, be those outbound (private to public) or
inbound (public to private). Also, the DMZ Forwarding ruleis not used if thereisa
local port on the Digi device to which the packet may be delivered. Thisincludes
TCP service listener ports as well as UDP ports that are open for various services
and clients. DMZ forwarding does not interfere with established TCP or UDP
connections, either to local ports or through configured or dynamic NAT rules.
Outbound communications (private to public) from the DMZ Server are handled in
the same manner as the outbound communications from other hosts on that same
private network.S

Security Warning: DMZ Forwarding presents security risks for the DMZ Server.
Configure the DMZ Forwarding option only if you understand and are willing to
accept the risks associated with providing open access to this server and your

private network.

Forward protocol connections from exter nal networksto the following internal
devices. Enables protocol forwarding to the specified internal devices. Currently, the
only IP protocols for which protocol forwarding is supported are:

Generic Routing Encapsulation (GRE, | P protocol 47)
Encapsulating Security Payload (ESP, IP protocol 50, tunnel mode only).

These are routing protocols that are used to route (tunnel) various types of
information between networks. If your network needs to use the GRE or ESP
protocol between the public and private networks, enable this feature accordingly.
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Forward TCP/UDP/FTP connections from exter nal networksto the following
internal devices: Specifiesalist of connections based on a specific | P port and where
those connections should be forwarded to. Typically the connecting devices come from
the public side of the network and are redirected to a device on the private side of the
network.

It is possible to forward asingle port or arange of ports. To forward arange of
ports, specify the number of portsin the range, in the Range Port Count field for
the port forwarding entry. When arange is configured, the first port in the rangeis
specified, and the full range isindicated in the displayed entry information.

Note that FTP connections require specia handling by NAT. Thisis because the
FTP commands and replies are character-based, and some of them contain port
numbers in this message text. Those embedded port numbers potentially need to be
trandated by NAT as messages pass between the private and public sides of the
network. In consideration of these needs, one should select FTP as the protocol type
when configuring arule for FTP connection forwarding to an FTP server on the
private network side. If TCPis used instead, FTP communications may not work
correctly. Note also that TCP port 21 is the standard port number for FTP. Finally,
the use of port ranges for FTP forwarding is not supported; a port count of 1is
required.

For example, to enable port forwarding of Real Port data (network port 771) on a Digi Connect
WAN VPN to aDigi Connect SP with an IP address of 10.8.128.10, you would do the following:

Make sure the Enable | P Routing checkbox is checked.

In the Forward TCP/UDP connections from exter nal networksto the following
internal devices section, enter the port forwarding information as follows, and click

Frotocol Source Port Destination Port
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IP Network Failover settings

The IP Network Failover feature provides a dynamic method for selecting and configuring the
default gateway for the Digi device. Failover uses of a set of rules and link tests to determine
whether a particular network interface can be used to communicate with a specified destination.
The user configures these rules, link tests and the priority order of the interfaces.

Failover maintains a network interface list, ordered by the configured Failover Interface Priority,
and containing information on the state of the network interface and recent success or failure of the
link tests for that interface. The failover status for a network interface is one of the following:

m  1-Responding: Theinterfaceis Up and configured in the system. It is currently
responding to the link tests. Thisinterface is suitable for use as the default gateway.

m  2-Up: Theinterface is Up and configured in the system. Its status has not been
determined by the link tests, or no link tests are configured. This interface may be
suitable for use as the default gateway.

m  3- Not Responding: Theinterface is Up and configured in the system. However, itis
not currently responding to the link tests, and the number of consecutive test failures has
reached the threshold number configured in the Network Failover settings. This
interface may be suitable for use as the default gateway.

=  4-Down: Theinterfaceis Down or not configured in the system. However, it is not
currently responding to the link tests. Thisinterface is not suitable for use as the default
gateway.

m  5-Unknown: Theinterfaceis Unknown (does not exist) in the system. Thisinterfaceis
not suitable for use as the default gateway.

The number shown above for each status value, indicates the priority of that status, used by
failover in selecting the interface to use as the default gateway. Status priority 1 isthe most suitable
for use, with lower priorities considered suitable if there are no interfaces at the highest priority.

When any network interface changes status, the interface list is examined for the interface that has
the highest status priority, nearest the start of the list. The highest priority interface with a
Responding status is used as the default gateway. If no interface is marked Responding then the
highest Up interface is used, etc.

When Network Failover performsalink test, it adds atemporary static host route to the destination
IP address for the link test, using the network interface that the link test is configured to test. The
static host route is removed when the link test completes. whether successfully or in failure. Users
should be careful to avoid manually configuring static host routes to any of the failover link test
destinations, as such host routes may interfere with failover'slink testing. Static IP routes are
configured on the | P Forwarding Settings page. For additional information, see "I P forwarding
settings' on page 85.

In the Advanced Network Settings, the Gateway Priority selection provides a simpler method for
selecting the default gateway. However, if failover is properly configured and enabled, it overrides
the Gateway Priority selection in the Advanced Network Settings. For a description of this non-
failover Gateway Priority selection and information on how to configure it, see "Advanced
network settings" on page 107.

For IP Network Failover status and statistics, see "IP Network Failover statistics' on page 212.
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Network Failover General Settings

Enable | P Network Failover: Enable the Network Failover featurein the Digi device.
Click the checkbox to turn failover on or off.

Enablefallback to the non-failover default gateway priority method: The fallback
option isused if adefault gateway cannot be configured by Network Failover. Failure to
configure adefault gateway could occur if one or more interfaces are not enabled (On)
for Network Failover use, or if the enabled interfaces are not Up or do not have a
gateway associated with them. Click the checkbox to turn fallback on or off.

Failover Interface Priority: Thelist of available network interfacesin priority order,
used by failover to determine the default gateway. The default gateway is used to route
I P packets to an outside network, unless controlled by another route.

A network interface may have a static gateway configured for it, or it may obtain a
gateway from DHCP or other means when the interface is configured. Thefirst interface
inthislist that supplies a gateway will be used as the default gateway. The default
gateway may change as interfaces connect and disconnect, and as failover link tests
determine that an interface is providing the desired | P packet routing to a remote
network destination.

To change the interface priority order, select an item from the list and click the up or
down arrow.
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Link Test Settingsfor each of the network interfaces: The options that follow are
used to configure the link tests for the network interfaces. Each network interface hasits
own set of options. Failover can support the use of Ethernet, Wi-Fi and Mobile (cellular)
network interfaces. The available interfaces vary among different Digi products.

Enable| P Network Failover for the XXX Interface: Enable use of the XXX interface
for failover, where XXX is Ethernet, Wi-Fi, or Mobile. Click the checkbox to turn
failover on or off. If anetwork interface is not enabled for use by failover, it will not be
considered by failover for use in selecting the default gateway.

No Test: Click on the radio button to select no link tests will be used for thisinterface.
Since no link tests are run, failover will only be aware of the Up or Down status of the
interface.

Ping Test: Click on theradio button to select the Ping Test as the link test to use for this
interface. The Ping Test sends |ICM P Echo Request packets to the configured
destination | P address. If an ICMP Echo Reply isreceived (ping reply), the link test has
successfully demonstrated that the network interface can be used to communicate with
the specified destination.

Primary Destination (Ping Test): The primary, or first, destination to ping. The
destination must be avalid |Pv4 address. If the destination isleft empty, no Primary
Destination link test will be attempted.

Secondary Destination (Ping Test): The secondary, or second, destination to ping.

The destination must be avalid |Pv4 address. If the destination is left empty, no
Secondary Destination link test will be attempted.

Send Count (Ping Test): The maximum number of ping requests to send for aping
link test. When areply is received, the ping test ends successfully and does not
continue to send ping requests. If no ping reply isreceived after Send Count ping
requests have been sent, the link test endsin failure.

Send Interval (Ping Test): Thetime interval in seconds between sending ping

requests during a ping link test. The ping tests sends a ping request. If no ping reply
isreceived before the Send Interval expires, another ping request is sent.

TCP Connection Test: Click on the radio button to select the TCP Connection Test as
the link test to use for thisinterface. The TCP Connection Test attempts to establish a
TCP connection to the configured destination IP address and port number. If a
connection is successfully established, or if the remote host actively rejects (resets) the
connection attempt, the link test has successfully demonstrated that the network
interface can be used to communicate with the specified destination. If a TCP
connection is successfully established, it isimmediately closed.

Primary TCP Port (TCP Connection Test: The destination TCP port to use to

connect to the Primary Destination address.

Primary Destination (TCP Connection Test): The primary, or first, destination to
which to establish a TCP connection. The Primary TCP Port is used as the port to
which the test connects at the Primary Destination. The destination must be avalid
IPv4 address. If the destination is|eft empty, no Primary Destination link test will be
attempted.

Secondary TCP Port (TCP Connection Test): The destination TCP port to use to
connect to the Secondary Destination address.
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Secondary Destination (TCP Connection Test): The secondary, or second,
destination to which to establish a TCP connection. The Secondary TCP Port is used
as the port to which the test connects at the Secondary Destination. The destination
must be avalid IPv4 address. If the destination is left empty, no Secondary
Destination link test will be attempted.

Connection Timeout (TCP Connection Test): The time in seconds to wait for a
TCP connection to be established or rejected by the destination host.

Repeat thetest every: N seconds: The time interval (N) in seconds between the end of
asuccessful link test and the start of the next link test for the network interface. This
interval isused only after a successful test.

Shorter intervals verify the link more often, but they also increase the packet traffic over
the network interface being tested. The frequency of tests should be considered carefully
for network connections such as Mobile (cellular) connections, which may be
expensive, depending on the service plan in effect with your mobile service provider.

On test failure, retry every: N seconds. Thetimeinterva (N) in seconds between the
end of afailed link test and the start of the next link test for the network interface. This
interval isused after afailed test, but only until the “Not Responding” (consecutive
failures) threshold has been reached.

A possible strategy is to configure a shorter Retry interval than the Success interval, to

more quickly test the network connection to determine whether it istruly not working or
there was just atransient test failure. Determining the vaidity of the link helps failover
determine whether it is necessary to reconfigure the default gateway.

Report Not Responding after: N consecutive failures: The threshold (N) in
consecutive link test failures at which time the network interface is reported to failover
as “Not Responding”. Upon receiving such areport, failover may determine that the
default gateway should be reconfigured. The count of consecutive failuresis reset to
zero when a successful link test completes, or when the network interface is
reconfigured or its connection is restarted (such as a mobile PPP connection).

When Not Responding, retry every: N seconds. Thetime interval (N) in seconds
between the end of afailed link test and the start of the next link test for the network
interface. Thisinterval is used after afailed test, but only after the “Not Responding”
(consecutive failures) threshold has been reached.
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Socket tunnel settings

A Socket Tunnel can be used to connect two network devices. one on the Digi device's local
network and the other on the remote network. Thisis especially useful for providing SSL data
protection when the local devices do not support the SSL protocol.

One of the endpoint devicesis configured to initiate the socket tunnel. The tunnel isinitiated when
that device opens a TCP socket to the Digi device device on the configured port number. The Digi
device then opens a separate connection to the specified destination host. Once the tunnel is
established, the Digi device acts as a proxy for the data between the remote network socket and the
local network socket, regardless of which end initiated the tunnel.

Socket Tunnel settings include:
= Enable Enables or disables the configured socket tunnel.

= Timeout: Thetimeout (specified in seconds) controls how long the tunnel will remain
connected when thereis no tunnel traffic. If the timeout value is zero, then no timeout is
in effect and the tunnel will stay up until some other event causesit to close.

= [Initiating Host: The hostname or | P address of the network device which will initiate
the tunnel. Thisfield is optional.

m [Initiating Port: Specify the port number that the Digi device will useto listen for the
initial tunnel connection.

= Initiating Protocol: The protocol used between the device that initiates the tunnel and
the Digi device. Currently, TCP and SSL are the two supported protocols.

n Destination Host: The hosthame or |P address of the destination network device.

m  Destination Port: Specify the port number that the Digi device will use to make a
connection to the destination device.

m  Destination Protocol: Thisisthe protocol used between Digi device and the destination
device. Currently, TCP and SSL are the two supported protocols. This protocol does not
need to be the same for both connections.

m  Click the Add button to add a socket tunnel. Click the Apply button to save the settings.
Once the socket tunnel is configured, check the Enable checkbox to enable the socket
tunnel.
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Virtual Private Network (VPN) settings

Virtual Private Networks (VPNSs) are used to securely connect two private networks together so
that devices may connect from one network to the other network using secure channels.VPN uses
IP Security (IPSec) technology to protect the transferring of data over the Internet. All Digi
Cdlular Family products except Digi Connect WAN support VPNs,

The Digi deviceisresponsible for handling the routing between networks. Devices within the local
private network served by the Digi device can connect to devices on the remote network asif they
arein thelocal network. The VPN tunnels are configured using various security settings and
methods to ensure the networks are secured.

Uses for VPN-enabled Digi devices

VPN-enabled Digi devices, such as Digi Connect WAN VPN, are cellular-enabled routers that
securely connect remote subnets using IPsec VPN technology. Devicesin the Digi device's private
network can connect directly to devices on the other private network with which the VPN tunnel is
established. You configure VPN tunnels using security settings and methods to ensure the
networks are secured.

The Digi deviceis used for primary or backup remote site connectivity. Secured |Psec VPN traffic
istypically routed from the Digi device over the cellular IP network and is terminated by a VPN
appliance at the host end.

A VPN-enabled Digi device can be used in several scenarios; for example:
m  Astheprimary remote site router where no other WAN router is used.

m  Asabackup router where the remote site has a primary WAN connection through DSL,
Frame Relay, or other means.

m  To provide secure access to remote serial and/or Ethernet devices.

This section describes using aDigi device asaprimary remote site router using | Psec Encapsulated
Security Payload (ESP) and Internet Key Exchange (IKE)/Internet Security Association and Key
Management Protocol (ISAKMP) pre-shared key methods.
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Configuration through the web interface

General Security Settings

Enable Antireplay: Antireplay allows the IPsec tunnel receiver to detect and reject
packets that have been replayed. Set thisfield to match that at the remote VPN gateway.
The default is Enabled.

Important: Disable Antireplay if you use manual keyed tunnels.

Miscellaneous Settings

Suppress SA lifetimeduring | KE Phase 1: In most cases, |eave this option unchecked.
Some VPN equipment does not negotiate the ISAKMP Phase 1 lifetimes. Such
equipment may refuse to negotiate with the Digi deviceif it includes lifetime valuesin
Phase 1 negotiation messages. If the Digi device must communicate with such
equipment, enable this option to prevent the Phase 1 lifetimes from being included in
the ISAKMP Phase 1 messages.

Suppress Delete Phase 1 SA Message For PFS: In most cases this option should be
unchecked. VPN devices usually send a delete notification for any phase 2 SAsthat are
left over from previous sessions when they start to negotiate quick mode. However,
some devices do not handle this notification correctly and will terminate the connection
when they receiveit. If you have trouble connecting to the remote VPN device, you can
try checking this box to suppress sending this message.

| P addresses of remote VPN peers may change on the fly (Dynamic DNS): Check
this box if you are specifying the address of the remote VPN device with a DNS name,
and that device uses dynamic DNS because its public | P address can change. Checking
this box will cause the Digi device to poll the DNS server once a minute to seeif the
remote VPN device's | P address has changed. The |PSec software will be restarted with
the new IP addressiif it does change. Checking this option will increase network traffic
since the unit will be polling the DNS server once a minute.
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VPN tunnel configuration settings

Description: Enter a short, one-line description of the VPN tunnel.

VPN Tunnd: Displays settings for encryption and authentication keys. Selecting
ISAKMP isrecommended; it is the standard protocol used by almost al VPN devices.
ISAKMP is more secure than manually setting the keys The only time to set the keys
manually iswhen connecting with an old VPN device that does not support ISAKMP, in
which case you should replace the obsolete box with one that does.

Local Endpoint Type:

Select Local endpoint isa subnet to allow devices on the remote network to see
devices on the local network. Thisis the standard way 1Psec works and the correct
choice in most cases.

Select Local endpoint isan internal interface to not allow devices on the remote
network to see devices on the local network. This causes the Digi device to create a
virtual endpoint and assign it the | P address specified later in the settings on this page.
Devices on the remote network will only see the I P address of this endpoint, and cannot
see the | P addresses of any devices on the local private network. This feature must be
used in combination with NAT. If you select it, then you must update the NAT settings
on the Network > P Forwar ding page. You must enable NAT trandlation for the VPN
interface that corresponds to the tunnel. Tunnel 1 uses interface vpnO, tunnel 2 uses
vpnl, etc.

VPN M ode:

If asingle remote VPN device will be used for this VPN tunnel, select

Initiate client connectionsto and accept connections from the remote VPN device
at and enter the remote device's IP address or DNS name in the field below. If the Digi
device should accept connections from any remote VPN device for thistunnel, select the
Accept connections from any VPN device option.

| dentity settings
— Network Interface: mobile|Oeth0: Select the network interface used to communicate
with the remote VPN device. The mobile0 deviceisthe one with the cellular modem. In

most cases, thisis the correct device to use to communicate with aremote VPN device
on the Internet.

— Negotiate tunnel as soon as interface comes up: Check if the Digi device should
establish the VPN tunnél as soon as the selected network interface is ready to use. Leave
this box unchecked if the Digi device should wait until adevice on the local private
network attempts to communicate with a device on the remote network before
establishing the VPN tunnel.

— Usethefollowing asthe identity: Use this option to control how the Digi device
identifiesitself to the remote VPN device. The Digi device must identify itself to the
remote VPN device when it negotiates the tunnel. You must make sure both devices
agree on what the identification is. Select the “ Use the following as the identity” option
to enter a string such asa DNS name or an FQDN. Select the “Use the interface IP
address’ if the Digi device should send the I P address of the interface you selected
above asitsidentity. Select Use the identify certificate X.509... to use a PKI
certificate. If using a PKI certificate, remember to load it in the
Administration >X.509 Certificate/K ey Management web page.
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Local Endpoint:

If the Local Endpoint Typeis set to Local endpoint isan internal interface, the

following prompts are displayed:

— Host addressfor tunnel'sinternal VPN interface: Inthe |P Addressfield, enter the
IP address for the virtual network interface in the IP Address. Thisisthe |P address
which will be visible to devices on the remote private network.

—  Discard packets sent to the remote subnet unlessthey come from thislocal subnet:
Select this option if the Digi device should discard | P packets transmitted from a device
on the local network and addressed to the remote network which do not come from the
subnet you specify below.

I P Address. Enter the IP address of the subnet.
Subnet Mask: Enter the mask for the subnet.

— Asindicated on the settings page, having the local endpoint as an internal interfaceis
used in combination with NAT. Click here to configure the Network Address

Tranglation (NAT) settings. Select the interface name of vpnO0 to configure NAT for this
tunnel.

If the Local Endpoint Typeis set to L ocal endpoint isa subnet, prompts are displayed
for entering the network address and mask for the private network. Both the Digi unit
and the remote VPN device must be configured to use the same values.

— IP Address: Enter the IP address of the local private network.
—  Subnet Mask: Enter the mask for the local private network.

Remote Endpoint: Enter the IP address and subnet mask of the remote network. Both
the Digi unit and the remote VPN device must be configured to use the same values.

—  Tunnel Network Traffic to the following Remote Network:
| P Address: Enter the | P address of the remote network.
Subnet Mask: Enter the subnet mask of the remote network.

Digi devices support amode of VPN tunnel operation called VPN tunnel all mode,
whereall traffic that is not directed to the local subnet is sent acrossa VPN tunnel to
aremote network. This mode is different from the normal mode of VPN tunnel
operation, where the range of the remote subnet is explicitly set VPN tunnel all
mode is supported when the Digi deviceistheinitiator of the VPN connection. Itis
not supported when the Digi device isthe server.

For example, in the normal mode of operation, a user might set up a VPN tunnel
between the local subnet at 192.168.1.0/24 to aremote subnet at 172.16.1.0/24. In
this case, the remote subnet range is the subnet at 172.16.1.x. In VPN tunnel all
mode, the remote subnet is any addressthat is not on thelocal subnet, or inthis case,
anything not in the subnet 192.16.1.x.

Thelocal subnet must be defined as a specific range, for example 192.168.1.0/24.
Thisis specified in the VPN settings by setting the | P address of the local subnet to
192.168.1.0, and the subnet mask to 255.255.255.0. VPN tunnel all modeis
specified by setting the remote | P address to 0.0.0.0, and the remote subnet mask to
0.0.0.0.
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With the configuration described above, any frames sent from the 192.168.1.x
network to any IP address not in the 192.168.1.x subnet will be set over the VPN
tunnel to the remote subnet.

When configuring a Digi device for VPN tunnel all mode and the device alows for
setting the gateway priority, set the gateway priority. The gateway priority is set on
the Configuration > Network > Advanced Network Settings pagein the
Gateway Priority setting. Set the gateway priority to Ethernet for
Ethernet-enabled Digi devices, or Wifi for awireless Digi devices. If the Digi
device's | P address on the Ethernet (or wireless) interface is statically configured,
specify the address for the gateway on that interface. The gateway addressis set in
the Configuration > Network > Ethernet | P Settings page.

Pre-Shared K ey Settings

If you select the pre-shared key authentication method in one or more of your ISAKMP

Phase 1 Palicies, then you will be prompted to supply the ID of the VPN device and the

preshared key used for authentication.

— Usethefollowing I P address, FQDN, or usernamefor theremote VPN's|D: Enter
the remote VPN device's ID here. Make sure the remote VPN deviceis configured to
send this ID.

— Usethefollowing pre-shared key to negotiate | KE security settings: Enter the
preshared key here. This must match exactly with the preshared key set on the remote
VPN device.
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s |ISAKMP Phase 1 Settings
—  General Security Settingsfor Phase 1

Connection Mode: Main]Aggressive: Set the connection mode to match that
configured on the remote VPN device. If aggressive mode is selected, then the VPN
device will try aggressive mode first, and then try main mode if aggressive mode
fails.

Enable Perfect Forward Secrecy (PFS): Set this option to enable PFS. PFS
guarantees that if one key is broken by an attacker, that does not help him to break
another key. PFSis more secure, but slows down the negotiation process. Both the
Digi unit and the remote VPN device must be configured the same way.

—  NAT-T Settings
Enable NAT Traversal (NAT-T): Set thisoption if thereisaNAT firewall between
the two VPN devices.

Keep Alive Interval: The amount of timein seconds between NAT keep dlive
messages. Once a connection is established through afirewall, the VPN devices
have to send keep alive messages to prevent the NAT firewall from timing out the
connection. Set the interval to a value less than the connection timeout of the NAT
firewall.

— |ISAKMP Phase 1 Palicies:

Keys are negotiated in two phases. The first phase negotiates the keys and
authentication method to be used to establish the initial ISAKMP connection.
During this phase, the two VPN devices verify each other’sidentity and create a
security association (encrypted connection) which is used during phase 2. The
encryption and authentication settings you specify determine the level of security in
the connection the two VPN devices used to communicate with each other.

Select the policiesto be used during phase 1 of the ISAKMP negotiation. The most
important thing isto make sure that the Digi unit and the remote VPN device usethe
same policies. If more than one policy is specified, the VPN devices will use the
most secure policy that they both have been configured to support.

Pre-shared Key: Using DSS and RSA signaturesis more secure than using a pre-
shared key.

Encryption: The encryption type and the length of the key. The longer the key the
more secureit is.

Integrity: The authentication algorithm. The SHA1 algorithm is more secure than
MDS5.

SA Lifetime: The maximum length of the phase 1 security association.

Diffie-Hellman: The Diffie-Hellman group to usefor key generation. Thelarger the
group the more secureitis.
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ISAKMP Phase 2 Settings:

The SAsused for bulk datatransfer are created during phase 2. The phase 2 settings
you specify will determine the level of security used when devices on the local
private network communicate with devices on the remote private network. Aswith
the other settings, the both the Digi unit and the remote VPN device must be
configured to use the same values. If more than one policy is specified, the VPN
devices will use the most secure policy that they both have been configured to
support.

General Security Settingsfor Phase 2

DiffieeHellman: Select the Diffie-Hellman group used to generate keys. Larger
groups are more secure.

| SAKMP Phase 2 Policies

Encryption: The encryption algorithm used for encrypting data and the length of
the key. The longer the key the more secureit is. There are three supported
encryption algorithms including DES, 3-DES, and AES. DES encryption uses 64-
bit keys, 3-DES encryption uses 192-bit keys, and AES encryption uses 256-hit
keys.

Authentication: The authentication algorithm used in authenticating clients. There
are two supported authentication algorithms including MD5 and SHA1. MD5
authentication uses 128-bit keysand SHA 1 uses 160-bit keys. The SHA 1 algorithm
is more secure than MD5.

SA Lifetime: The maximum length of the Phase 2 security association (SA), in
seconds. After the SA has been negotiated, the SA lifetime begins. Once the
lifetime has completed, a new set of SA policies are negotiated with the remote
VPN endpoint.
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Example VPN configuration

The diagram shows a Digi Connect WAN VPN used as a primary remote site router:
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How VPN tunnels work

The Digi device's Ethernet port usually connects to a switch or hub, which then connects to other
Ethernet devices. The maobile/cellular carrier provides only one | P address to the mobile interface.
The Digi device uses Network Address Trandation (NAT), where only the mobile |IP addressis
visible to the outside. Private IP addresses are typically used on the remote site LAN connected to
the Digi device's Ethernet port. All outgoing traffic, except the tunneled VPN traffic, usesthe

mobile | P address of the Digi device. Using the example network above, the process for initiating
VPN tunnels works like this:

1  Typicaly, ahost or device on the remote subnet (in this case, 172.17.1.0) requests

information from a host on the main site (HQ) subnet (172.16.5.0). For example, a computer
at 172.17.1.20 needs afile from 172.16.5.100.

2  TheDigi device sees the request as being on the HQ subnet and checks whether aVPN
tunnel exists between the two sites.

3 If notunnel exists, the Digi deviceinitiatesa VPN tunnel request to its peer — the VPN
concentrator at HQ. The VPN policy settings are compared, and if they match, an |Psec
tunnel is created between the Digi device and the VPN concentrator. Traffic is encrypted as
defined in the VPN policies.
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Requirements for VPN tunnels

To establish an IPSec VPN tunnel, the IP address of the mobile interface must be publicly
accessible. The | P address can be either static or dynamic depending upon the requirements of your
VPN end point. However, the | P address cannot be within a private range of addresses (for
example, 10.0.0.0, 172.16.0.0 or 192.168.0.0). If the mobile IP addressis within one of the private
| P address ranges, the mobile carrier isusing a NAT (Network Address Trandation) server
between your mobile IP address and the internet.

GSM GPRS/EDGE APN type needed
If the VPN end points require static (persistent) |P addresses, you may need a custom access point
name (APN). An Internet APN can work in these cases:
m  Themain site (HQ) VPN appliance can support Dynamic DNS names.
m  Another form of authentication is used (for example, FQDN).

Be aware that these APNs are based on Cingular Blue; other carrier APNs may have similar
requirements.

CDMA carrier requirements

The CDMA (Code-Division Multiple Access) carrier requirements are similar to GSM in that
static | P addresses may be required depending on the host site concentrator VPN implementation.
In both cases, the Digi device's mobile IP address will likely need to support mobile terminated
data; that is, the ability to accept incoming data connections.

HQ router / VPN appliance configuration

For supported protocols, see the | Psec specifications your Digi device. Security policies onthe HQ
VPN device must match those on the Digi device. The HQ VPN appliance’s peer addressisthe
Digi device’'s mobile I P address.

Using a console port

The Digi device's console port can be configured for Console Management to provide SSH or
Telnet access. It can be cabled to the router or VPN appliance’s consol e port to provide true diverse
out-of-band console access.

Configuring and managing VPN settings from the command line

In the command-line interface, the set vpn command configures VPN connections, and the vpn
command manages them. These commands are described in the Digi Connect Family Command
Reference. Generally, configuring VPN connections from the web interface is simpler. Review the
settings descriptions in this procedure (also available in the online help) to determine whether you
need to gather any information before you start setting up the VPN.
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I P pass-through settings

There are many application scenarios where arouter is used to decide upon alternative routes using
aprimary and a secondary (or backup) interface. In many of these configurations, the router is
required to use a public IP address as assigned by the network over which it is communicating.
This requirement is mostly owing to the router needing to establish a VPN tunnel over that
interface and using the public | P address as part of the VPN authentication. (For more on VPN
tunnels, see page 93.)

The |P pass-through feature allows a Digi deviceto provide bridging functionality similar to that of
acable or DSL modem, where the Digi device becomes “transparent” to the router or connected
device. In this case; the router’s WAN interface believesit is connected directly to the mobile
network and has no knowledge that the Digi device is the mechanism providing that connectivity.

How | P pass-through works

A Digi device configured for | P pass-through, such as a ConnectPort WAN or Digi Connect WAN,
passesits mobile | P address directly through and to the Ethernet device (router or PC) towhichitis
connected through the Ethernet port. From the perspective of the connected device, the Digi device
essentially becomes transparent (similar to the behavior of a cable or DSL modem) to provide a
bridge from the mobile network directly to the end device attached to the Digi device.

Since the mobile network address is effectively “ passed-through” to the local device connected to
the Ethernet port of the Digi device, al network accessto it is bypassed, with some specific
exceptions.

Here isan example of aDigi device configured for IP pass-through in a network with a third-party

router.
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If the third-party router’s WAN interface is attached to the Digi device's Ethernet port, and the Digi
device'smabile interface receives the P address 166.213.2.215, the router’s WAN port is assigned
the same | P address 166.213.2.215. If the router is receiving the |P address dynamically; the DNS
server addresses, subnet mask, and default gateway information will be filled in automatically. If
the router is configured manually; you need to obtain the DNS information from the mobile service
provider and enter that manually. The subnet mask is 255.255.255.0 and the default gateway isthe
same as the mobile |P address with “.1” for the last octet. In other words: if the mobile IP address
is166.213.2.215, the default gateway is 166.213.2.1.

I P pass-through’s effect on network access to Digi devices

When IP pass-through is enabled, the Digi device effectively disables al router and IP service
functionality. Services that are disabled are:

u NAT

= Port Forwarding

= VPN

= DDNS updates

m  Socket Tunnel

m  Network Services configuration.

The Digi deviceis effectively transparent to all | P activity and network access by other devices,
with these exceptions:

m |t canbeaccessed viathe seria port for configuration using the command line interface.

m |t accepts TCP/IP connections for purposes of configuration by means of a*“pinhole” on
the mobile interface.

m |t can be accessed by other devices on the local Ethernet segment viathe default 1P
address of 192.168.1.1.
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Using pinholes to manage the Digi device

I P pass-through uses a concept called pinholes. A Digi device can be configured to listen on
specific TCP ports, and terminate those connections at the Digi device for purposes of managing it.
Those ports are called pinholes, and they are not passed on to the device connected to the Ethernet
port of the Digi device. Network services and ports that can be configured as pinholes include (see
"Network services settings' on page 78 to configure these settings):

m  HTTP: for accessing the device through HTTP and the web interface.
m  HTTPS: for accessing to the device through HTTPS and the web interface.
m  Telnet: for accessing the device through a Telnet login and the command-line.

m  SSH: for accessing the device through a Secure Shell (SSH) login and the command-
line.

= SNMP: for monitoring and managing the device through SNMP.
m  Ping: for accessing the device through ICMP echo (ping) requests.

Device Manager and Digi SureLink ports are automatically set up as pinholes so that they continue
to work with the Digi device. In addition, the Digi device uses a private address on the Ethernet
interface strictly for usein configuration or loca access. This allows a user on the local network to
gain access to the web interface or a Telnet session in order to make configuration changes.

Remote device management and I P pass-through

Asillustrated above, the Digi device alows you to enable pinholes for specific ports to allow
remote users to manage the Digi device from the mobile network or open Internet. The Digi device
retains its remote management capabilities using Device Manager. The necessary pinholes are
automatically defined when the Digi device is configured for |P Pass-through.This provides
administrators with the same remote-management capabilities that exist in Digi remote devices.

Stepsto configure | P pass-through

To configure | P Pass-through from the web interface for your Digi device, follow these steps, or, in
the case of the first three steps, make sure they have been performed.

1  Setadtatic IP addressfor the Digi device. Go to Configuration > Network > | P Settings.

2  Set upthe DHCP server. Go to Configuration > Network > DHCP Server Settings. See
page 74 and the online help for DHCP Server Settings.

3 Turn onthe DHCP server. Go to Management > Network Services. In
DHCP Server Management, click the Start button.

4  Configure IP pass-through settings. Go to Configuration > Network > | P Pass-through.
I P pass-through settings include:
—  EnablelP Pass-through: Enables or disables | P Pass-through.

—  Pinhole Configuration: Specifies whether specific network services/ports are
configured as pinholes for purposes of managing the Digi device.

5  Click Apply.
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Host List settings

The Host List settings page is used to add or remove entries from the host list. For Digi devices
using the Dial Serv feature, the host list provides a means to map a phone humber to a network
destination.

TheHost List settings are:

m  Local Name: A phone number.

m  Resolves To: anetwork destination.

= Add button: Adds the entry to the host list.

When accessing a device by name, the Digi device will attempt to locate the name within the host
list. When amatch is found, the host name is mapped to the alias. Typically, thisis used as afirst
means of locating the destination address before using the domain name system (DNS).

Each host list entry consists of alocal name string which is mapped to an resolves to destination.
The destination can be either an P Address or Fully Qualified Domain Name (FQDN). By creating
several entries, the host list will alow a many-to-one mapping of multiple host namesto asingle
destination, as well as a one-to-many mapping of a host name to multiple destinations. The one-to-
many mapping allows afail-over option; that is, a connection to the | P address first attempts to
resolve to the first name in the host list. If that connection attempt fails, then it attempts to resolve
to the next name in the host list.
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Virtual Router Redundancy Protocol (VRRP) settings

Virtual Router Redundancy Protocol (VRRP) is aredundancy protocol for routers. VRRP allows
several routers on a subnet to use the same virtual |P address, with the physical routers
representing a“virtual router.” Two or more physical routers are configured to stand for the virtual
router, with only one doing the actual routing at any given time. The virtual router has a unique IP
address and MAC address that can be shared by all routersin aVRRP group. The advantagein
using avirtua router redundancy protocol is that systems can be configured with a single default
gateway, rather than running an active routing protocol.

There are two rolesin VRRP: master, and backup. The master represents the virtual router and
forwards I P traffic. The physical router that is currently routing the datais known as the Master. If
the Master router fails, another Backup router automatically replacesit. Backup routers monitor
the health of the master router, and in the event that the master stops sending advertisements,
backup routers stage an election to determine which one will be the next master, and take over the
virtual router | P address. The time required to make the determination that the master is down and
hold elections depends on configuration, but typically occursin about 3 seconds.

A number of VRRP groups (up to 255) can be configured on aLAN. A router may participate in
multiple groups. All routers must be within one hop of each other (does not route).

VRRP settings include:

= Virtual Router Identifier (VRID): Thevirtual router ID. All routersin the sameVRID
communicate with each other. The VRID can be any value between 1 and 255. Al
routers that are to communicate must have the same VRID.

= Priority: Determines which router is the master. The router with the highest priority is
the master. The default priority is 100.

= Advertisement Interval: The amount of timein milliseconds between VRRP master
advertisements. All routersin the virtual routing group should be set to the same value.
3000 msec (3 seconds) is typically used.

m  Enable Preempt: This settings controls whether a higher priority Backup router
preempts alower priority Master. Check to enable preemption; uncheck to prohibit
preemption. The default setting is enabled (checked).

m [P Address: The IP Address of the virtual router. All routersin the same VRID should
use the same virtual 1P address. Clients should be configured to use this value as their
default gateway.
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Advanced network settings

I P Settings

The Advanced Network Settings are used to further define the network interface. These settings
rarely need to be changed. Contact your network administrator for more information about these
settings.

The I P settings are used to fine-tune | P address configuration.

Host Name: The host name to be placed in the DHCP Option 12 field. Thisisan
optional setting which is only used when DHCP is enabled.

The host name is validated and must contain only specific characters. These restrictions
are as defined in RFCs 952, 1035, 1123 and 2132. The following characters are
permitted:

—  Alphabetic: upper and lower case letters A through Z and athrough z

—  Numeric: digits O through 9

—  Hyphen (dash): -

—  Period (dot): .

The host name value can be asingle name, or afully qualified domain name, whose
parts are separated with a period character. Each part must follow the following rules:
—  Must begin with aletter or digit

—  Must end with aletter or digit

— Interior characters may be aletter, digit or hyphen

—  Each part of the name may be from 1 to 63 charactersin length, and the full host name
may be up to 127 charactersin length. An IP addressis not permitted for usein this host

name setting.

Satic Primary DNS

Satic Secondary DNS: The I P address of Domain Name Servers (DNS) used to resolve
computer host names to IP addresses. Static DNS servers are specified independently of
any network interface and its connection state. An IP address of 0.0.0.0 indicates no
server is specified.

DNS Priority: A list of DNS serversin priority order used to resolve computer host
names. Each type of server istried, starting with thefirst in the list. For each server type,
the primary server istried first. If no response is received, then the secondary server is
tried. If neither server can be contacted, the next server typeinthelist istried.

A network interface may obtain a DNS server from DHCP or other meanswheniitis
connected. If an interface does not obtain a DNS server, it will be skipped and the next
server in the priority list will be tried.

To change the priority order, select anitem from the list and press the up or down arrow.
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Gateway Priority: List of network interfaces in priority order used to determine the
default gateway. The default gateway is used to route | P packets to an outside network,
unless controlled by another route.

A network interface may have a static gateway configured, or obtain a gateway from
DHCP or other means when it is connected. Thefirst interfacein thislist that suppliesa
gateway will be used as the default gateway. The default gateway may change as
interfaces connect and disconnect.

To change the priority order, select anitem from the list and press the up or down arrow.

The IP Network Failover feature provides a dynamic method for selecting the default
gateway. If failover is properly configured and enabled, it overrides the Gateway
Priority selection in the Advanced Network Settings. For a description of the failover
feature and information on how to configureit, please see "IP Network Failover
settings" on page 88.
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Enable DNS Proxy Service: Enables the DNS Proxy feature on this Digi device. DNS
Proxy permits DNS client hosts to communicate with this Digi device asif it werea
DNS Server. It forwards the DNS client's request to one of the DNS servers configured
in its network settings. The response from the actual DNS server will be relayed to the
requesting client when it is received by the DNS Proxy. The DNS Proxy does not cache
the actual detailed client requests nor the responses received from the DNS servers.
Rather, it acts as a request/response relay agent between the DNS clients and servers.

The DNS Proxy will cycle through the DNS servers that are configured in the Digi
device. DNS client requests are identified by the client's | P address and the unique
Query ID in the DNS request message. For each new DNS client request (new Query
ID), the DNS Proxy uses the first DNS server initslist of DNS servers. If the client
retries the same request (same Query 1D), the DNS Proxy will recognize that retry
message and will either send the retry request to the same DNS server as the previous
request for this client, or it will move to the next DNS server initslist of DNS servers.
The DNS Proxy feature determines when to retry the same DNS server, or move to the
next DNS server, according to the DNS Proxy: Request Retries Per DNS Ser ver
configuration setting (see below). The DNS Proxy itself does not perform unsolicited
retries of DNS client requests.

Note The DHCP Server feature on the Digi device may be configured to usethe DNS
Proxy feature. For more information, see "DHCP server settings' on page 74. The
DNS server list may be dynamic in its content. For example, when DNS server |IP
addresses are received from amobile service provider's network, they are added to
the DNS server list of thisDigi device. Those DNS server | P addresses may or may
not be configured when the DHCP Server offersaleaseto aDHCP client. Asa
result, the DHCP client may have no DNS servers provided to it in the lease, and
domain name resolution may fail for that client. A significant benefit of the DNS
Proxy featureisthat the DHCP Server can offer itsown | P address asa DNS server
in the client lease, and the DNS Proxy will forward DNS requests and responses as
stated above. Since the DHCP protocol does not alow a DHCP Server to force an
unsolicited DNS server list update to its clients, the DNS Proxy feature provides an
indirect method by which such updates may be made effective for the client.

Request Cache Size M aximum: Specifies the maximum number of DNS client request
records that the DNS Proxy will maintain concurrently in its cache. A large cache
consumes more system resources than does a small cache. However, if the maximum
cache sizeistoo small, new DNS client requests may be quietly discarded until the
cache has room to add new client request records, or existing cache entries may be
replaced by the new requests. If alarge number of concurrent DNS client lookupsis
anticipated, configuring alarger maximum cache size is recommended. See also the
setting For new client requests received when therequest cacheisfull below.
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Request Idle Time-To-Live: Specifiesthe period of time, in seconds, that a DNS client
request will remain in the DNS Proxy cache, beforeit is deleted. Thisisaperiod of idle
time, during which neither aDNS client request retry is received by the DNS Proxy, nor
aDNS server response is received by the DNS Proxy, for a specific DNS client request.
A shorter Idle TTL resultsin resources being used more efficiently by the DNS Proxy,
sincethe client request cache isreduced in size and the request buffers are released more
quickly for future use for other DNS client requests.

Request Retries Per DNS Server: Specifies the number of retries using the same DNS
server, for a specific DNS client request that is being retried (retransmitted) by the DNS
client. Thereis aways one “try” but the number of retriesis configurable.

For new client requestsreceived when the request cacheisfull:

Specifies how to handle new client requests when the maximum number of client
request entriesis already being serviced (the request cacheisfull). There are two
choices for this option:

Replacethe Least Recently Used (LRU) client request with the new request:
Remove the least recently used entry from the cache, and add an entry for the new client
request.

Discard (ignore) new requests until some existing requests have expired:
Silently discard the new client request, and do this for al future new requests until one
or more entries have expired and been removed from the request cache.
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Speed: The Ethernet speed the Digi device uses on the Ethernet network.

— 10: The device operates at 10 megabits per second (Mbps) only.

—  100: The device operates at 100 Mbps only.

— auto: The device senses the Ethernet speed of the network and adjusts automatically.

The default isauto. If one side of the Ethernet connection is using auto (negotiating),
the other side can set the Ethernet speed to whatever value is desired. Or, if the other
sideis set for 100 Mbps, this side must use 100 Mbps.

Duplex Mode: The mode the Digi device uses to communicate on the Ethernet network.
Specify one of the following:

—  half: The device communicates in half-duplex mode.

—  full: The device communicatesin full-duplex mode.

— auto: The device senses the mode used on the network and adjusts automatically.
The default is half. If one side of the Ethernet connection is using auto, the other side

can set the duplex value to whatever is desired. If one side uses a fixed value (for
example, half-duplex), the other side has to use the same.

M DI: The connection mode for the Ethernet cable.

— Auto: Enables Auto-MDIX mode, where the required cable connection type (straight
through or crossover) is automatically detected. The connection is configured
appropriately without the need for crossover cables to interconnect switches or
connecting PCs peer-to-peer. When it is enabled, either type of cable can be used and
the interface automatically corrects any incorrect cabling. For this automatic detection
to operate correctly, the “speed” and “duplex” options must both be set to “auto.”

—  MDI: The connection iswired as a Media Dependent Interface (MDI), the standard
wiring for end stations.

—  MDIX: The connection is wired as a Media Dependent Interface with Crossover
(MDIX), the standard wiring for hubs and switches.

TCP Keep-Alive Settings
The DHCP server assigns these network settings, unless they are manually set here.

WiFi Interface

Idle Timeout: The period of time that a TCP connection has to be idle before a keep-
aiveissent.

Prabe Interval: The time in seconds between each keep-alive probe.

Probe Count: The number of times TCP probes the connection to determineif itisalive
after the keep-alive option has been activated. The connection is assumed to be lost after
sending this number of keep-alive probes.

Digi products with Wi-Fi capability display this setting:

Maximum transmission rate: The maximum transmission rate that the device will use,
in megabits per second. The complete range of transmission ratesis available on all
devices except the ConnectPort X2 - XBee® to Wi-Fi model. For that model, the
alowed transmission rates are: 1, 2, 5.5, 11.
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Mobile (cellular) settings

The Mobile Settings pages configure how to connect to mobile (cellular) networks using the
mobile connection, including the service provider, service plan, and connection settings used in
connecting to the maobile network. If your Digi device has not aready been provisioned for usein
the mobile network, you can launch awizard to provision it from these pages. |n addition, you can
configure settings for Digi SureLink™, afeature that provides an “aways-on” mobile network
connection to ensure rapid on-demand communication. The SureLink configuration settings allow
you to customize how SureLink detects when a connection has been lost, in order to re-establish
the link. These settings also are used to load a preferred roaming list (PRL) into the céllular
module.

Information required from mobile service provider

To connect to the mobile network, you must get a set of network settings from the mobile service
provider including service plan and authentication details. For more information, consult the
documentation that came with your mobile service provider's information.

Different processes used for CDMA and GSM provisioning

The process for provisioning your device and the settings displayed on the Mobile Configuration
page vary according to whether the mobile service provider network used with your Digi Cellular
Family product is based on CDMA (Code-Division Multiple Access) or GSM (Globa System for
M obile communication).

CDMA-based mobile service providers

Device provisioning for a CDMA-based mobile service provider consists of selecting the service
provider from alist and either automatically or manually entering mobile settings provided by the
mobile service provider Examples of CDMA-based mobile service providers include Sprint,
Verizon, Alltel, and Midwest.

GSM-based mobile service providers

Device provisioning for a GSM-based mobile service provider involves inserting a Subscriber
Identity Module (SIM) card into the Digi device, which makes subscription data available in the
cellular network. Examples of GSM-based mobile service providersinclude Cingular, AT&T, and
T-Mobile.

Set mobile configuration settings to factory defaults

The Set to Defaults button on the Mobile Configuration page sets all the mobile settings to factory
defaults and sets the Service Provider selection back to desel ected.
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Mobile Settings

Mobile service provider settings

The Mobile Service Provider settings identify the service provider to use in connecting to the
mobile network. Information displayed varies by product and whether the remote service provider
is GSM- or CDMA-based. Settings that may be displayed on this screen include:

m  ServiceProvider: For GSM-based mobile service providers, thisisthe service provider
to use in connecting to the mobile network. The service provider must match the
provider that supplied the SIM card.This must match the provider that supplied the SIM
card. (Not displayed for CDMA products.)

m  ServicePlan: For GSM-based mobile service providers, thisisthe service planto usein
connecting to the mobile network. This setting must match the plan that the service
provider has supplied to you. Thisis aso sometimes known as the APN (Access Point
Name).

m  Username and Password: For GSM-based mobile service providers, these settings are
the username and password of the mobile connection needed to access the mobile
network.

m  Deviceprovisioning state: For CDMA-based mobile service providers, the text below
the Service Provider selection list states whether the device has already been
provisioned. If the device has not yet been provisioned, clicking the Provision Device
button launches awizard for provisioning the device. Mobile device provisioning is
described next.

Mobile Configuration

+ Maobile Settings

Select the service provider, service plan, and connection settings used in connecting to the mobile
network.

These settings are provided by and can be retrieved from the service provider.

Mobile Service Provider Settings

Service Provider: Sprint PCS W

This device needs to be provisioned: | Frovision Device |

If the device has been provisioned, text similar to the following is displayed: “This
device has been properly provisioned. No further settings are necessary to communicate
on the network. To re-provision this device for any reason (please use caution), click

here
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Provision a mobile device

Mobile device provisioning is heeded to properly configure the Digi device with the required
information used to access the mobile network. The device must be provisioned before you will be
able to create a data connection to the mobile network.The device only needs to be provisioned
once. Thistype of provisioning applies only to Digi devices that have a CDMA cellular module.

For Digi devices, provisioning is done through the Mobile Device Provisioning Wizard, which is
launched from the Mobile Configuration page.

Automatic versus manual provisioning

There are different types of provisioning methods depending upon your mobile provider. The
Mobile Device Provisioning Wizard will provide the appropriate choices based on the mobile
provider selected. Two main provisioning methods are:

m  Automatic Provisioning: Typically, an automatic provisioning process called IOTA (IP-
Based Over the Air) is used to provision the device. Note that automatic provisioning
requires the modem device to communicate over the mobile network and requires a
good signal to ensure proper provisioning.

= Manua Provisioning: Alternatively, amanual provisioning method can be used to
manually specify the required fields needed to access the mobile network. The manual
provisioning method is an advanced configuration normally used only for custom
network access or providers.This method is not available for al mobile providers, and
will not be available in the Mobile Device Provisioning Wizard if your mobile provider
does not support it.

Launch the Mobile Device Provisioning Wizard

Below the Service Provider selection list isaline of text that states whether or not the device has
already been provisioned or needs to be provisioned. If adevice has not yet been provisioned, the
Mobile Configuration page displays a message, as shown below. Click the Provision Device
button to launch the Mobile Device Provisioning Wizard. For example, here is how the M obile
Settings page looks when a device has not yet been provisioned.

Mobile Configuration

= Muobile Settings

Select the service provider, service plan, and connedion settings used in connecting to the mobile
network.

These settings are provided by and can be retrieved from the service provider.

Mobile Service Provider Settings

Service Provider: Sprint PCS b

This device needs to be provisioned: Fronasion Device
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Example: provision ConnectPort WAN VPN for Sprint™ PCS

The sequence of Mobile Device Provisioning Wizard screens displayed and the settings on them
vary by product and mobile service provider. If you used the Digi Device Setup Wizard for initial
configuration of your Digi device, and selected a service provider in the wizard, some of the
provisioning settings will have already been established.

Here is an example of the wizard screens for a ConnectPort WAN VPN using Sprint PCS as the
mobile service provider.

1  Select amobileservice provider from thelist.

2  Select automatic or manual provisioning.

Mobile Provisioning Configuration
Verify that the configured mobile provider 15 correct,

Each service provider uses a different procedure to provision the mobile device. Verify that
the configured mobile service provider below is cormect:

Service Provider: | Sprint PCE w

The main difference between automatic and manual provisioning is that manual
provisioning involves entering more information. You will have received al of this
information from your mobile service provider during account setup.

Mobile Device Provisioning

od in which to provision the mobile device. This information 1s available from the

Mobile Device Provisioning is needed to properly configure the maobile device with the
required configuration used to access the mobile netwark, Typically, an automatic
provisioning process called 10TA (IP-Based Over the Air) is used to provision the devica,
Note that automatic provisioning requires the modem device to communicate over the
mobile network and requires a good signal to ensure proper provisioning.

Alermatively, a manual provisioning method can be used to manually specty the required
fields needed to access the mobile network. The manual provisioning method is an
advanced configuration normally used only for custom network access or providers.,

P

(= putomatically provision the mobile device

(3 Manually provision the mobile device
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3 Asneeded, enter device provisioning information provided by your mobile service
provider.

On some modules, the provisioning information is already obtained and automatically
entered. If the screen below is displayed, enter the provisioning information.

Mobile Provisioning Configuration

he required settings needed to provision this device. This information 15 availlable from

the mobile provider,

The following settings are required to provision the mobile device, These settings should
have been provided by or should be available from the maobile praovider when the account
was created.

Seryvice Programming Caode: 000000

Mabile Directory Mumber: 1235551212

MSID (IMSI_MS): 1235661212

4  Deviceprovisioningin progress...

Provisioning Device...

Please wart while this & 15 being provisioned, This may take a few minutes to complete.

Cevice provisioning 1s currently in progress. Please wait while the mobile device is being
provisioned. This may take a few minutes to complata.

To properly provision this device, please do not cose this window or use your browsers
Back, Forward, or Stop buttons, Also, please do not turn off or reboot the ConnectPort
WAN VPN until instructed to do so.

5  Provisioning complete.

Upon successful completion of provisioning, a screen is displayed stating that the
provisioning was successful.Click Finish.

Mobile Provisioning Summary
Verify the settings below and click Finish to complete the wi

The mobile device has been successfully provisioned for the mobile network. No further
configuration 15 necessary to communicate on the mobile network.

If provisioning fails:
Thefirst screen of the provisioning wizard is displayed again. I nstead, you must
perform manual provisioning.

6  Click Apply on the Mabile Configuration page to complete the provisioning.

Re-provision a Digi device
Re-provisioning a Digi device simply consists of going through the Mobile Device Provisioning
Wizard again.
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M obile connection settings
M obile connection settings configure how the mobile connection is established and maintained.

m  Re-establish connection when no dataisreceived for a period of time:
I nactivity timeout: Whether the mobile connection will be disconnected and re-
established after no data has been received over the link for the specified amount of

time, in seconds.
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The following options configure the Global Positioning System (GPS) receiver that isintegrated
into the mobile module of the Digi device server. These settings do not affect dedicated or external
GPS devices.

Integrated GPSreceiver is: Enables or disables the GPS receiver. This setting can be
one of these values:

Disabled: The GPS receiver is not active.
Always Enabled: The GPSreceiver is always active.

Enabled only while mobileis connected: The GPS receiver is active while amobile
data connection is established. Use this setting if the GPS receiver isinterfering with
making data connections.

Position deter mination method: Selects the method used to determine a position fix. It
may be one of these values:

Sandalone: The GPS receiver determines a position without any assistance from the
mobile network. It must obtain all necessary information from GPS satellites.

M obile-based (network assisted): The GPS receiver obtains satellite almanac and
ephemeris data from the mobile network. This may reduce the time to determine the
first position fix.

M obile-assisted (network calculated): The GPS receiver may send raw satellite datato
the mobile network. The network cal culates the position of the mobile device, using
additional information available to the base station. This may increase the accuracy of
position fixes.

Your provider may apply additional connection charges when network assistance or
calculation is used.

Number of position fixes: The GPS receiver can provide continuous position fixes, or
stop after the specified number of fixes.

Time allowed per fix: The maximum amount of time allowed to determine a position
fix.

Interval between fixes. The time between the start of one position fix to the start of the
subsequent fix.

Desired accuracy of fix: The preferred accuracy of a position fix. If thisaccuracy is not
availablein the time allowed, the best available position is provided.
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The following options configure advanced settings to manage the mobile PPP connection

established by the Digi device. Unless otherwise stated, the mobile PPP connection is not restarted
with the new settings when the changes are applied (saved). The changes are applied the next time
the mobile PPP connection is restarted. Settings vary between CDMA and GSM cellular modems.

CDMA cellular modem advanced settings

m  Mobile Technology Settings: Selects the CDMA technology to be used for the mobile
service connection. The available service depends on the mobile service provider and
the geographic location of the Digi device server.

Note: The mobile PPP connection is not automatically restarted when a technology
selection is configured.

Automatic: Enables automatic selection of atechnology for the mobile service
connection, whichever service is available. The modem will look for EvDO (3G) or
IXRTT (2G) service, whichever is available in that location.

IXRTT: Restrict the modem to find IXRTT (2G) service only.
EvDO: Restrict the modem to find EvDO (3G) service only.

= Mobile Antenna Settings. Selects the mobile antenna configuration.

Antenna diversity (two antennas): Automatically receive on either the main or
auxiliary antenna, depending on which antenna has a better signal. Use this setting if
two antennas are connected.

Primary antenna only: Always receive on the main antenna. Use this setting if only
one antenna is connected.
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GSM cellular modem advanced settings

Mobile Band Settings: Select the mobile service frequency bands to be configured in
the modem. The default selection Automatic should be used unless there is areason to
configure specific bands only.

Note: The mobile PPP connection is not automatically restarted when a band selection
is configured.

— Automatic: Enables automatic service band selection by the modem.
-  2G Only:
— 3G Only:

— Manual: Selectstheindividua service bandsto be configured. Improper selection or
combinations may result in afailure to establish a mobile connection. Select one or
more of these values; 850 MHz, 900 MHz, 1800 MHz, 1900 MHz.

Moabile Carrier Settings. Mobile carrier selection allows the mobile device to be
configured to use a specific mobile service only. The recommended and normal
operation isfor the mobile device to automatically find service with an available carrier.
However, amanua selection can be configured to force the use of a particular carrier.
Please be aware that use of amanual carrier selection can result in asignificantly longer
time interval for the unit to find service on the specified network. Both the mobile
network and the mabile device (modem) may influence this behavior. Thereforeit is
recommended that the Automatic selection be used wherever possible.

War ning: The scan for available carriers requires that the mobile PPP connection be
terminated to perform the scan. A successful scan cannot be performed and completed if
it isinitiated over the mobile connection, since the scan procedure requires user
interaction that is not possible after the mobile PPP connection has been terminated.

— Automatic: Enables automatic selection of acarrier for the mobile service connection.
The mobile PPP connection is not automatically restarted if automatic carrier selection
is configured.

— Manual: Enables manual selection of the Network ID of acarrier for the mobile service
connection. The carrier selection is the concatenation of the Mobile Country Code
(MCC) and Mobile Network Code (MNC) value for acarrier. The MCC isalways a
three-digit decimal value, and the MNC is either atwo- or three-digit decimal value. A
properly entered Network ID is composed of five or six decimal digits, with no other
charactersin that value.

The Scan available carriers... link initiates awizard that instructs the modem to
scan for available carriers and display alist from which the desired carrier may be
selected. The scan may take aslittle as 20 seconds or up to two minutesto complete.
Scanning for carriers requires that the mobile PPP connection be terminated so the
scan may be performed. Upon completion of the wizard, the mobile PPP connection
is restarted using the selected carrier.

Note: If the M obile Band Settings selection in use by the modem is other than
Automatic, thelist of carriersreturned by the scan may include only a subset of the
carriersavailable in the area.

The Network ID from acarrier selection from the list can be manually entered.
However, the mobile PPP connection is not automatically restarted if the manual
entry method is used.
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Digi SureLink™ settings

The Mobile Connection Settings configure Digi SureLink™ settings for a Digi device. SureLink
ensures that a Digi deviceisin astate where it can connect to the mobile network, and they can be
used to monitor the integrity of the established mobile connection.

There are two groups of SureLink settings:

Hardware Reset Thresholds: These settings can be configured to clear any error states
that were resident in the Digi device's cellular module, so the device can once again
connect to the network, if the connection islost. It doesthis by first resetting the cellular
module after a default or specified number of consecutive failed connection attempts,
and then resetting the Digi device after adefault or specified number of failed
consecutive connection attempts. Each of these connection-failure settings can be
disabled aswell.

Link Integrity Monitoring settings: These settings can be configured to perform a
selected test to examine the functional integrity of the network connection, and take
action to recover the connection in the event that it islost.

Hardware reset thresholds

Hard reset the modem module after the following number of consecutive failed
connections: Enables or disables a hard reset of the cellular modem module after the
specified number of failed connection attempts.This value can be a number between 1
and 255. The default is 3.

Power-cycle the device after the following number of consecutive failed
connections: Enables or disables a power-cycle of the Digi device after the specified
number of failed connection attempts. This value can be a number between 1 and 255.
The default is O, or off.
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Link integrity monitoring settings

EnableLink Integrity Monitoring using the test method selected below: Enables or
disables the link integrity monitoring tests. If this setting is enabled, the other Link
Integrity Monitoring settings may be configured and are used to verify the functional
integrity of the mobile connection. The default is off (disabled).

There are three tests available:
—  Ping Test

—  TCP Connection Test

—  DNS Lookup Test

You can use these tests to demonstrate that two-way communication isworking over the
mobile connection. Several tests are provided because different mobile networks or
firewallsmay allow or block Internet packets for various services. Select the appropriate
test may be selected according to mobile network constraints and your preferences.

Thelink integrity tests are performed only while the mobile connection is established. If
the mobile connection is disconnected, the link integrity tests are suspended until the
connection is established again.

For the link integrity tests to provide meaningful results, the remote or target hosts must
be accessible over the mobile connection and not through the LAN interface of the
device (if it has one). That is, the settings should be configured to guarantee that the
mobile connection is actually being tested.

Thelink integrity test settings may be modified at any time. The changes are used at the
start of the next test interval.

Ping Test: Enables or disables the use of “ping” (ICMP) as atest to verify the integrity
of the mobile connection. Thetest is successful if avalid ping reply isreceived in
response to the ping request sent. The ping test actually sends up to three ping requests,
at three second intervals, to test the link. When avalid reply is received, the test
completes successfully and immediately. If areply is received for the first request sent,
thereis no need to send the other two requests.

Two destination hosts may be configured for thistest. If the first host failsto reply to all
three ping requests, the same test is attempted to the second host. If neither host replies
to any of the ping requests sent, the test fails. The primary and secondary addresses may
be either IP addresses or fully qualified domain names.

—  Primary Address: First host to test.
—  Secondary Address: Second host to test (if the first host fails).
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TCP Connection Test: Enables or disables the creation of anew TCP connection as a
test to verify the integrity of the mobile connection. The test is successful if a TCP
connection is established to a specified remote host and port number. If the remote host
actively refuses the connection request, the test is al so considered to be successful, since
that demonstrates successful two-way communication over the mobile connection. The
TCP connection test waits up to 30 seconds for the connection to be established or
refused. When the TCP connection is established, the test compl etes successfully, and
the TCP connection is closed immediately.

Two destination hosts may be configured for thistest. If the first host failsto establish
(or refuse) the TCP connection, the same test is attempted to the second host. If neither
host successfully establishes (or refuses) the TCP connection, the test fails. The primary
and secondary addresses may be either | P addresses or fully qualified domain names.

—  TCP Port: The TCP port number to connect to on the remote host (default 80).
—  Primary Address: The address of the first host to test.
—  Secondary Address: The address of the second host to test (if the first host fails).

DNS Lookup Test: Enables or disables the use of a Domain Name Server (DNS)
lookup as atest to verify the integrity of the mobile connection. The test is successful if
avalid reply isreceived from a DNS server. Typically, this means the hostname is
successfully “resolved” to an |P address by a DNS server. But even areply such as“not
found” or “name does not exist” is acceptable as a successful test result, since that
demonstrates successful two-way communication over the mobile connection. When a
valid reply is received, the test completes successfully and immediately.

The DNS servers used in this test for the hosthame lookup, are the primary and
secondary DNS servers obtained from the mobile network when the mobile PPP
connection isfirst established. These addresses can be viewed by going to
Administration > System Information > Mobile.

Note that this DNS test is independent of the norma DNS client configuration and
lookup cache, which is used for other hostname lookups. This test has been specifically
designed to require communication over the maobile connection for each lookup, and to
avoid being “short-circuited” by previously cached information. Also, this test does not
interfere in any way with the normal DNS client configuration of this device.

Two hostnames may be configured for this test. If the first hostname failsto get areply,
the same test is attempted for the second hostname. If no reply is received for either
hostname, the test fails. The primary and secondary DNS names should be fully
qualified domain names. Note that the reverse lookup of an IP addressis possible, but
that isusually unlikely to succeed in returning a name. Still, such areverse lookup can
be used to demonstrate the integrity of the mobile connection.

—  Primary DNS Name: Thefirst hostname to look up.

—  Secondary DNS Name: The second hostname to look up (if the first hosthame fails).
Repeat the selected link integrity test every N seconds: Specifiestheinterval, in
seconds, at which the selected test isinitiated (repeated). A new test will be started

every N seconds while the mobile connection is established. Thisvalue must be between
10 and 65535. The default is 240.

If the configured interval islesstimethan it takes atest to complete, the next test will
not be initiated until the previous (current) test has completed.
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= Test only when idle: if no datais received for the above period of time: Specifies that
the test repeat interval (above) isto be used asanidle period interval. That is, initiate the
selected link integrity test only after no data has been received for the specified interval
of time. This changes the behavior of the test in that the test interval varies according to
the presence of other data received from the mobile connection.

Although using thisidle option may result in less data being exchanged over the mobile
connection, it also prevents the link integrity tests from running as often to verify the
true bi-directional state of that connection.

m  Resat thelink after thefollowing number of consecutivelink integrity test failures:
Specifies that after the configured number of consecutive link integrity test failures, the
mobile connection should be disconnected and reestablished. This value must be
between 1 and 255. The default is 3. When the mobile connection is reestablished, the
“consecutive failures’ counter is reset to zero.

If the mobile connection is disconnected for any reason (including not as aresult of a
link integrity test failure), the consecutive failures count isreset to zero when the mobile
connection is reestablished.

Status and statistical information for mobile connections

Once the mobile settings have been configured, you can monitor the status of mobile connections
by going to Administration > System | nformation > Mobile. See "Mobile information and
statistics' on page 209.

From the command line, this mobile information is displayed by issuing display maobile and
display pppstats commands.
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Update PRL settings

Note These settings apply to Digi cellular-enabled products that use the Sierra Wireless
MC57xx series COMA/EVDO modules.

The Update PRL pageisfor loading a preferred roaming list (PRL) into the cellular module on the
Digi device. A PRL is adatabase that residesin a mobile device that contains information used
during the system sel ection and acquisition process. It is built by the mobile service provider,
and is normally not accessible to users.The PRL indicates which bands, sub bands and
service provider identifiers will be scanned and in what priority order. Without a PRL, amobile
device may not be able to roam, or obtain service outside of the home area. There may be cases
where missing or corrupt PRL's can lead to not having service at all.

On many networks, regularly updating the PRL is advised if the subscriber uses the device outside
the home area frequently, particularly if they do so in multiple different areas. This allows the
mobile device to choose the best roaming carriers, particularly “roaming partners’ with whom the
home carrier has a cost-saving roaming agreement, rather than using non-affiliated carriers. PRL
files can also be used to identify home networks along with roaming partners, thus making the PRL
an actual list that determines the total coverage of the subscriber, both home and roaming
coverage.

To load a PRL, fill in values for these settings:

n PRL File: Thelocation and name of the PRL file to be loaded into the cellular module.
Enter the PRL file's pathname or click the Browse button and use the browse diaog to
select thefile.

m  MSL/OTSL: The master subsidy lock (MSL) or aone-time subsidy lock (OTSL)
associated with the module. Thisvalue is a six-digit activation or unlock code supplied
by the mobile service provider.

Click the Upload button to upload the PRL file to the cellular module.

If the PRL loading/updating operation was successful, the status message PRL update successful is
displayed in a blue box above the settings.

If an error occurs, ared box with a message describing the error is displayed above the settings.

PRL updates can also be done over the air by dialing the over-the-air (OTA) feature code
*228.
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Short Message Service (SMS) settings

The following options configure the cellular Short Message Service (SMS) capabilities of the
mobile module of the Digi device.

Important Notes:

Global SM S settings

To determine whether the cellular modem in a Digi device supports SMS, Telnet to the
command line and enter the show smscell command. If an error message is returned
(error: show option not found), then SMSis not supported for that Digi device.

SMSis afeature that may be available as part of your mobile service agreement.
However, sending and receiving short messages (or “text messages’) may have
additiona costs. Before using the SM S capabilities of your Digi device, verify with your
mobile service provider that your agreement includes SM S as part of your service plan.
Understand the costs of SMS before you enable the SM S features on this Digi device.

Please read " Supported Character Set" on page 130.

Digi devices can be configured to be managed by Device Cloud via SM'S commands.
These configuration settings are on the Configur ation > Device Cloud > Device Cloud
SM S Settings page and described on page 177. This Device Cloud SM S functionality
must be enabled through the Global SM S settings, described below.

Enable cellular Short M essage Service (SM S) capabilities: Enable SM S features on
this Digi device. When this option is enabled, the remaining SM S options may be
configured. Thisoption is disabled (off) by default.

Send ACK reply via SM Swhen command is accepted: When acommand message is
received viaSM S, send an acknowledgement (ACK) message via SMSto the originator
of the command message, indicating that the command has been accepted and will be
processed. This option is disabled (off) by default.

Send NAK reply via SMSif password validation fails. When a command message is
received via SMS, and arequired password is either missing or incorrect, send a
negative acknowledgement (NAK) message via SM S to the originator of the command
message, indicating that the command has been rejected due to password validation
failure. This option is disabled (off) by default.

Global SM'S Command Passwor d: When a command message is received viaSMS,
and a globa password is specified in these settings, that password must be provided by
the originator of the command message or the message will be rejected by the Digi
device. If acommand-specific password is configured, that command-specific password
must be provided instead of this global command password. Specifically, a command-
specific password overrides the global password, and the global password is not
considered if a command-specific password is configured in the settings. This optionis
disabled (no global password required) by default. To remove the password, ssimply
clear the password field on the settings page.
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Default M essage Receiver: When amessage is received via SMS, the

Default M essage Receiver is used to determine which SMS “ user” will receive the
message and process it. This handling pertains to messages that are not enabled
commands for which command processing is performed. The choices for this option are:

— Log Only: Thereceived message is logged but otherwise not processed (default
option).

—  Python: The received message is passed to the standard Python receiver. Further
processing of the message text is the responsibility of the Python program that is
implemented to receive SM 'S messages. Note that these messages are logged when they
are placed on the Python read queue.

Enable extended detail for SM S event logging (verbose): The SMS feature normally
records limited, relevant activities to the system event log. These log entries identify
SMSinitialization, reconfiguration, and message send/receive activities. For
troubleshooting purposes, the message send and receive activity logging can be
recorded in greater detail by enabling this option. However, this can result in filling the
event log with more SMS activity records than are useful for normal operation, and it is
recommended that this option should be enabled only if greater detail is required for
someinterval of time. Thisoption is disabled (off) by default.

Python-related settings for the SM S feature include:

Enable SM Ssupport for Python: Enable SM S features for Python on this Digi device.
When this option is enabled, the remaining Python-specific SM'S options may be
configured. This option is enabled (on) by default.

Received M essage Queue M aximum: The number of received messages that may be
placed on the dedicated Python SM'S message read queue awaiting processing by
Python. Once thislimit is reached, new received messages are logged but discarded
until the read queue falls below this configured maximum message count. The default
value for this setting is 100 messages.

Received M essage Hold Time Maximum: The maximum amount of timein seconds
that a received message will be held on the dedicated Python SM 'S message read queue
while waiting for Python SM S message processing to be brought into service. This
setting allows messages to be received and queued for Python before the Python
program that processes them is ready to receive such messages, thereby eliminating loss
of messages that are received before the Python program is ready to handle them. The
default value for this setting is 600 seconds (10 minutes).

Python SM S Passwor d: Although this useisnot typical, amessage may be directed for
deliver to Python by sending “#python” as a command to this Digi device. In such a
case, this Python password may be configured to validate the acceptance of such a
command message before it is accepted and placed on the dedicated Python SMS
message read queue for further processing. When Python is configured as the

Default M essage Receiver, it isnot necessary to use the Digi device command message
syntax, since al otherwise unhandled messages will be delivered to the Python read
gueue. However, password validation is not performed for non-command messages.
This option is disabled (no Python password required) by default. To remove the
password, simply clear the password field on the settings page.
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Built-ln Command Settings

Several built-in commands are supported for execution via SM'S messages sent to your Digi
device. Descriptions of built-in command-related settings for the SM S feature follow. Full detailed
descriptions of the SM'S command syntax and supported command optionsis available on the Digi
support web site.

Supported commands

The following commands are supported.

Built-incommand Description

#help (alias#?) The Digi device replies to the sender via SM S with a message that

specifies the command syntax and alist of the supported, available
commands that may be sent to this device. Y ou may obtain further help
for a specific command by sending that command as a parameter. For
example, send #help ping to request a help reply for the #ping built-in
command.

Request that a CL1 command be run on the Digi device. The output
from the CLI command is returned to the sender via SMS, with alimit
of around 2000 characters for the number of CLI output characters
returned in the reply.

#idigi Manage or obtain status for a device connection to a Device Cloud
(alias #cwm) server. The Digi device repliesto the sender via SMS with a message

that contains the status or result of the requested action.

#ping Request that the Digi device reply to the sender via SMSto verify two-

way SMS communication between the sender and the Digi device.

Command options

For each built-in command, the following options are supported:

Enable
The command is enabled for use via SMS. All commands are enabled by defauit.

Password

The configured password must be specified on the command message for that message
to be accepted for further processing. If acommand-specific password is configured,
that command-specific password must be provided instead of the global command
password (if oneis configured, see Global SMS Command Password above).
Specifically, acommand-specific password overrides the global password, and the
global password is not considered if a command-specific password is configured in the
settings. Thisoption is disabled (no command password required) by default. To remove
the password, simply clear the password field on the settings page.

128




Configuration through the web interface

Sender Control List (SCL) Settings

The Sender Control List (SCL) permits the user to select the addresses (or phone numbers) from
which SMS messages will be accepted. Thisisin effect a“ Caller ID” capability in which message
senders are screened by the Digi device and either processed or discarded according to the
configured SCL rules.

Following are descriptions of the SCL-related settings for the SM S feature.

m  Enable SMS Sender Control List: Enable the Sender Control List capabilities on this
Digi device. When this option is enabled, the remaining SCL -specific SM S options may
be configured. This option is disabled (off) by default.

m  Send NAK reply via SM Sif received messageisrejected by SCL: When amessageis
received via SMS, SCL is enabled, and the sender is not permitted by the SCL rules,
send a negative acknowledgement (NAK) message via SMS to the originator of the
command message, indicating that the message has been rejected due to the configured
SCL rules. This option is disabled (off) by default.

For each SCL rule, the following options may be configured:

m  Enable Theruleisenabled for use by SMS. Rules may be enabled and disabled
without removing them altogether from the SCL. Disabled rules are ignored when
examining received messages.

m  Sender Address (Phone Number): The address (phone number) of the sender for
which thisrule applies. If the sender's address matches this configured address, the SMS
message is accepted for further processing. If the sender's address does not match any of
the enabled SCL rule addresses, it is rejected and no further processing is performed. To
remove the address, smply clear the address field on the settings page.

m  Match Type: Thetype of address match test that is to be performed for thisrule. There
are four supported match types.

—  Exact: The sender's address must match exactly the address configured for thisrule.

— Right: The sender's address must match the address configured for this rule when
comparing the righmost characters to the shorter of the two strings (sender address, rule
address). For example, “5551212" matches “13125551212" since the rightmost
characters match to the length of the shorter string, “5551212”. Thisisthe default match
type.

—  Left: The sender's address must match the address configured for this rule when
comparing the leftmost characters to the shorter of the two strings (sender address, rule
address). For example, “1312555" matches “13125551212" since the leftmost
characters match to the length of the shorter string, “1312555".

—  Partial: The sender's address must match the address configured for this rule when
comparing the consecutive characters to the shorter of the two strings (sender address,
rule address).For example, “312555” matches “ 13125551212 since the shorter string
“312555” isasubstring of the longer string “13125551212”.
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Supported Character Set

For SMSviaGSM service, it is necessary to translate between the GSM 03.38 7-bit a phabet and
ASCII, which isthe native character set for the Digi device and is the character set used in the CLI
and web UI.

The characters of ASCII and GSM 03.38 do not map one-to-one, and in fact some ASCI|
characters must be represented in GSM 03.38 as multi-character escape sequences (per extensions
to the original GSM 03.38 alphabet). In the table below, such characters are shown as “0x1Bhh”
under the*GSM 03.38 Code” column. This notation indicates a two-character sequence, where
“hh” isapair of hexadecimal digits.

In the reverse trandation (from GSM 03.38 to ASCII), some of the GSM 03.38 characters have no
ASCII counterpart. These are replaced with ASCII space characters. One exception is the
INVERTED QUESTION MARK (0x60 in GSM 03.38) which is replaced with an ASCI|
QUESTION MARK (0x3F) character.

The following table documents the supported characters and the mapping used between these two
alphabets. Note that “unknown” characters are replaced with space characters during the
trandation. In the table below, such characters are shown as “0x20 *” under the “*GSM 03.38
Code” column.

Notes for the table;

(1) The GRAVE ACCENT character (0x60) in ASCII has no counterpartin GSM 03.38. A
substitution is made using the APOSTROPHE (0x27) in its place.

* The characters marked with * indicate a substitution since the ASCI| characters have
no counterpart in GSM 03.38. These characters are replaced with the SPACE (0x20)
character. As such, these characters are not supported in the Digi product support of
GSM short messages.
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Supported character set

GSM
ASCII 03.38 ASCI|
Code Code Character Description
0x00 0x20 * NUL NULL
0x01 0x20 * SOH START OF HEADING
0x02 0x20 * STX START OF TEXT
0x03 0x20 * ETX END OF TEXT
0x04 0x20 * EOT END OF TRANSMISSION
0x05 0x20 * ENQ ENQUIRY
0x06 0x20 * ACK ACKNOWLEDGE
0x07 0x20 * BEL BELL
0x08 0x20 * BS BACKSPACE
0x09 0x20 * HT HORIZONTAL TABULATION
Ox0A Ox0A LF LINE FEED
0x0B 0x20 * VT VERTICAL TABULATION
0x0C 0x1BOA FF FORM FEED
0x0D 0x0D CR CARRIAGE RETURN
OxOE 0x20 * SO SHIFT OUT
OxOF 0x20 * S SHIFT IN
0x10 0x20 * DLE DATA LINK ESCAPE
Ox11 0x20 * XON DEVICE CONTROL ONE
0x12 0x20 * DC2 DEVICE CONTROL TWO
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Supported character set (Continued)

GSM
ASCII 03.38 ASCII
Code Code Character Description
0x13 0x20 * XOFF DEVICE CONTROL THREE
0x14 0x20 * DC4 DEVICE CONTROL FOUR
0x15 0x20 * NAK NEGATIVE ACKNOWLEDGE
0x16 0x20 * SYN SYNCHRONOUS IDLE
0x17 0x20 * ETB END OF TRANSMISSION BLOCK
0x18 0x20 * CAN CANCEL
0x19 0x20 * EM END OF MEDIUM
Ox1A 0x20 * SUB SUBSTITUTE
0x1B 0x20 * ESC ESCAPE
ox1C 0x20 * FS FILE SEPARATOR
0x1D 0x20 * GS GROUP SEPARATOR
Ox1E 0x20 * RS RECORD SEPARATOR
Ox1F 0x20 * us UNIT SEPARATOR
0x20 0x20 SP SPACE
0x21 0x21 ! EXCLAMATION MARK
0x22 0x22 " QUOTATION MARK
0x23 0x23 # NUMBER SIGN
0x24 0x02 $ DOLLAR SIGN
0x25 0x25 % PERCENT SIGN
0x26 0x26 & AMPERSAND
0x27 0x27 ' APOSTROPHE
0x28 0x28 ( LEFT PARENTHESIS
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Supported character set (Continued)

GSM

ASCII 03.38 ASCII

Code Code Character Description
0x29 0x29 ) RIGHT PARENTHESIS
Ox2A Ox2A * ASTERISK
0x2B 0x2B + PLUS SIGN
0x2C 0x2C , COMMA
0x2D 0x2D - HYPHEN-MINUS
Ox2E Ox2E . FULL STOP (PERIOD)
Ox2F Ox2F / SOLIDUS (SLASH)
0x30 0x30 0 DIGIT ZERO
0x31 0x31 1 DIGIT ONE
0x32 0x32 2 DIGIT TWO
0x33 0x33 3 DIGIT THREE
0x34 0x34 4 DIGIT FOUR
0x35 0x35 5 DIGIT FIVE
0x36 0x36 6 DIGIT SIX
0x37 0x37 7 DIGIT SEVEN
0x38 0x38 8 DIGIT EIGHT
0x39 0x39 9 DIGIT NINE
Ox3A Ox3A : COLON
0x3B 0x3B ; SEMICOLON
0x3C 0x3C < LESS-THAN SIGN
0x3D 0x3D = EQUALS SIGN
Ox3E Ox3E > GREATER-THAN SIGN
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Supported character set (Continued)

GSM
ASCII 03.38 ASCII
Code Code Character Description

Ox3F Ox3F ? QUESTION MARK

0x40 0x00 @ COMMERCIAL AT

0x41 0x41 A LATIN CAPITAL LETTERA
0x42 0x42 B LATIN CAPITAL LETTERB
0x43 0x43 C LATIN CAPITAL LETTERC
0x44 0x44 D LATIN CAPITAL LETTERD
0x45 0x45 E LATIN CAPITAL LETTERE
0x46 0x46 F LATIN CAPITAL LETTERF
0ox47 Oox47 G LATIN CAPITAL LETTERG
0x48 0x48 H LATIN CAPITAL LETTERH
0x49 0x49 I LATIN CAPITAL LETTERI
Ox4A Ox4A J LATIN CAPITAL LETTERJ
0x4B 0x4B K LATIN CAPITAL LETTERK
0x4C 0x4C L LATIN CAPITAL LETTERL
0x4D 0x4D M LATIN CAPITAL LETTERM
Ox4E Ox4E N LATIN CAPITAL LETTERN
Ox4F Ox4F 0] LATIN CAPITAL LETTERO
0x50 0x50 P LATIN CAPITAL LETTERP
0x51 0x51 Q LATIN CAPITAL LETTERQ
0x52 0x52 R LATIN CAPITAL LETTERR
0x53 0x53 S LATIN CAPITAL LETTER S
0x54 0x54 T LATIN CAPITAL LETTERT
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Supported character set (Continued)

GSM

ASCII 03.38 ASCII

Code Code Character Description
0x55 0x55 U LATIN CAPITAL LETTER U
0x56 0x56 \% LATIN CAPITAL LETTERV
0x57 0x57 W LATIN CAPITAL LETTERW
0x58 0x58 X LATIN CAPITAL LETTER X
0x59 0x59 Y LATIN CAPITAL LETTERY
Ox5A Ox5A Z LATIN CAPITAL LETTER Z
0x5B 0x1B3C [ LEFT SQUARE BRACKET
0x5C 0x1B2F \ REVERSE SOLIDUS (BACKSLASH)
0x5D Ox1B3E ] RIGHT SQUARE BRACKET
Ox5E 0x1B14 N CIRCUMFLEX ACCENT
OX5F Ox11 B LOW LINE (UNDERSCORE)
0x60 0x27 (1) ) GRAVE ACCENT
0x61 0x61 a LATIN SMALL LETTERA
0x62 0x62 b LATIN SMALL LETTERB
0x63 0x63 c LATIN SMALL LETTERC
0x64 0x64 d LATIN SMALL LETTERD
0x65 0x65 e LATIN SMALL LETTER E
0x66 0x66 f LATIN SMALL LETTERF
0x67 0x67 g LATIN SMALL LETTER G
0x68 0x68 h LATIN SMALL LETTERH
0x69 0x69 i LATIN SMALL LETTERI
Ox6A Ox6A i LATIN SMALL LETTER J
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Supported character set (Continued)

GSM

ASCII 03.38 ASCII

Code Code Character Description
0x6B 0x6B k LATIN SMALL LETTERK
0x6C 0x6C I LATIN SMALL LETTERL
0x6D 0x6D m LATIN SMALL LETTERM
Ox6E Ox6E n LATIN SMALL LETTERN
Ox6F Ox6F o] LATIN SMALL LETTER O
0x70 0x70 p LATIN SMALL LETTERP
0x71 0x71 q LATIN SMALL LETTERQ
0x72 0x72 r LATIN SMALL LETTERR
0x73 0x73 S LATIN SMALL LETTER S
0x74 0x74 t LATIN SMALL LETTERT
0x75 0x75 u LATIN SMALL LETTER U
0x76 0x76 v LATIN SMALL LETTERV
ox77 ox77 w LATIN SMALL LETTERW
0x78 0x78 X LATIN SMALL LETTER X
0x79 0x79 y LATIN SMALL LETTERY
Ox7A 0x20 z LATIN SMALL LETTER Z
0x7B 0x1B28 { LEFT CURLY BRACKET
0x7C 0x1B40 | VERTICAL LINE (PIPE)
0x7D 0x1B29 } RIGHT CURLY BRACKET
OxX7E 0x1B3D ~ TILDE
Ox7F 0x20 * DEL DELETE
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XBee network settings

A Digi ConnectPort X gateway provides a gateway between an Internet Protocol (IP) network and
anetwork of variouswireless devices containing X Bee RF modules. Typically, these X Bee devices
are small sensors and controllers.

The XBee Configuration settings (Configuration > XBee Networ k) displays aview of XBee
network devices, including the ConnectPort X gateway and any nodes that have been discovered
by the XBee module in the ConnectPort X gateway.

In the Node Type column, the descriptors for the nodes can vary by the firmware type running in
the nodes. For example, the display below shows an XBee network running XBee ZB firmware.
The ConnectPort X4 gateway serves asthe coordinator. There is one other node in the network, an
XBee Digital 1/0 Adapter. In this network, the adapter isarouter. Nodes can aso be displayed as
end devices, and gateways can aso serve as routers.

The Clear list before discovery checkbox clears the discovery list of previously discovered nodes
before performing another discovery operation.

w XBee Devices

Gateway Device Details

Pam ID:  Ox4aca - Ox0000000000009105
Channel: 0214 (2450 MHz)
Gateway &ddress: 00:12:a2:00:40:4h:237:c7!
Gateway Firmware: 0x2186

Metwaork Wiew of the XBee Devices

Select a device to configure:

MNode ID « Network Address  Extended Address Mode Type | Product Type
_GE_‘Water  [0000] O 1zia2:00: 40 4h: 2707 coordinator | X4 Gateway
ICE_MATS [33=0]! 00:13:a=:00:40:52:9+:b2! | router Digital IO Adapter

1 coordinatar, 1 router

[ Discover xBee Devices ]

Clear list before discovery

P Gateway Firmware Update
P OTA Firmware Update Setup
B OTA Firmware Update Status

XBee 802.15.4 series products show all nodes as end nodes by default, though one node in the
network can be set as coordinator, asin this example:
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Metwork Wiew of the xBee Devices

Node ID  MNetwork Address  Extended Address Node Type [ Product Type
[Oooo]! 00:13:a2:00:40:30:fh: 321§ coordinator | x4 Gateway
[Daoa]! 00:13:a2:00:40:53:6d:f21 § end node

The node list can be sorted by clicking on any column heading.

Clicking on the Network Address or Extended Address of anode displays the configuration
settings for the XBee RF module in the ConnectPort X gateway. There are several pages of
configuration settings: basic and advanced settings for the XBee RF module. The settings
displayed vary depending on the XBee RF protocol running in the XBee modules. The settings
shown here are for an XBee ZB module.

XBee Configuration Return to Metwork Wiew 4 Pr

Extended Address: 00:13:a2:00:40:4h:87:c7!
Product Type: x4 Gateway
Firmware Yersion: 0x2186

w Basic Settings

Basic Radio Settings

Extended PAN ID (ID): O=00000000000049705 2 hex bytes

Setting to O allows a random extended PAM ID to be used.
HNode Identifier (NI): _GE_“Water

Discover Timeout (MT): 511] @ 100 msec (32-255)
Scan Channels (SCh (=100 bex (Ox3fff=all channels)
Scan Duration (50): 3 (0-7)

Advanced Fadio Settings

Allows Join Time (M1): 256 seconds (0-255. 255=always)
Broadcast Hops (BH): 1] (0-22, O=maximurm)
[ Applhy ][ Cancel ]

b Advanced Settings
b Device Status

P Device Operations
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Advanced Settings

A

Device Status

The Basic Settings control basic operation of the XBee module in an XBee network. Advanced
radio settings control behavior of the XBee module at amore detailed level. Generally, these

settings can be |eft at their defaults. For compl ete settings and their descriptions, see the Product
Manual for the XBee or XBee-PRO RF modulein your product. View and change configuration

settings as needed. To apply configuration changes, click Apply.

Note

s Changing the PAN ID may make the XBee module inaccessible from the rest of the

XBee network.

m  If you assign aNode Identifier, to view it, go to Configuration > XBee Network and
click Refresh. The new name is displayed in the Node I dentifier field.

The Device Status page displays status information for anode. The parameters displayed vary
based on the capabilities supported by the node's XBee module; common parameters include the
PAN ID, firmware and hardware versions, and the device type identifier. Here is an example
Device Status page: Again, see the Product Manual for the XBee or XBee-PRO RF modulein your

product for parameter descriptions.
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w Device Status
xBee Mode
Mode Type: coordinator
Profile 10 Oxcl05
Manufacturer ID: Ox101e
RF Module
P&M identifier (OI): Oxdaca
Extended PAMN identifier (OP): Ox0000000000009105
Operating channel (CH): Ox=14
Metwork address (MY O=0
Association indication (AL Ox0
Firmware version (VE): Ox=2186
Hardware version (HY): Oxladd
Device type identifier (DD): Ox30002
Murmber of remaining children (MC): 10
Maximum RF payload (NP 255 hytes
Supply voltage (%) 3398 mvolts
Feceived sighal strength (DB): 39 -dBm
Transmit power at PL4 (PP): 255 dBm
ACK failures (EA): 5
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Device Operations

Identify Device

Reset Device

The Device Operations page is used to perform several tasks on nodes. The operations displayed
depend on the network type and node type.

The Identify Device operation is available for XBee ZB, XBee Smart Energy, and XBee DigiMesh
nodes, but not for XBee 802.15.4 nodes. This operation causes the node to flash its association
LED for a specified amount of time. This operation can be useful in locating a node among alarge
array of nodes. Specify the amount of time and click | dentify Device.

For all node types except a gateway, two reset device operations are available.

m  Software Reset: A software reset resets the device without using the hardware reset
button/function. If the scan channels or PAN 1D were modified since the last reset, a
network reset is performed aswell. (Thisoperation is performed in the XBee module by
executing the AT command FR.)

m  Network Reset: A network reset will cause the deviceto reset its network configuration
information, reset, and rejoin a network. A network reset is available for XBee ZB,
XBee Smart Energy, and XBee DigiMesh nodes, but not for XBee 802.15.4 nodes. (This
operation is performed in the XBee module by executing the AT command NR=0.)

s Caution: A network reset may cause a node to no longer be accessible from this
gateway.

Backup and Restore Configuration

The XBee RF module configuration settings for nodes can be saved to a backup file and used to
restore the configuration settings if the need ever arises.

The Backup operation saves the node’s XBee RF module configuration settings to afile. The
resulting backup fileisa .pro file that is compatible with the X-CTU configuration tool. This
means that backup files can be saved or loaded from the XBee RF module using X-CTU aswell as
the gateway’s command line or web interfaces.

The Restor e operation sets the node’s X Bee RF module configuration settings to those in the
specified .profile.

Caution: A restore operation may cause the device to reset its network information, reset, and
rejoin anetwork. It may no longer be accessible from this gateway.
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Firmware updates for XBee modules

XBee RF modules can be updated with new firmware over the XBee network. XBee firmware
updates are available through Digi Technical Support. There are two kinds of XBee firmware
updates:

= A gateway firmware update, which is an update of the XBeefirmwarein the Digi device
serving as a gateway for an XBee network

m  An OTA (Over the Air) firmware update, which is an update of the XBee firmwarein the
XBee network nodes. As XBee networks can involve alarge number of nodes, Digi
provides away to schedule automatic X Bee firmware updates and manage firmware
files.

XBee Firmware requirements
XBee firmware updates involve several requirements:

m  The XBee firmware version must be compatible with the XBee modul€'s hardware and
the ConnectPort X gateway firmware.

m  The XBee firmware must also be over-the-air compatible with other nodes. Generally,
this means that the gateway and nodes must be of the same network type (ZB, 802.15.4,
etc.) and have the same or similar firmware version.

m  XBeefirmwarefilesfollow aset of naming conventions that identify the firmware by
network, radio, node, and file type, and revision level. Understanding these conventions
isimportant in locating and downloading the appropriate firmware files from Digi. See
"X Bee firmware file-name conventions' on page 145.
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Gateway firmware updates

The process for updating the XBee firmware for a gateway is as follows:

1
2

Download the appropriate firmware file from Digi.

In the web interface, go to Configuration > XBee Network > XBee Configuration.
Click the Gateway Firmware Update link.

The Gateway Firmwar e Update page showsthe type of XBeeradio in the gateway and
the current firmware level.

Enter or browse to the filename containing the firmware update for the gateway’s XBee
module. Firmware files for ZigBee nodes (ZNet, ZB, SE) have an .ebl extension. Firmware
filesfor al other nodes have an .oem extension. Files ending with .zip or .ehx cannot be
used on this page. More details on firmware filename conventions are on page 145.

Click the Update button.
After the firmware is loaded successfully, the XBee module will be restarted.

Settings preserved during gateway firmware updates

If the gateway is enabled, most XBee module settings will be preserved during the firmware
update. Some settings, such as encryption keys, may not be preserved and must be entered again.

Note The gateway can be disabled by the set xbee state=off command. It will also be

disabled if it cannot communicate with its XBee module. The most likely cause of this
state is unsupported firmware on the XBee module. The XBee modul€'s firmware can
still be updated when the gateway is disabled.
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OTA firmware updates

OTA XBee firmware updates update the firmware for X Bee network nodes. These firmware
updates are supported for XBee ZB modules only.

Perform OTA firmware updates
To perform OTA firmware updates:

1 Download the appropriate firmware file from Digi.

2  Onthe gateway, upload files containing the new firmware on the
Configuration > XBee Network > OTA Firmware Update Setup page. The files must
have the extension .ebl. Multiple files can be uploaded, each containing adifferent firmware
type needed by nodes on the network.

3 Schedule and monitor updates of individual nodes on the OTA Firmware Update Status
page. Each scheduled update will be performed in the background, one node at atime.
While aremote node is being updated, it will be inaccessible from the XBee network. While
the XBee module in the gateway is being updated, the XBee network will inaccessible from
the gateway.

OTA Firmware Update Setup page

The OTA Firmware Update Setup page allows automatic firmware updates, uploading XBee
firmware image files, and management of XBee firmware files. Several groups of settings on this
page control how gateway X Bee firmware updates are performed:

m  Update Settings section

— Enableover theair firmware updates. Enable updates of firmware on remote nodes
over the XBee network. Firmware updates use a background process to query remote
nodes for their current firmware version, and update their firmware from files stored on
the gateway. This process may be disabled to suspend firmware updates, or if the update
process interferes with applications using the network.

— Automatically update nodesto the latest firmware version: When a node reportsits
firmware version, and anewer version of firmwareis available on the gateway, schedule
afirmware update without user action. This option can be used to automatically update
nodes as they join the network. If this option is not selected, firmware updates can be
manually scheduled from the Firmwar e Update Status page.

—  Sop automatic updatesif an update error occurs: If an error occurs while updating a
node, suspend further updates of other nodes. Updates can be resumed by clicking
Apply on this page.

m  Upload Files section: This section of the pageis used to upload XBee firmwarefilesto
the gateway. These files contain the firmware image used to update nodes on the
XBee network. Multiple files may be uploaded, each containing a different firmware
type and version. Firmware files must end with an .ebl extension. Click Browseto select
afirmwarefile and then click Upload.

m  Manage Files section: This section of the page lists all firmware files that have been
uploaded to the Digi device, along with their type and version number. After all nodes
have been updated, these files can be removed from the gateway. Select any filesyou
would like to remove and click Delete.
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OTA Firmware Update Status page

The OTA Firmware Update Status page displays the status of XBee firmware updates for nodes,
and allows for updating selected nodes with a specified firmware file.This page lists all nodes on
the XBee network, along with their current firmware update status.

In the nodes list, click on avalue in the table to select all nodes with that value. For example, click
on afirmware version to select all nodes with the same version.

Fields on this page include:

Check box: Check this box to select the node for afirmware update. To select arange of
nodes, click on the starting check box, then hold down the Shift key and click on the
ending check box.

Node | D: The user assigned identifier of the node.
Extended Address: The unique 64-bit MAC address of the node.

HW: The hardware type and version of the node.

—  XBP indicates that the node is an XBee-PRO module.
—  S2B indicates an XBee-PRO S2B node.

—  S2C indicates an XBee S2C node.

—  S2CP indicates an XBee PRO S2C node.

FW: The current firmware version of the node.

Satus: The firmware update status of the node. It may be one of these values:

— Unknown: The current firmware version has not yet been read from the node, or cannot
be read from the node.

— Uptodate: The nodeisrunning the latest firmware version available on the gateway.

— Available: A newer version of firmware is available on the gateway. Select the node and
click Update to schedule an update. Schedule an update using the “xbee fw_update”
command or the Configuration > XBee Network > OTA Firmware Update Status
page of the web interface.

— Scheduled: A firmware update is scheduled to be performed on this node.

— Updating: A firmware update is now being performed on this node.

— Updated: A successful firmware update has been performed on this node.

—  Complete: The node has rejoined the network after a successful firmware update.

— Cancdled: A firmware update for this node has been cancelled by the user. Select the
node and click Update to restart the update.

—  Error: A firmware update on this node has failed. Select the node and click Update to
retry the update. Schedule an update using the “xbee fw_update” command or the
Configuration > XBee Network > OTA Firmware Update Status page of the web
interface.

Update File: The firmware file used to update the node.
Refresh: Display the latest firmware update status.

Update selected nodes with firmwarefile: To use the file listed in the table for each
node, choose Update File. To use adifferent file, choose afirmware file from the list
Firmware files are uploaded on the Firmware Update Setup page.
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m  Usethisrouter node asthe updater: The updater nodeisarouter within radio range of
the node being updated. The updater sends the firmware image directly to the node
during the update process. Choose Automatic to use the best available updater node.
Choose arouter from the list to use a specific updater node.

m  Update: Schedule afirmware update of the selected nodes.
m  Cancel Update: Cancel a scheduled firmware update of the selected nodes.

Additional information on XBee modules and networks

The XBee Network page in System Information

(Administration > System I nformation > XBee Network)

displays more detailed information about XBee network devices, including counters related to any
applications that are exercising the devices. See "XBee Network" on page 216.

For detailed information about X Bee modul e settings and operation, see the Product Manual for
the XBee RF module, available from Digi’s Support site.

XBee firmware file-name conventions
XBee firmware files have a file-name convention of X_ABCDE_Y.EXT, where:

X = Radio hardware and network type

ABCDE = The full version number in hexadecimal.

A =Region. AisQif only 4 digits are present.

B = Network type

C = Node type

D =Mgjor revision number

E = Minor revision number

Y = Radio type modifier. _Y indicates a variation of X and may not be present.

EXT = Filename extension, designating the file type. The extension .ebl isfor ZigBee nodes
(ZNet, ZB, or SE). The extension .oem isfor al other node types.

Toillustrate, file XBP24-ZB 2164.ebl is XBee-PRO ZB coordinator API firmware, which can
used to update the XBee RF module in the gateway. Details about the conventions follow.
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X: Radio hardware and network type values

A: Region values

X valuein filename

Radio hardwar e and network type

XB24 15 4 XBee 802.15.4
XBP24_15 4 XBee PRO 802.15.4

xb24-dm XBee DigiMesh 2.4 GHz
xbp24-dm XBee PRO DigiMesh 2.4 GHz
XB24-B_ZigBee XBeeZNet 2.5
XBP24-B_ZigBee XBee PRO ZNet 2.5

XB24-ZB XBee ZB

XBP24-ZB XBee PRO ZB

XB24-SE XBee Smart Energy

XBP24-SE XBee PRO Smart Energy
XBP08-DP XBee PRO 868 MHz
XBP09-DP XBee PRO 900 MHz
XBP0O9-DM XBee PRO DigiMesh 900 MHz
xb24c-zb XBeeZB on S2C

xbp24c-zb XBee PRO ZB on S2C

xb24c-se XBee Smart Energy on S2C
xbp24c-se XBee PRO Smart Energy on S2C

A valuein filename

Region

0 Us, World, or ETSI
1 Japan high power 2.4 GHz
2 Australia 900 MHz

146




B: Network type values

Configuration through the web interface

B valuein filename Network type
1 802.15.4, ZNet 2.5, 868 MHz, or 900 MHz
2 ZB
3 Smart Energy
4 ZB on S2C
5 Smart Energy on S2C
8 DigiMesh

C: Node type values

In the following table, APl mode is a frame-based interface mode that extends the level to which a
host application can interact with the networking capabilities of the module. When in API mode,
all data entering and leaving the module is contained in frames that define operations or events
within the module. Gateways typically use XBee firmware for coordinator APl mode. More
information about APl mode is in the Product Manuals for the XBee RF modules.

AT mode is a state in which incoming seria characters are interpreted as XBee AT commands.
More information about AT modeisin the Product Manuals for the XBee RF modules.

ZigBee nodes use different firmware for AT and APl mode.

Standard nodes support both AT and APl modes.

The gateway radio must be ZigBee type 1 or 3, or non-ZigBee type 0.

Remote nodes can be any node type.
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Cvaluein filename Node type

For ZigBeeradios (ZNet, ZB, SE):

0 Coordinator AT command mode

1 Coordinator APl mode

2 Router AT mode

3 Router APl mode

4 Router/End Device Sensor Adapter

5 End Device Power Harvester Adapter
6 Router/End Device Analog I/O Adapter
7 Router/End Device Digital 1/0 Adapter
8 End Device AT command mode

9 End Device APl mode

X Multiple nodetypesinazipfile

C: Node type values for other radios:

0 Standard node

1 XBee RS-232 Adapter

2 XBee Sensor Adapter (also known as One-wire Sensor)
3 XBee RS-485 Adapter

4 XBee USB Adapter

5 RS-232 Power Harvester Adapter

6 Anaog I/O Adapter

7 Digital 1/0O Adapter

X Multiple node typesinazipfile
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Y: Radio type modifier values

Y valuein filename Radio type modifier value

S2B XBee PRO S2B

File type values (EXT)

.EXT valuein File type
filename

ebl ZigBeeradio firmware (ZNet, ZB, or SE)
oem XBee module firmware for al other XBee module types
hex Hexadecimal-encoded firmware
ehx Encrypted hexadecimal firmware
MXi XBee module parameter information
zip Archive of abovefiles

The gateway radio can be updated with .ebl or .oem files.
ZB remote nodes can be updated over the air with .ebl files.
X-CTU uses .hex, .ehx, .mxi, and .zip files.

X-CTU can create .oem files from .ehx files.
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XBee firmware versions supported in ConnectPort X gateways
Currently, ConnectPort X gateways support these XBee firmware versions:

XBee module model type in gateway Supported firmwar e versions
XBee ZB Version 2x21 or greater
XBee 802.15.4 Version 1080 or greater
XBee DigiMesh 900 MHz Any firmware version
XBeeDigiMesh 2.4 Version 8040 or greater
XBee Smart Energy (SE) Any firmware version
XBee DigiMesh 868 MHz Any firmware version
XBee ZB on S2C Any firmware version
XBee Smart Energy on S2C Any firmware version
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Serial port settings

The Serial Port Configuration pageis used to establish a port profile for the seria port of the Digi
device. The Seria Port Configuration page includes the currently selected port profile for the serial
port, detailed configuration settings for the seria port, dependent on the port profile selected, and
links to basic and advanced serial settings.

About port profiles

Port profiles simplify seria port configuration by displaying only those items that are relevant to
the currently selected profile. If the Digi Device Setup Wizard was used to initially configure the
Digi device, the wizard prompted to select a port profile.

There are several port profile choices, but not all port profiles are supported in al products.
Support of port profiles varies by Digi product. If aprofilelisted in this description is not available
on the page, it is not supported in the Digi product.

If aport profile has already been selected, it is shown at the top of the screen. The profile can be
changed, or retained but individual settings adjusted.

Everything displayed on the Serial Port Configuration screen between Port Profile Settings and
the linksto the Basic Serial Settings and Advanced Serial Settings depends on the port profile
selected.

Select and configure a port profile
1  Toconfigure any profile select Serial Ports.
2  Click the port to be configured.
3  Click Change Profile.
4  Select the appropriate profile and Click Apply.
5

Enter the appropriate parameters for each profile. Descriptions of each profile follow. See
also the online help for the configuration screens for more details about settings and values.

6  Click Apply to save the settings.
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Real Port profile

The RealPort profile mapsa COM or TTY port to aseria port. This profile configures a Digi
deviceto create avirtual COM port on a PC, known as COM Port Redirection. The PC
applications send data to this virtual COM port and Real Port sends the data across the network to
the Digi device.

COM Port Redirection
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Serial device Digi
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Datais routed to the serial device connected to the Digi device's seria port. The network is
transparent to both the application and the serial device.

Important: On each PC that will use RealPort ports, Real Port software must be installed from the
Software and Documentation CD, if provided with the Digi device, or the Digi Support site, and
configured. Installation instructions are on page 195. Enter the IP address of the Digi device and
the Real Port TCP port number 771.

Console Management profile

The Console Management profile allows access to a device's consol e port over a network
connection. Most network devices such as routers, switches, and servers offer one or more serial
ports for management. Instead of connecting aterminal to the console port, cable the console port
to the seria port of the Digi device. Then using Telnet features, network administrators can access
these consoled seria ports from the LAN by addressing the appropriate TCP port.

Connect
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TCP Sockets profile

The TCP Sockets profile allows seria devicesto communicate over a TCP network. The TCP
Server allows other network devicesto initiate a TCP connection to the seria device attached to
the serial port of the Digi device.

Incoming Serial Connection
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TCP Sockets

Automatic TCP connections (autoconnection)
The TCP Client dlowsthe Digi device to automatically establish a TCP connection to an
application or a network, known as autoconnection. Autoconnection is enabled through the TCP
Sockets profile's setting labeled Automatically establish TCP connections. When the TCP
Sockets profile is set, the DTR flow-control signal indicates when a TCP socket connection has
been established. Thisinformation can be useful in monitoring the serial lineand using it as aflow-
control mechanism to determine when the Digi device is connected to a remote device with which
communication is being established. This mechanism can be combined with using the DCD signal
to close the connection and the DSR signal to do RCI over serial. Together, these signals can be
used to make the Digi device auto connect to many devices, deterministically, on the network.

RFC 2217 support
Digi devices support RFC 2217, an extension of the Telnet protocol used to access seria devices
over the network. RFC 2217 implementations enabl e applications to set the parameters of remote
serial ports (baud rate, flow contral, etc.), detect line signal changes, as well as receive and
transmit data. The configuration information provided in this section appliesto Digi device
functioning as RFC 2217 servers. If using the RFC 2217 protocol, do not modify the port settings
from the defaults. If the port settings have been changed, restore the factory default settings (see
"Restore a device configuration to factory defaults' on page 246). No additional configuration is
required.

TCP and UDP network port numbering conventions
Digi devices use these conventions for TCP and UDP network port numbering.

For this connection type... Use this Port

Telnet to the seria port 2001 (TCP only)

Raw connection to the seria port 2101(TCP and UDP)

The application or Digi device that initiates communication must use these network ports numbers.
If they cannot be configured to use these network port numbers, change the network port on the
Digi device.
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UDP Sockets profile

The UDP Sockets profile allows serial devicesto communicate using UDP. The UDP Server
configuration allows the serial port to receive data from one or more systems or devices on the
network. The UDP Client configuration allows the automatic distribution of serial datafrom one
host to many devices at the same time using UDP sockets.

The port numbering conventions shown in the TCP Sockets Profile also apply to UDP sockets.

Outgoing Serial Connaction
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Serial Bridge profile

The Seria Bridge profile configures one side of aserial bridge. A serial bridge connects two serial
devices over the network, each of which uses aDigi device, asif they were connected with a serial
cable. The serial devices “think” they are communicating with each other across aserial cable
using serial communication techniques. There is no need to reconfigure the server or the serial
device. Neither is aware of the intervening network. Seria bridging is also known as

serial tunneling.

This profile configures each side of the bridge separately. Repeat the configuration for the second
Digi device of the bridge, specifying the |P address of the first Digi device.

Bridging Serial Devices
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Local Configuration profile

The Loca Configuration profile alows for connecting standard terminals or terminal emulation
programs to the serial port in order to use the serial port as a console to access the command line
interface. Profile settings enable and disable access to the command line.
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Modem Emulation profile

The Modem Emulation profile allows a Digi device to sends and receive modem responses to the
seria device over the Ethernet instead of PSTN (Public Switched Telephone Network). This
profile allows maintaining the current software application but using it over aless-expensive
Ethernet network. The commands that can be issued in a modem-emulation configuration are
described in the Digi Connect Family Command Reference.

Dial
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Industrial Automation profile

Custom Profile

This port profileis available in Digi devices that support Industrial Automation (IA) and the
Modbus protocol. It has seria port settings appropriate for the Digi Connect WAN IA'susein |A
applications. It allows you to control and monitor various 1A devices and PLCs. Serial ports for
Digi Connect WAN IA devices are set to use this port profile by default. The default settings for
the Digi Connect WAN |A and in this port profile should be sufficient for most | A applications. If
you need to change the settings from the defaults, use the “set ia” command, documented in the
Digi Connect Family Command Reference.

The Custom port profile displays al serial-port settings, which can be changed as needed. Use the
Custom profile only if the use of the serial port does not fit into any of the predefined port profiles,
for example, if network connections involve amix of TCP and UDP sockets.

Custem Cenfiguration —

Digi === s
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Basic serial settings

After selecting a port profile, the profile settings are displayed. Choose the appropriate features for
your environment. Here are brief descriptions of the fields in the Basic Serial Settings; see the
online help for detailed information about each setting.

m  TheDescription field specifies an optional character string for the port which can be
used to identify the device connected to the port.

n Basic Serial Settingsinclude Baud Rate, Data Bits, Parity, Stop Bits, and
Flow Control. The basic serial port settings must match the serial settings of the
connected device. If you do not know these settings, consult the documentation that
came with your serial device. These serial settings may be documented as 9600 8N 1,
which means that the device is using a baud rate of 9600 bits per second, 8 data bits, no
parity, and 1 stop hit.
When using RealPort (COM port redirection) or RFC 2217, these settings are supplied
by applications running on the PC or server, and the default values on the Digi device do
not need to be changed.
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Advanced serial settings

Serial Settings

The advanced serid settings further define the seria interface, including whether port buffering
(also known as port logging), RTS Toggle, and RCI over Seria are enabled as general serial
interface options. You can aso define how specific aspects of TCP and UDP serial
communications should operate, including timeouts and whether a socket ID is sent.

The Serial Settings part of the page includes these options:

= EnablePort Logging: Enables the port-buffering feature, which allows you to monitor
incoming ASCII serial datainlog form. The Log Size field specifies the size of the
buffer that contains the log of ASCII serial data.

m  Enable RTS Toggle: When enabled, the RTS (Request To Send) signal is forced high
(on) when sending data on the seria port.

=  EnableRCI over Serial (DSR): This choice alows the Digi Connect deviceto be
configured through the serial port using the RCI protocol. See the RCI specification in
the Digi Connect Integration Kit for further details.

RCI over Seria usesthe DSR (Data Set Ready) serial signa. Verify that the seria portis
not configured for autoconnect, modem emulation, or any other application whichis
dependent on DSR state changes.
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The TCP Settings are displayed only when the current serial port is configured with the
TCP Sockets or the Custom Profile. The settings are as follows:

m  Send Socket I1D: Include an optional identifier string with the data sent over the
network. The Socket ID can be 1 to 256 ASCII characters. To enter non-printable
characters, use these key sequences:

Character Key
Sequence

backspace \b

formfeed \f

tab \t

new line \n

return \r

backslash \\

hexadecimal \xhh

values

m  Send dataonly under any of the following conditions: Enableif it isrequired to set
conditions on whether the Digi device sends the data read from the seria port to the
TCP destination. Conditions include:

Send when dataispresent on the serial line: Send the datato the network destinations
when a specific string of charactersis detected in the serial data. Enter the string 1to 4
characters in the Match String field. To enter non-printable characters, use these key
sequences:

Character Seq}fjgynce
hexadecimal values \xhh
tab \t
line feed \n
backslash \\

Strip match string before sending: Match string before sending to strip the string from
the data before it is sent to the destination.

Send after the following number of idle: Send the data after the specified number of
milliseconds has passed with no additional datareceived on the seria port. Thiscan be 1
to 65,535 milliseconds.

Send after thefollowing number of bytes: Send the data after the specified number of
bytes has been received on the seria port. This can be 1 to 65,535 bytes.
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m  Close connection after the following number of idle seconds. Enable to close anidle
connection. Use the Timeout field to enter the number of seconds that the connection
will beidle beforeit is closed. This can be 1 to 65000 seconds.

n Close connection when DCD goes low: When selected, the connection will be closed
when the DCD (Data Carrier Detected) signal goes low.

m  Close connection when DSR goes low: When selected, the connection will be closed
when the DSR (Data Set Ready) signal goes low.

UDP settings
The UDP Settings are displayed only when the current seria port is configured with the UDP
Sockets or the Custom Profile.

m  Send Socket I1D: Include an optional identifier string with the data sent over the
network. The Socket ID can be 1 to 256 ASCII characters. To enter non-printable
characters, use these key sequences:

Character Key Sequence

Display current serial port settings

To display the current serial port settings for a Digi device, enter the display techsupport

backspace

\b

formfeed

\f

tab

\t

new line

\n

return

\r

backslash

\\

hexadecimal values

\xhh

command from the command line interface.
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Alarms

The Alarms page is for configuring device alarms and displaying alarm settings. Device alarms
are used to send email messages or SNMP traps when certain device events occur. These events
include certain data patterns being detected in the data stream, alarms for signal strength and
amount of cellular traffic for a given period of time.

Alarm notification settings

On the Alarms page, the Alarm Notification Settings control the following:

m  Enablealarm notifications. Enables or disables al alarm processing for the Digi
Connect device.

m  Send all alarmsto the Remote M anagement server: enables or disables sending of
alarm notifications to a server that handles remote management of devices, such as
Device Manager.

Enabling this setting sends all alarm notifications to Device Cloud. Enable this option if
the Digi device is managed by a remote management server, such as Device Manager.
Enabling this option is useful because it allows all alarms to be monitored from one
location. Enabling this option also allows Digi devices to send alarmsto clients that
would otherwise be unreachable from the Digi device, either because the Digi deviceis
behind afirewall or not on the same network as the alarm destination.

Disabling this settings disables sending of alarm notifications to Device Cloud. Disable
this option if devices are not managed by a Device Cloud server or if aarms should be
sent from the device, for example, because an SNMP trap destination islocal to the
device, not Device Cloud.

m  Mail Server Address (SMTP): Specifiesthe IP address of the SMTP mail server. Ask
your network administrator for this 1P address.

m  From: Specifiesthetext that will be used in the “From:” field for all alarmsthat are sent
asemails.
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The Alarm Conditions part of the Alarms page shows alist of all of the alarms. Up to 32 adlarms
can be configured for a Digi device, and they can be enabled and disabled individually.

Alarm list and status

The alarm list displays the current status of each alarm. Thislist can be used to list to view aarm
status at a glance, then view more details for each alarm as needed.

Enable: Checkbox indicates whether the alarm is currently enabled or disabled.
Alarm: The number of the alarm.

Satus: The current status of the alarm, which is either enabled or disabled.
Type: The basisfor the darm.

Trigger: The conditions that trigger the alarm.

SNMP Trap: Indicates whether the alarm is sent as an SNMP trap.

— Ifthe SNMP Trap field is disabled, and the Send To field has avalue, the alarm is sent
as an email message only.

— Ifthe SNMP Trap field is enabled and the Send To field isblank, thealarmissent asan
SNMP trap only.

— Ifthe SNMP Trap field is enabled, and avalueis specified in the Send To field, that
means the alarm is sent both as an email and as an SNMP trap.

Send To: The email address to which the alarm is sent.

Email Subject: Text to includein the Subject line of alarms sent as email messages.
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Alarm configuration

Alarm conditions

To configure an aarm, click on it. The configuration page for individual aarms has two sections.

Send alar msbased on average RSSI level below threshold for amount of time: Send
alarms based on the average signa strength falling below a specified threshold for a
specified amount of time.

— RSSI: Thethreshold signal strength, measured in dB (typically -120 dB to -40 dB).
—  Time: Theamount of time, in minutes, that the signal strength falls below the threshold.
Note The set alarms command has an option, optimal_alarms_enabled={yegno} that,

when enabled, causes an optimal alarm to be sent when the signal strength returnsto

avalue above the specified threshold. This feature is only available through the
command line. The default is no; it must be explicitly enabled if desired.

Send alarms based on cellular data exchanged in an amount of time;

—  Data: The number of bytes of cellular data.

—  Time The number of minutes.

— Cédl Data Type: Type of cellular data exchanged: receive data, transmit data, total data.
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Alarm Destinations defines how alarm natifications are sent, either as an email message or an
SNMP trap, or both, and where the alarm notification is sent.

Send E-mail to the following recipients when alarm occurs: Select the checkbox to

specify that the alarm should be sent as an email message. Then specify the following

information:

— To: Theemail address to which this alarm notification email message will be sent.

—  CC: Theemail address to which a copy of this alarm notification email message will be
sent (optional).

—  Priority: The priority of the alarm notification email message.

—  Subject: Thetext to beincluded in the Subject: line of the alarm-natification email.

Send SNM P trap to the following destination when alar m occurs: Specifies whether
the alarm should be sent as an SNMP trap. For alarms to be sent as SNMP traps, the IP
address of the destination for the SNMP traps must be specified in the SNMP settings
(Configuration > System > Simple Network Management Protocol); see page 171.
That destination |P address is then displayed below the “ Send alarm to SNMP
destination” checkbox. A secondary or backup SNMP destination can be specified.

To configure an alarm notification to be sent as both an email message and an SNMP
trap, select both Send E-Mail and Send SNMP trap checkboxes.

Click Apply to apply alarm settings and return to the Alarms Configuration page.

Enable and Disable Alarms

Once darm conditions are configured, enable and disable individual alarms by selecting or
desel ecting the Enable checkbox for each alarm.
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System settings

The System Configuration page configures device identity and description information, date and
time settings, and settings for Simple Network Management Protocol (SNMP).

Device identity settings

The device identity settings create a description of the Digi device's name, contact, and location.
Thisinformation can be useful for identifying a specific Digi device when working with alarge
number of devicesin multiple locations.

m  Description: The network name assigned to the Digi device.
= Contact: The SNMP contact person (often the network administrator).
m  Location: A text description of the physica location of the Digi device.

m  DevicelD: ThedevicelD assigned to this device that corresponds to the device ID used
by the Connectware server. This option only applieswhen Device Cloud is being used to
configure and manage the device.
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Date and Time settings

The Date and Time settings set the Coordinated Universal Time (UTC) and/or system time and
date on a device, or sets the offset from UTC for the device's system time.

Set Date and Time
Click the Set button to configure the hours, minutes, seconds, month, day, and year on the device.

If offset is set to 00:00, the device's system time and UTC are the same. Setting time and date with
an offset of 00:00 resultsin both UTC and system time being set to the specified value. If offset is
not 00:00, setting time sets the system time to the specified value and UTC is adjusted accordingly.

Offset from UTC

Specifies the offset from UTC for this device. Offset can range from -12 hours to 14 hours. Very
rarely, atime zone can also have an offset in minutes (15, 30, or 45). This value can be used to
modify the time and date (generally expected to be UTC) to compensate for time zones and
daylight savings time. Wikipedia provides alist of time zone offsets at:
http://en.wikipedia.org/wiki/List_of time zones

On adevice with no real-time clock (RTC) and no configured time source, time and date are
completely local to the device and have limited usefulness since they are not persistent over
reboots/power-cycles.

On adevice with areal-time clock and no configured clock source, time and date are also local to
the device but they are meaningful because they are persistent. The offset option could be useful in
adjusting for daylight savings time. Setting the date and time to standard time and setting offset to
1 whenever daylight savingstimeisin effect would serve that purpose.

On adevice with a configured clock source, time and date received from aclock sourceis expected
to be UTC. For users with several devicesin different time zones, keeping offset=00:00 might be
useful for comparing logs or traces from different devices, since all would be using UTC.

165


http://en.wikipedia.org/wiki/List_of_time_zones

Configuration through the web interface

Time Sour ce Settings

The time source settings configure access to up to five external time sources that can be used to set
and maintain time on the device.

m  Type: Specifiesthe type of time source for this entry.

— sntp server: Thedevice usesits SNTP client to poll the NTP/SNTP server, specified by
the FQDN, for time.

—  cdlular: The device polls the cellular service for time.

m  Interval: Specifiestheinterval in seconds between polls of atime source. Interval can
range from 1 second to 31536000 seconds. If more than one time source is specified,
time sources with shorter intervals have greater influence on the device's time than do
sources with longer intervals.

m  FQDN: Specifiesthe fully-qualified domain name or | P address for the time source. The
FQDN isused only if the time sourceis SNTP.

The only time source that is guaranteed to be present on al products at all timesisthe system
clock. It counts uptime and displays system time as the UNIX Epoch (00:00:00 on January 1,
1970) plus uptime. Any source that is not the system clock is considered an external source. This
includes the RTC.

Deviceswhich have an RTC but have no external time sources configured will display system time
as the UNIX Epoch plus the time since power was initialy applied to the device until system time
is set manually. System time can be set manually viathe CLI, Web Ul, etc. Once system timeis set
manually, the RTC will continue to maintain system time but, due to variations in the accuracy of
the RTC, system time can diverge from external time.

Specifying an external time source allows the device to compare its system time to the time
reported by the configured time sources and make appropriate adjustments to system time. This
allows system time to stay consistent over long durations.

The polling interval for an external source establishesits priority relative to other sources; the more
samples taken from atime source, the greater influence that time source has on system time.

Any time adjustment will update the RTC automatically. All time sources are assumed to be UTC.
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Time Source Global Settings
The Time Source Global settings configures global settings that control time source management.

= TimeAdjustment Threshold: avauein seconds that defines arange around the
current time value maintained by the device. If atime update is received from a best
(smallest value) ranking time source and the new time is within that range, the device's
timeis not changed. However, if the new time falls outside the defined threshold range,
the device'stime is updated immediately using the new time value.

The Time Adjustment Threshold value can range from 0 to 300 seconds. For example, if
the configured threshold is 60 seconds, the device's time will be updated using a new
time value that is 60 seconds or more different than the device's current time vaue. If
the new time value differs from the device's current time by less than 60 seconds, the
device'stimeis not updated using that new time.

=  EnableLost Time Source Recovery: If multiple external time sources are available
and configured in the Time Source Settings, normally only the best-ranking
(smallest value) source(s) will be used to maintain the device'stime. If the best-ranking
source stops reporting new time values, it is considered “lost”.

Enabling Lost Time Source Recovery allows one or more worse-ranking (higher value)
time sources to be consulted in an effort to obtain a fresh time value. This prevents the
best-ranking configured time source from blocking time updates if that source stops
providing acceptable time samples.

Theinterva of time that must pass for Lost Time Source Recovery to begin varies
according to the best ranking time source that is reporting a value. For atime source of
type “sntp server”, the missing sample update interval isthree NTP/SNTP intervals
configured for that time source, plus one minute. For a time source other than

“sntp server”, the missing sample update interval is 61 minutes. These interval values
cannot be user-configured

The Time Adjustment Threshold is useful in limiting the amount of drift that will be tolerated
before the device's time is updated using a new sample. An appropriate value should be selected
with consideration for the reliability of the time sample sources.

In the case of NTP/SNTP server sources, the latency, round-trip timing and reliability of the
network connection (between the device and the server) aso should be considered.

For example, if the communications path between device and server involves a cellular network
connection, the performance and behavior characteristics of the cellular network should be taken
into account. In acellular network, intermittent packet delays are possible in either the transmit or
receive direction (or both). Frequently these delays are asymmetric, such that the delay isgreater in
one direction than in the other.

In such conditions, the round-trip timing (of the request/reply) skews the time sample adjustment
to determine the time value to use for the device. Therefore configuring an aggressively small

(short) threshold value may cause the device to adjust its time frequently and unnecessarily, such
that the time value “jumps’ forward or backward as a consequence of asymmetric packet delays.
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Simple Network Management Protocol (SNMP)

Simple Network Management Protocol (SNMP) is a protocol that can be used to manage and
monitor network devices. Digi devices can be configured to use SNMP features, or SNMP can be
disabled entirely for security reasons. To configure SNMP settings, click the

Simple Network Management Protocol link at the bottom of the System Configuration page.

Supported standard RFCs and MIBs

Digi devices support these standard SNM P-related Request for Comments (RFCs) and
Management |nformation Bases (MIBs)

Name L ocation Description

RFC 1213 http://www.ietf.org/rfc/rfc1213.txt Management Information Base (MIB) II; aMIB for
managing a TCP/IP network. It is an update of the
origina MIB, now called MIB-1. MIB-II contains
variable definitions that describe the most basic
information needed to manage a TCP/IP network.
Variable definitions are organized into several groups,
such as groups for managing the system, network
interfaces, address translation, transmission media, and
various protocols, including IP, ICMP, TCP, UDP, EGP,

and SNMP.

RFC 1215 http://www.ietf.org/rfc/rfc1215.txt Generic Traps (coldStart, linkUp, authenticationFailure
only)

RFC 1316 http://tools.ietf.org/html/rfc1316 Character MIB

RFC 1317 http://tools.ietf.org/html/rfc1317 RS-232 MIB
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Digi devices support these Digi enterprise MIBs:

Configuration through the web interface

Name

L ocation

Description

Digi Connect
DevicelnfoMIB

http://ftpl.digi.com/support/utilities/

Digi Part number 40002410_x.mib

Digi enterprise MIB for handling and
displaying basic device information, such as
firmware revisions in use, device name, 1P
network information, memory use, and CPU
statistics.

Digi Connect
Mobile
Information MIB

http://ftpl.digi.com/support/utilities/

Digi Part number 40002593 x.mib

Digi enterprise MIB for handling and
displaying device information for mobile
devices.

Resources MIB

Digi Connect http://ftpl.digi.com/support/utilities/ Digi enterprise MIB for handling and
Wireless LAN Digi Part number 40002325 _x.mib displaying basic device information for
MIB wireless devices.

Digi Host Digi enterprise MIB for use with managing

host systems, where “host” means any
computer that communicates with other similar
computers attached to the Internet and that is
directly used by one or more human beings.

Digi Serid
Alarm Traps
Management

http://ftpl.digi.com/support/utilities/

Digi Part number 40002411 x.mib

Digi enterprise MIB for sending alarms as
SNMP traps.

Digi Login Traps
MIB

http://ftpl.digi.com/support/utilities/

Digi Part number 40002339_x.mib

Indicates when users attempt to log into the
device, and whether the attempt was
successful.

Digi Structures
of Management

http://ftpl.digi.com/support/utilities/

Digi Part number 40002195 x.mib

Data structures for managing hosts and
gateways on a network.

(SMI1) MIB

Digi Connect http://ftp.digi.com/support/utilities/ A Digi enterprise MIB for sending alarms as
Mobile Traps Digi Part number 40002594 x.mib SNMP traps.for mobile devices.

MIB

Digi http://ftp1.digi.com/support/utilities/ This MIB may be required by some SNMP
Connectware Digi Part number 40002514 x.mib import facilities, as other MIBs may refer to it.
Notifications

MIB
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Supported SNMP traps
SNMP traps can be enabled or disabled. Supported traps include:

=  Authentication failure

= Login
m  Cold start
s Linkup

Alarms can be issued in the form of SNMP traps.

A large set of MIBs define these various trap types (unsolicited status message from the device).
All products support MIBsfor serial alarms/ login traps/RFC 1215.

Products with the geofencing/GPS feature support M1Bs for geofencing.

Products with mobile/cellular capability support MIBs for mobile alarms.

In the web interface, traps are enabled/disabled at Configuration > System > SNMP >
Enable Simple Network Management Protocol (SNM P) traps

Alarms are configured at Configuration > Alarms > Alarm Conditions> Alarm n >
Alarm Destinations > Send SNM P trap to following destination when alarm occurs
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SNMP Configuration settings:

Enable Simple Network Management Protocol (SNMP): This checkbox enables or
disables use of SNMP.

The Public community and Private community fields specify passwords required to
get or set SNMP-managed objects. Changing public and private community namesfrom
their defaults is recommended to prevent unauthorized access to the device.

Public community: The password required to get SNM P-managed objects. The

default is public.

Private community: The password required to set SNM P-managed objects. The
default isprivate.

Allow SNMP clientsto set device settings through SNM P: This checkbox enables or

disables the capability for usersto issue SNMP “set” commands uses use of SNMP
read-only for the Digi device.

Enable Simple Network Management Protocol (SNMP) traps: Enables or disables
the generation of SNMP traps.

Trap Destinations: Configuresthe |P address or fully qualified domain name (FQDN)
of the system where the SNMP agent should send traps. The primary destination is
required. The secondary destination is optional.

Primary/Secondary: The IP address of the system to which the SNMP agent should
send traps. To enable any of the traps, a non-zero value must be specified. The primary
destination is required. The secondary destination is optional. For Digi devices that
support alarms, thisfield isrequired in order for alarms to be sent in the form of SNMP
traps. See"Alarms" on page 160.

At the bottom of the page are checkboxes for the SNMP traps that can be used:

Generate authentication failure traps: The SNMP agent will send SNMP
authentication traps when there are authentication failures.

Generatelogin traps. The SNMP agent will send SNMP login traps on login attempts.

Generate cold start traps: The SNMP agent will send traps on cold starts of the Digi
device.

Generatelink up traps: The SNMP agent will send link up traps when network
connections are established.
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Device Cloud settings

Note In this discussion:

—  Theterm Device Cloud refers to the Etherios machi ne-to-machine cloud-based network
operating platform.

—  Device Manager refers to aweb based device management application that allows a
user to manage their inventory of iDig devices.

—  Device Cloud-registered device is device that connects to the Device Cloud platform
which implements the EDP protocol in order to establish and maintain this connection.

For more information about Device Cloud, these terms, and how to remotely configure
and manage this device, please visit www.etherios.com/devicecloud and see the
Device Cloud User’s Guide.

The Device Cloudconfiguration page sets up the connection to the Device Manager remote
management server so the Digi device can connect to the server. Device Manager allows Device
Cloud-registered devices to be configured and managed from remote locations.

Requirement: configuring the Digi device with a Device ID

An Device Cloud-registered device must be configured to properly communicate with Device
Cloud. To do so, you must configure the Device Cloud-registered device to have a proper Device
ID. By default, the Device ID is created from the MAC address of the device. The Device ID can
be configured in the web interface on the Configuration > System > Device | dentity Settings
page; see "System settings' on page 164 for those settings. Typically, it is not necessary or
recommended that the Device ID be modified from its default value.

After configuring the device's Device I D, you must configure the Device Cloud settings. There are
three pages of settings: Connection Settings, Short M essaging, and Advanced Settings.
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Connection settings

The Connection settings configure how the Device Cloud-registered device connects to Device
Cloud. These settings include information about communication between the Device Cloud-
registered device and Device Cloud, and the connection methods used by the various interfaces on
the device.

About device-initiated, server-initiated, and paged Device Cloud connections

You can choose how your Device Cloud-registered device connects to and communicates with
Device Cloud: through a device-initiated Device Cloud connection, a server-initiated Device
Cloud connection or a (device-initiated) timed connection. If Short Message Service (SMS)
capabilities are enabled on your Device Cloud-registered device, a paged connection is another
means by which a device-initiated connection may be requested. To illustrate how these types of
connections work, here is a configuration scenario featuring Device Cloud-registered devices

communicating over a cellular network.
Wireless %
Hebwork ; -
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Addresses for Device Cloud-registered devices can be publicly known, or private and dynamic, or
handled through Network Address Trandation (NAT). NAT reduces the need for alarge amount of
publicly known | P addresses by creating a separation between publicly known and privately
known IP addresses. NAT allows a single device, such as arouter, to act as an agent between a
public network, such as the Internet or awireless network, and a private, or local, network. This
means that only one unique | P address is needed to represent an entire group of computers.
Addresses handled through NAT can access the rest of “the world,” but “the world” cannot access
them.

In adevice-initiated Device Cloud connection, the Device Cloud-registered device attemptsto
connect to the network, and will continue attempts to reach Device Cloud to establish the
connection. To maintain the connection, the Device Cloud-registered device sends keep-alive
messages over the connection. The frequency with which keep-alive messages are sent is
configurable. An advantage of device--initiated Device Cloud connectionsisthat they can be used
in any cellular network, whether public or private |P addresses are used, or even if NAT isused. A
disadvantage is that there can be a charge for the Device Cloud-registered device sending the keep-
alives, depending on cellular/mobile service plan.

A server-initiated Device Cloud connection works the opposite way. Device Cloud opensa TCP
connection, and the Device Cloud-registered device must be listening for the connection from
Device Cloud to occur. An advantage of server-initiated Device Cloud connectionsisthat you are
not charged for sending the keep-alive bytes that are used in device-initiated connections. A
disadvantage is that there is no way of knowing whether the devices displayed in the Device
Cloud-registered device list are offline or connected. The device list shows al the devices as
disconnected until Device Cloud does something to interact with them. In addition, Device Cloud
connections cannot be used for devicesthat Digi device private | P addresses and are behind a NAT.
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A timed connection is another form of a device-initiated connection. For atimed connection, the
Device Cloud-registered device attempts to connect to the Device Cloud Server at a configured,
regular interval (period). If a connection to an Device Cloud Server is already established, the
timed connection will not be attempted. The next attempt for atimed connection will occur at the
next scheduled interval.

A paged connection is another form of a device-initiated connection. This type of connectionis
initiated by an on-demand request, such as a Short Message (SM) received via a cellular modem
from a mobile service provider. The request message may specify the Device Cloud platform with
which the Device Cloud-registered device should connect, or it may simply request that the device
connect to the Device Cloud platform configured in the Paged Device Cloud Connection settings.
Paged Device Cloud Connections require both the global SMS configuration (Configuration >
Mabile > Short Message Service Settings > Enable cellular Short M essage Service (SMS)
capabilities to be enabled, and the Configuration > Device Cloud > Short Messaging > Device
Cloud SM S Settings > Enable Device Cloud SM S settings, a ong with the current Phone Number
and Service ID settings.

Device | P address updates

Changes to the | P address for an Device Cloud-registered device present a challengein Device
Cloud server-initiated connections, because Device Cloud needs to locate the Device Cloud-
registered device by its new |P address. Device Cloud devices handle address changes by sending a
device IP address update to Device Cloud. An | P address update permits Device Cloud to connect
back to the Device Cloud-registered device, or to dynamically update aDNS with the | P address of
the Device Cloud-registered device.

Device-Initiated Device Cloud Connection settings

= Enable Device-Initiated Device Cloud Connection: Configures the connection to
Device Cloud to beinitiated by the Device Cloud-registered device.

u Device Cloud Server Address: The |P address or hostname of the Device Cloud
platform.

= Automatically reconnect to Device Cloud after being disconnected
Reconnect after: Whether to automatically reconnect to Device Cloud after being
disconnected and waiting for the specified amount of time.

Server-lnitiated Device Cloud Connection settings

m  Enable Server-Initiated Device Cloud Connection: Configures the connection to the
Device Cloud server to be initiated by Device Cloud.

m  Enable Device | P Address updatesto the following server: Enables or disables a
connection to Device Cloud to inform Device Cloud of the IP address of the Device
Cloud-registered device, known as adevice |P address update. This permits Device
Cloud to connect back to the Device Cloud-registered device, or to dynamically update
aDNSwith the |P address of the Device Cloud-registered device.

n Device Cloud Server Address: The IP address or hostname of the Device Cloud
platform.
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Retry if the | P address update fails:
Retry after: These options specify whether another 1P address update attempt should be
made after a previous attempt failed, and how often the retry attempts should occur.

Timed Device Cloud Connection

Enable Timed Device Cloud Connection: When enabled, this device will initiate the
connection to the Device Cloud Server at the configured interval (period). A timed
connection defersto (will not disrupt) an Device Cloud connection that is already
established. If atimed connection defers to an existing Device Cloud connection, or if
the timed connection cannot be successfully established, the Digi device server will try
again at the next interval.

Device Cloud Server Address: The | P address or hosthame of the Device Cloud
Server.

Connect every: H hrsM mins: Theinterval (period) in hours and minutes at which the
Digi device server will attempt atimed connection to the specified Device Cloud Server.

After boot, wait beforefirst timed connection: When the Digi device server boots

(start-up), adelay may be observed before the first timed connection is attempted. There

are three choices for this delay:

— Immediate: Thefirst timed connection is attempted immediately.

—  Onelnterval: Thefirst timed connection is attempted after one configured interval
(period) has elapsed.

— Random Delay: Thefirst timed connection is attempted some random interval of time
between zero (immediate) and the configured interval (period). A random delay may be
helpful for such cases as when a number of devices are deployed in asingle location,
and it is desired to distribute their first Device Cloud timed connection attempts over
time when power is restored following an outage.
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Paged Device Cloud Connection settings

Enable Paged Device Cloud Connection: When enabled and a request is received to
do so, the Device Cloud-registered device will initiate the connection to Device Cloud.
A paged connection isinitiated on demand when arequest to connect is received from
an external communication, such as a Short Message received viaa mobile service
provider. The external communication may specify the Device Cloud platform with
which the Device Cloud-registered device should connect, or it may simply request that
the Device Cloud-registered device connect to the Device Cloud platform that is
configured in the Paged Device Cloud Connection settings.

Paged Device Cloud connections provide emergency access to your Device Cloud-
registered device directing it to connect to Device Cloud so management or application
operations may be performed.

A paged Device Cloud connection can be configured to disconnect an established
connection to Device Cloud so the paged connection can be established instead, or it
may configured to defer to an Device Cloud connection that is already established.

If paged Device Cloud connections are not enabled by this setting, paged connection
requests will be refused if received via external communication. This setting fully
controls whether or not paged Device Cloud connections will be permitted.

Device Cloud Server Address: The IP address or hostname of the Device Cloud
platform. For a paged Device Cloud connection, it is not required that Device Cloud
address be provided in the configuration settings. Thisis acceptable since the Device
Cloud address can be specified in the external communication that requests the paged
connection. The external communication may also be able to override this configuration
option with its own Device Cloud address selection. Thisis permitted in support of
emergency device management.

Disconnect the current Device Cloud connection before making a paged
connection: If enabled, the Device Cloud-registered device will terminate an
established connection to Device Cloud, and then it will connect to the Device Cloud
platform specified in the Paged Device Cloud Connection settings or specified in the
external communication (such as a Short Message). The external communication may
also be able to disconnect an established Device Cloud connection, thereby overriding
this configuration option. Thisis permitted in support of emergency Device

Cloud device management.
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Short Messaging/Device Cloud SMS settings

The Device Cloud SM S Settings configure the Device Cloud-registered device to be managed by
Device Cloud via Short Message Service (SMS) messages.

For these Device Cloud SM S settings to work, the global SM S settings under Mobile SM S settings
must be enabled. See "Global SM S settings" on page 126.

Enable Device Cloud SM S: Select this to enable Device Cloud SM'S support.

Phone Number: The phone number or short code of the Device Cloud platform. For
more information about the Device Cloud SM S Phone Number and Service ID fields,
contact your Digi sales Representative, or use the Device Cloud Provision command.

Service ldentifier The Service Identifier (prefix) of Device Cloud. Thisfieldisan
optional setting and is used in cases where there is a shared short code in use, and an
identifier (prefix) is required to redirect a message to a specific service under that short
code.

Adjust Device SM S Settingsto Device Cloud recommended values: This setting
applies severa Global SM'S configuration options (as described on page 126) that are
required by the Device Cloud SMS feature.

Restrict Sender: Only process inbound messages for Device Cloud from the number
specified in the Phone Number setting. Messages from other phone numbers will be
passed on to other SM S Services on the device.
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Advanced Device Cloud settings

The default settings for Device Cloud remote management usually work for most situations. The
Advanced settings configure the idle timeout for the connection between the Device Cloud-
registered device and Device Cloud, and the keep-alive settings of the various interfaces (TCP and
HTTP for mobile and Ethernet network connections). These settings should only be changed when
the defaults do not properly work.

Connection Settings: These settings configure the idle timeout for the connection
between the Device Cloud-registered device and Device Cloud.

Disconnect when the Device Cloud Connection isidle

Idle Timeout: Enables or disables theidle timeout for the connection. If enabled, an
idle connection will be ended, after the amount of time specified in the I dle Timeout
Setting.

Authenticate to Device Cloud with a password

Password: These fields are only applicable if your Device Cloud account has been
configured to expect a password from the Device Cloud-registered device. Typically,
this option is set through Device Cloud, as both the Device Cloud-registered device and
Device Cloud need to be configured identically.

Mobile (Cellular) Settings:

Ethernet Settings

WiFi Settings: These settings apply to device-initiated Device Cloud connections over
mobile/cellular, Ethernet, and Wi-Fi networks. Each network type has these settings:

Device Cloud Connection K egp-Alive Settings: These settings control how often
keep-alive packets are sent over the device-initiated connection to Device Cloud, and
whether the Device Cloud-registered device waits before dropping the connection.
Keep-alives for the Device Cloud connection serve three basic purposes:

1. Keep the Device Cloud connection alive through network infrastructure such as
routers, NATs and firewalls.

2. Inform the other (remote) side of the Device Cloud connection that its peer is till
active.

3. Test the Device Cloud connection to detect whether it has stopped responding and
should be abandoned. Recovery actions are taken as configured in other settings.
The Device Cloud-registered device and Device Cloud each perform their own
independent monitoring of the Device Cloud connection state (active, idle and
missed keep-alives). If Device Cloud protocol messages or data other than keep-
alivesis exchanged over the Device Cloud connection, the idle timers that trigger
keep-dives are reset, and the consecutive missed keep-alive counts are cleared to
Zero.

Theinterval settings are used with the Assume connection islost after n timeouts
setting to signal when the connection has been lost.

Device Send I nterval: Specifies how frequently the device sends a keep-alive
packet to Device Cloud if the Device Cloud connection isidle. Device Cloud
expects to receive either Device Cloud protocol messages or keep-alive packets
from the device at thisinterval.
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Server Send Interval: Specifies how frequently the Device Cloud-registered
device sends a keep-alive packet to Device Cloud if the Device Cloud connectionis
idle. Device Cloud expects to receive either Device Cloud protocol messages or
keep-dive packets from the Device Cloud-registered device at thisinterval.

Important: It is recommended that thisinterval value be set as long as your
application can tolerate to reduce the amount of data traffic.

Assume connection islost after n timeouts (Wait Count): After the number of
consecutive expected keep-alives specified by this setting are missed according to
the configured intervals, the connection is considered lost and is closed by the
device and Device Cloud.

m  Connection Method: Specifies the method by which the associated interface connects
to Device Cloud.

TCP: Connect using TCP. Thisisthe default connection method, and is typically good
enough for most connections. It is the most efficient method of connecting to Device
Cloud in terms of speed and transmitted data bytes.

Automatic: Automatically detect the connection method. This connection method
isless efficient than TCP, but it isuseful in situations where afirewall or proxy may
prevent direct connection via TCP. Automatic will try each combination until a
connection is made. This connection method requiresthe HT TP over Proxy Settings
to be specified.

None: Thisvalue has the same effect as selecting TCP.
HTTP: Connect using HTTP.
HTTP over Proxy: Connect using HTTPR.

HTTP over Proxy Settings: The settings required to communicate over a proxy
network using HTTP. These settings apply when Automatic or HT TP over Proxy
connection methods are selected.

Hostname: The name of the proxy host.

TCP Port: The network port number for the TCP network service on the proxy
host.

Username:
Password: The username and password for logging on to the proxy host.

Enable persistent proxy connections: Specifies whether the Device Cloud-
registered device should attempt to use HT TP persistent connections. Not all HTTP
proxies correctly handle HTTP persistent connections. The use of persistent
connections can improve performance of the exchange of messages between the
Device Cloud-registered device and Device Cloud, when that connectionisHTTP/
proxy. The reason for thisis that the same HT TP connection can be reused for
multiple consecutive HTTP requests and replies, eliminating the overhead of
establishing a new TCP connection for each individual HTTP request/reply, then
closing that connection when the regquest is compl ete.
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Manually configure a Device Cloud-registered device to connect to Device Cloud

To use Device Manager as adevice manager for your Device Cloud-registered device, you need to
manually configure the device to connect to Device Cloud.

1

Open the web interface for the Device Cloud device and go to Configuration > Device
Cloud.

On the Device Cloud Configuration settings page, enter the URL of the Device
Cloud platform, for example, login.etherios.com, in the Device Cloud Server Address
field under Device -Initiated M anagement Connection.

Click the check box labeled
Automatically reconnect to Device Cloud after being disconnected.

Click Apply.

Device Cloud Configuration

For more information about Device Cloud and how to remotely configure and manage this device,
please visit www ethernos.com/devicecloud.,

For more information on configuning the Device Cloud settings for this device, see the Device Clowd
Configuration Help,

Device Type: ConnectPort X4
= Connection Settings
Device-Initiated Connection
[¥] Enable Device-Initiated Connection
Device Cloud Server Address:  login.etherios. com
Automatically reconnect to Device Cloud after being disconnected

Reconnect after: 0 hrs |1 mins 0 SECS

Server-lnitiated Connection

[0 enable Server-Initiated Connaction

Enable Device 1P Address updates to the following server
Device Cloud Server address:

Retry if the [P Address update fails
Reﬂ;i aftar: [0 hrs |1 mins |0 Sacs

Timed Connection

[ Enable Timed Connection

Deviea Cloud Server Address:
Conneckt every: 0 hrs & mins

Afrar boot, wait before first timed connection:

b Short Messaaqing

b Advanced Settings
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Managing alarms through Device Cloud

All alarms can be sent to Device Cloud for display and management from that interface. See
"Alarms' on page 160.

User s settings

Users settings involve several aress:

m  User authentication: whether authentication is required for users accessing the Digi
device, and the information required to accessit. You can choose to have the user
authentication be by username and password or by an SSH public key. Depending on the
Digi product, multiple users and their authentication information can be defined. User
authentication settings are on the Users settings page.

m  User access settings: the device interfaces that a user can access, such as the command
line or web interface.

m  User permissions settings: the permissions a user has to access and configure the Digi
Connect device.

m  Network configuration settingsto further secure your device: Digi devices with Cellular
capability present additional security considerations, mainly involving securing the
border between the Digi device and the cellular network. Several settings on the
Network Configuration pages are available to further secure the Digi device.For
example, unused network services can be disabled on the Network Services page. On
the IP Filtering page, you can alow access from a specified devices and networks, and
drop al other connection attempts.

About user models and user permissions
In Digi devicesthat have a one-user model:
m By default, thereis no login prompt.
m  Thedefault namefor user 1 isroot. Thisuser is aso known as the administrative user.

m  User 1 has permissions that enablesit to do all commands. Permissions cannot be
altered.

Several user models are implemented in the Digi Connect Family products:
= Two-user model

= Morethan two-user model

To determine which user model is implemented:

m  Inthewebinterface, if the menuincludes Users, the Digi Connect device uses either the
two-user model or the more than two users model.

m  Inthe command-line interface, issue ashow user or set user command. In the
command output, note how many user 1Ds are defined: one, two, or more than two. Or,
issueaset user ? command and note the range for theid=range option. If theid=range
isnot listed, thereis only one user. Otherwise, therange for user IDsis displayed. These
commands are described in the Digi Connect Family Command Reference.
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Two-user model
m  User 1 hasadefault name of root. This user is aso known as the administrative user.
m  User 1 has default permissions that enables it to issue all commands.
m  Permissionsfor User 1 can be changed to be less than the default root permissions.
m  User 2isundefined. That is, it does not exist by default, but it can be defined.

m  When defined, User 2 has alimited set of permissions, defined by the User Permissions
settings in the web interface, or the set per missions command in the command-line
interface (see the Digi Connect Family Command Reference for command description).

m  Permissionsfor User 2 can be changed to be either greater than or less than its default.

Caution Exercise caution in setting permissions for devices with this user model. A
user cannot set another user's permission level higher than their own
permission level, nor can a user raise their own permission level.

M ore-than-two-user model

User definitions are exactly the same as the two-user model, with the addition of user groups and
more users. The set group command defines user groups; see the Digi Connect Family Command
Reference for command description. Currently, there is no web interface page for defining user
groups.
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Password authentication

By default, there is no password authentication for ConnectPort X5 Family devices When
accessing the Digi device by opening the web interface or issuing atelnet command, no login
prompt is displayed.

Enable password authentication
If desired, enable password authentication for the Digi device.

In theweb interface:
1  OntheMain menu, click Security.

2 Onthe Security Configuration page, check the Enable password authentication check
box.

3 Enter the new password in the New Password and Confirm Password edit boxes.

4 Click Apply.

5 A promptisdisplayed to immediately log back in to the web interface using the new values.
From the command line:

To enable the login prompt for a device that uses the one-user model, issue a newpass command
with a password length of one or more characters.

Disable password authentication
Password authentication can be disabled as needed.

In theweb interface:

1  OntheMain menu, click Users.

2  Onthe Users Configuration page, check the Enable password authentication check box.
3 Click Apply.

From the command line:

Issue a newpass command with a zero-length password.
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Change the password for administrative user

To increase security, change the password for the administrative user from its default. By default,
the administrative usernameis root.

Note Record the new password. If the changed password islost, the Digi device must be
reset to the default firmware settings.

In Digi devices with a single-user model, changing the root password also changes the password
for Advanced Digi Discovery Protocol (ADDP). In Digi devices with the multi-user model,
changing the root password has no effect on ADDP. To change the ADDP password, enter
newpass name=addp from the command line.

In theweb interface:
1 On the Main menu, click Users.

2  Onthe Security Configuration page, enter the new password in the New Password and
Confirm Password edit boxes. The password can be from 4 through 16 characters|ong and
is case-sensitive. Click Apply.

3 Alogoff isforced immediately. Log in to the web interface using the new values.
From the command line:

I ssue the newpass command.

Upload an SSH public key

SSH can be configured to log into to servers without having to provide a password. Thisis called
“public key authentication” and is more secure than using a normal password.

You generate a public/private key using a program called ssh-keygen, and store a copy of the
public key on the server(s) that you wish to use for authentication. When you attempt to log in, the
server sends you a message encrypted with your public key. Your machine decryptsit and sends
back the original message, proving your identity.

To upload an SSH public key:
1 On the Main menu, click Security.

2 Onthe Security Configuration page, check the Enable SSH public key authentication
check box.

3  Typeor paste the SSH public key in the edit box.
4 Click Apply.
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Add users

Digi devices alow multiple usersto be defined. For those products, the User s Configur ation page
shows the currently defined users and allows you to add more user definitions. To add a user
definition:

1  OntheMain menu, click Users.

2  OntheUsers Configuration page, click New.

3 Onthe Add New Users page, specify the user name and password to be used for login. The
password can be from 4 through 16 characters long and is case-sensitive. Confirm the
password, and click Apply. The changes take effect immediately. No logout/loginis
necessary.

User access settings

For Digi devices with the two-user or more-than-two-users model, user access to the device
interfaces is configurable. For example, the administrative user can access both the command line
and web interface, but other users can be restricted to the web interface only.

Take care in changing access settings. If you are logged in as the administrative user and disable
web interface, you will not be ableto log in to the Digi device on your next attempt, and thereisno
way to raise your user permissions to enable the web interface again. You must reset the device to
factory defaults to enable the web interface access.

To set access settings.
1  OntheMain menu, click Users.
2 Onthe Users Configuration page’s list of users, click on the user.

3 Onthe User Access page, enable or disable the device interface access as desired:
—  Allow command line access: Enables or disables access to the command line.
— Allow web inter face access. Enables or disables access to the web interface.

4 Click Apply. The changes take effect immediately. No logout/login is necessary.
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User permissions settings

The User Permissions page is used to define whether and how users can use services and
configuration settings for the Digi device. For example, you can disable a user’s access to certain
parts of the web interface, or allow them to display settings only but not change them.

Thelist of services and the user permissions available for them vary by Digi device and the
features supported in the product. There are several groups of services, such as Network
Configuration, Serial Configuration, System Configuration, Command Line Applications, and
System Administration, with user permissions for various features. For example here are the
Network Configuration and Serial Configuration user permissions for Digi Connect ME:

User Configuration - root Returm to Users

F User Configuration
F User Access

* User Permissions
Customize the user permissions:

Hetwork Configuration

Ethernet Settings Readfinie w
IP Settings Readfnie W
Network Services Readirile b
Netwaork Hosts Readidrite ¥

Sarial Configuration

Port Logging Sattings Readfihte W
Auto Connections Readfivvnie ¥
Modem Emulation Readfnie w

RCI over Serial Readiyrite w

RTS Toggle Readfrite w

Senal Port Settings Readfinite v
TCP Serial Settings Readfnie W
LDP Serial Settings Readirile W
Serial Terminal Feraudiyrite W
Profile Sattings Mone v
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Configuration through the web interface

Permission Setting

Effect

None The user will not have permission to execute this setting.

Read Self The user will be able to display their own settings, but not those
of other users.

Read The user has permission to read the setting for all users, but does
not have permission to modify or write the setting.

Read/Write Self The user has permission to read and write their own setting, but

not those of other users.

Read All/Write Self

The user has permission to read the setting for all users and can
modify their own setting.

Read/Write The user has full permission to read and write the setting for al
users.
Execute The user has full permission to execute this setting.

Restrictions on setting user permissions

A user cannot set another user's permission level higher than their own permission level, nor can a
user raise their own permission level.

Set user permissions from the web interface

1 On the Main menu, click Users.

On the Users Configuration page's list of users, click on the user.

2
3 Click on User Permissions.
4

A list of feature groupings and the user permissions for them is displayed. Customize these

settings as needed.
5  Click Apply.

Set user permissions from the command-line interface

User permissions can be set from the command-line interface by the set per missions command.
See the Digi Connect Family Command Reference for the command description.
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Additional ways to control user access

Disable unused and non-secure network services

Use I P filtering

Depending on your mobile service provider, other users can access your Digi device device over
the Internet, through various network services enabled on your Digi device. To further secure the
Digi device, network services not necessary to the device, particularly non-secure or un-encrypted
network services such as Telnet, can be disabled. See "Network services settings' on page 78.

You can better restrict your device on the network by only allowing certain devices or networks to
connect. Thisisknown as [P filtering or Access Control Lists (ACL). IPfiltering configures aDigi
device to accept connections from specific and known | P addresses or networks only, and silently
drop other connections. Digi devices can befiltered on asingle |P address or restricted as a group
of devices using a subnet mask that only allows specific networks to access to the device. 1P
Filtering settings are a part of the Network configuration settings. See "IP filtering settings' on

page 84.

Important: Plan and review your IP filtering settings before applying them. Incorrect settings can
make the Digi device inaccessible from the network.
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Position - GPS support

Certain Digi devices have native GPS support with a geofence application. There are two groups of
position settings. Static position settings define the latitude and longitude coordinates for the Digi
device. GPS geofence settings define perimeters around a point such that moving into, out of, or
being outside of the perimeter will be reported to the Digi device's event log, an SNMP server, or
reported viae-mail. A supported GPS receiver must be configured for use by the device.

A GPS drive allows GPS data to be read from devices providing an NMEA-0183-compliant serial
stream via serial or USB. Data can be used by Python, the web interface, command line,Device
Cloud, and the geofencing application.

Static Position Settings

The static position settings define latitude and longitude coordinates for the Digi device. These
parameters can be queried with the RCI protocol, and this information can be used by applications
such as Device Manager.

m  Latitude: The static latitude of the device, in degrees (-90.0 - 90.0).
m  Longitude: The static longitude of the device, in degrees (-180.0 - 180.0).

Geofence Settings

Up to 16 geofences can be defined. To add a geofence, click the Add button. The configuration
settings for the geofence are displayed.

General Settings

= Name A name to reference this geofence. This name will appear in the event log,
SNMP trap, and/or e-mail report.

m  Latitude: Latitude of the center of the geofence, in degrees (-90.0 - 90.0).
m  Longitude: Longitude of the center of the geofence, in degrees (-180.0 - 180.0).

m  Maximum HDOP: Thisisthe maximum tolerated horizontal dilution of precision that
is alowed for reporting a geofence event. When the reported HDOP is greater than this
value, fence event log reports, SNMP traps, and e-mail reports will not be sent. HDOP
tolerances vary by receiver.

m  Entry Radius: The entry radius, in meters, is the distance from the center of the fence
for entry. That is, if the device islessthan this distance from the defined center, an entry
event has occurred.

u Exit Radius: The exit radius, in meters, is the distance from the center of the fence for
exit. That is, if the device is more than this distance from the defined center, an exit
event has occurred. Thisis also the distance used to determine if the device is outside of
the fence for update events.

m  Location Update Interval: The location update interval, in seconds, specifiesthe
amount of time to wait between reporting that the deviceis outside of the geofence. This
applies to event log, SNMP, and e-mail reports.
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Notify on Fence Entry: An e-mail will be sent to the defined recipients viathe
configured SMTP servers when the device has entered the geofence defined by the
geofence center and entry radius.

Notify on Fence Exit: An e-mail will be sent to the defined recipients viathe
configured SM TP servers when the device has | ft the geofence defined by the geofence
center and exit radius.

Send L ocation Update Notifications When Outside Fence: An e-mail will be sent to
the defined recipients viathe configured SMTP servers when the device is outside of the
geofence defined by the geofence center, and exit radius. E-mails will be sent at the
interval defined by the location update interval parameter.

—  Primary SMTP Server Address: The |Pv4 address of the primary SMTP email server.

—  Secondary SMTP Server Address: The IPv4 address of the secondary SMTP email
server.

— Recipient: The email address of the recipient of the geofence report e-mail.

— CC: Recipient: The email address of the carbon copy (CC:) recipient of the geofence

report e-mail.
—  From: The email (return) address of the originator of the geofence report e-mail.
—  Subject: The subject line that will appear on the geofence report e-mail.
—  Priority: The priority of the email. Normal and high priority can be specified.
Include L ocation Data in Body: Checking thisindicates that the current location of the
device should be included in the geofence e-mail.
— Body Text: This parameter specifies the body text for the e-mail.

Trap on Fence Entry: An SNMP trap will be sent to the defined SNMP servers when
device has entered the geofence defined by the geofence center, and entry radius.

Trap on Fence Exit: An SNMP trap will be sent to the defined SNMP servers when the
device has |eft the geofence defined by the geofence center, and exit radius.

Send L ocation Update Traps When Outside Fence: An SNMP trap will be sent to the
defined SNM P servers when the device is outside of the geofence defined by the
geofence center, and exit radius. SNMP traps will be sent at the interval defined by the
location update interval parameter.

Send Fence Entry Eventsto Event Log: A log entry will be written when device has
entered the geofence defined by the geofence center, and entry radius.

Send Fence Exit Eventsto Event Log: A log entry will be written when the device has
left the geofence defined by the geofence center, and exit radius.

Send L ocation Updateto the Event Log When Outside of the Fence: A log entry will
be written when the device is outside of the geofence defined by the geofence center,
and exit radius. Log entries will be written at the interval defined by the location update
interval parameter.
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Applications

Most Digi devices support additional configurable applications. For most devices, these
applications are accessed from the main menu under Applications. Some devices have an
Applicationslink under Configuration.

Python® program management and programming resources

Digi incorporates a Python development environment into Digi devices. Python is adynamic,
object-oriented language that can be used for devel oping awide range of software applications,
from simple programs to more complex embedded applications. It includes extensive libraries and
works well with other languages. A true open-source language, Python runs on a wide range of
operating systems, such as Windows, Linux/Unix, Mac OS X, OS/2, Amiga, Palm Handhelds, and
Nokia mobile phones. Python has also been ported to Java and .NET virtual machines. Unlike
proprietary embedded development platforms, Digi's integration of the universal Python
programming language allows customers a truly open standard for complete control of connections
to devices, the manipulation of data, and event based actions.

Digi provides severa resources to help you get started devel oping software solutionsin Python:

Recommended distribution of Python interpreter

The current version of the Python interpreter embedded in Digi devicesis 2.4.3. Please use
modules known to be compatible with this version of the Python language only.

Digi Python Programmer’s Guide

Digi incorporates a Python development environment into each ConnectPort X gateway. Unlike
proprietary embedded development platforms, the integration of the universal Python
programming language allows customers a truly open standard for complete control of connections
to devices, the manipulation of data, and event based actions. Python is a dynamic object-oriented
programming language that can be used for the development of many kinds of software. It offers
strong support for integration with other languages and tools, comes with extensive standard
libraries, and can be learned in afew days.

The Digi Python Programmer’s Guide introduces the Python programming language by showing
how to create and run a simple Python program. It reviews Python modules, particularly modules
with Digi-specific behavior. It describes how to load and run Python programs onto Digi devices,
either through the command-line or web user interfaces, and how to run several sample Python
programs. Find this guide at the Digi Python Wiki page--in the Start Her e section, click the link
titled Digi Python Programmer's Guide

http://www.digi.com/wiki/devel oper/index.php/Digi_Python Programmer%27s Guide

General Python programming language information is available at http://www.python.org/
Click the Documentation link.
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Digi Developer Community Wiki

The Digi Developer Community Wiki is a place to learn about devel oping solutions using Digi's
communications portfolio, software and services, including Python, Device Cloud, DIA, and more.

Digi's Developer Wiki iswhere you'll learn about devel oping solutions using Digi's
communications product, software and services. The Wiki includes how-to's, example code, and

M2M information to speed application development. Digi encourages an active developer
community and welcomes your contributions.

http://www.digi.com/wiki/devel oper/index.php/Main_Page

Digi Python Custom Development Environment page

Python functions can be used to obtain data from attached and integrated sensors on Digi products
that have embedded X Bee RF modules, such as the Drop-in Networking Accessories. The Digi
Python Custom Devel opment Environment page is an access point: for such information.

http://www.digi.com/technol ogy/drop-in-networking/python.jsp

Python Support Forum on digi.com

Find answers to common questions and exchange ideas and examples with other members of the
Digi Python development community at:

http://www.digi.com/support/forum/listforums?category=25

Device Integration Application (DIA)

The Device Cloud Device Integration Application (DIA) is software that simplifies connecting
devices (sensors, PLCs, etc.) to communication gateways. DIA includes a comprehensive library
of plug-insthat work out-of-the-box with common device types and can a so be extended to
include new devices. Its unique architecture allows the user to add most devices in under a day.

DIA isatested architecture that provides the core functions of remote device data acquisition,
control and presentation between devices and information platforms. It collects data from any
device that can communicate with a Digi gateway, and is supported over any gateway physica
interface. DIA presents this data to upstream applications in fully customizable formats,
significantly reducing a customer’s time to market.

Written in the Python® programming language for use on Digi devices, DIA may also be executed
on a PC for prototyping purposes when a suitable Python interpreter isinstalled.

DIA istargeted for applications that need to gather samples of data from aset of devices (ZigBee®
sensors, wired industrial equipment, GPS devices, etc.). It isan integral component of the Device
Cloud platform, which customers can deploy with DIA software to build flexible, robust solutions
with unprecedented speed.
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Device M anager

Configuration through the web interface

Device Manager allows for device management and access to device data within Device Cloud
Designed as an on-demand solution, Device Manager customers pay only for services consumed,
conserving capital and requiring no infrastructure. Device Manager includes:

m  Device connector software that simplifies remote device connectivity and integration

= Management application (configure, upgrade, monitor, alarm, analyze) for Digi
connectivity products including ZigBee nodes

= Application messaging engine with broadcast and receipt notification for application-to
device interaction

m  Cache and permanent storage options for generation-based storage and ad hoc access to
historical device samples

m  Application-focused bundles with ready-to-use illustrative applications
Digi devices can be monitored and managed from Device Manager; for example.

m  Displaying detailed state information and statistics about a device, such as device up
time, amount of used and free memory, network settings, X Bee network overview and
detailed information on network nodes.

m  Displaying and modifying mobile settings

= Monitoring the state of the device's connection and see a connection report and
connection history statistics.

m  Redirecting devicesto ato adifferent destination
m  Disconnecting devices
m  Removing devices from the network.

m  Alarmsand Notifications feature that fires an dlarm and sends an email notification
should a specified event occur

To learn more about the Device Manager and the servicesit provides, see the Device Cloud User’s
Guide or go to www.etherios.com/devicecloud.

Python configuration pages

Python files

Selecting Applications > Python from the main menu for a Python-enabled Digi device displays
the Python Configuration pages. These pages are used to manage Python program filesincluding
uploading them to Digi devices and deleting them as needed, and configure Python programsto
execute when the Digi device boots, also known as auto-start programs.

The Python Files page is for uploading and managing Python programs on a Digi device.
m  Upload Files: Click Browse to select afile to upload to and click Upload.
m  Manage Files: Select any files to remove from the Digi device and click Delete.
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Auto-start settings
The Auto-start Settings page configures Python programs to execute when the Digi device boots.
Up to four auto-start programs can be configured.

= Enable: When checked, the program specified in the Auto-start command line field will
be run when the device boots.

m  Auto-start command line: Specify the Python program filename to be executed and
any arguments to pass to the program. The syntax is.

filename L[argl argZ...]

Manually execute uploaded Python programs

To manually execute an uploaded Python program on a Digi device, access the command line of
the device and enter the command:

python filename [argl argZ...]

View and manage executing Python programs

To view Python threads running on the Digi device, access the command line and enter the who
command.
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RealPort configuration

Real Port software must be installed and configured on each PC that uses the Real Port ports on the
Digi device. This RealPort software is available for downloading from the Digi Support site.

Install RealPort software

From the Digi Support site:

1
2
3

From a browser, go to www.digi.com.
Click the Support link and select Drivers.

Under Select Your Product for Support, select your Digi device from the product list
and click Submit.

Under Active Products, select your Digi device from the product list.

Under OS Specific Diagnostics, Utilitiesand M1 Bs, select the operating system for
your computer from the list.

Under Realport for Windows, click the zip file.
Unzip the zip file.
Run the Real Port setup wizard.
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RealPort configuration settings
Applications> Realport displays a page for configuring the Real Port application. Settings on this
page include:

m  RealPort Settings

Enable K eep-Alives. Enables sending of Real Port keep-alives. These keep-alives are
messages inside the Real Port protocol, sent approximately every 10 seconds, to tell
whoever is connected that the connection is still alive. Real Port keep-alives are different
from TCP keep-alives, which are done at the TCP layer.

Note that Real Port keep-alives generate additional traffic which may be undesirable

in situations where traffic is measured for billing purposes.

Enable Exclusive M ode: Exclusive mode allows a single connection from any one
RealPort client ID to be connected only. If this setting is enabled and a subsequent
connection occursthat has the same source | P as an existing connection, the old existing
connection is forcibly reset under the assumption that it is stale.

m  Devicelnitiated RealPort Settings:

Index: An empty list means that no device initiated Real Port connections have been
configured

Host or IP Address: The IP address or DNS name of the client to connect to.

Port: The network port to connect to on the client. The default port for VNC serversis
8771.

Retry Time: The amount of time in seconds to wait before reattempting afailed
connection to the client.
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Configuration through the command line

Configuring a Digi devicethrough the command-line interface consists of entering a series of
commands to set valuesin the device. The Digi Connect Family Command Reference describes the
commands used to configure, monitor, administer, and operate Digi devices.

Access the command line

To configure devices using commands, first access the command line. Either launch the command-
line interface from the last page of the Digi Device Setup Wizard or use thetelnet command. Enter
the telnet command from a command prompt on another networked device, such as a server, as
follows:

#> telnet 7p-address
where ip-addressis the | P address of the Digi device. For example:
#> telnet 192.3.23.5

If security is enabled for the Digi device, (that is, a username and password have been set up for
logging on toit), alogin prompt is displayed. If the user name and password for the device are
unknown, contact the system administrator who originally configured the device.

Verify device support of commands

To verify whether a Digi devicesupports a particular command, online help is available. For
example:

m  help displaysal supported commands for a device.
m  ?displaysal supported commands for a device

m  set ?displaysthe syntax and options for the set command. Use this command to
determine whether the device includes a particular “set” command variant to configure
various features.

m  help set displays syntax and options for the set command.
m et serial ? displays the syntax and options for the set serial command.
m  help set serial displaysthe syntax and options for the set serial command.
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Configuration through the command line

Here are some examples of commands used to configure Digi device. This set does not represent

the complete set of configuration commands.

To configure or display:

Use this command:

access control (IP filtering): limit network
access to device

set accesscontrol

alarms set alarms
autocon_nectlon behaviors for serial port et autoconnect
connections

cellular communications settings set mobile

Device Cloud settings

set mgmtconnection
set mgmtglobal
set mgmtnetwork

Ethernet communications parameters set ethernet
IP forwarding set forward
host name set host

mobile statistics

display mobile (cellular)

modem emulation set pmodem
network options set network
network services Set service
Point-to-Point (PPP) outbound connections | set pppoutbound
port buffering set buffer

port profile for a serial port set profiles
provisioning CDMA cellular modules girzp\)llizyoarovisioni ng
system-identifying information set system

serial port options--genera set seria
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To configureor display: Use this command:
serial TCP set tepserial
Real Port configuration options set realport
router and Network Address Translation

. set nat
settings
RTStoggle set rtstoggle
SNMP set snmp
Telnet control commands. send Telnet send
control command to last active Telnet mode
session; set Telnet operating options
users and passwords set user
newpass
wireless devices set wlan
XBee network settings including ZB, et xbee
802.15.4, and other XBee RF protocols
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Configuration through Simple Network Management Protocol (SNM P)

Configuring Digi devicesthrough Simple Network Management protocol uses a subset of standard
MIBs for network and serial configuration, plus several Digi enterprise MIBs for device
identification and alarm handling. These MIBs are listed and described on page 168, and must be
loaded into a network management station (NMS). The standard and Digi Enterprise MIBs allow
for very basic network and serial configuration. For more detailed configuration settings, use the
command-line interface or web interface instead.

Some elements of SNMP configuration can only be configured from the web interface or
command line, such as the setting to send alarms as SNMP traps. In the web interface, this setting
islocated at Configuration > Alarms > alarm > Alarm Destinations > Send SNMP trap to
following destination when alarm occurs. See "Alarms' on page 160. In the command-line
interface, this setting is configured by the set alarm option type=snmptrap. See the set alarm
command description in the Connect Family Command Reference.

For information on SNMP as a monitoring interface, see page 229.

Batch capabilities for configuring multiple devices

For configuring many Digi devices at atime, batch configuration capabilities for uploading
configuration files are available through the Digi Connect Programmer. For details and command
descriptions, see the Digi Connect Family Customization and Integration Guide.
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C HAPTER 4

The port, device, system, and network activities of Digi devices can be monitored from avariety of
interfaces. Changes in data flow may indicate problems or activities that may require immediate
attention. In addition, connections and network services can be managed.

This chapter discusses monitoring and connection-management capabilities and tasks in Digi
devices. It covers these topics:

= Monitoring capabilities from the Device Manager on page 202

=  Monitoring and Digi devices and manage their connections from the web interface on
page 203

= Monitoring Digi devices from the command line on page 225

= Monitoring capabilities from SNMP on page 229
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Monitoring capabilities from Device Manager

Digi devices can be monitored and managed from Device Manager; for example.

Displaying detailed state information and statistics about a device, such as device up
time, amount of used and free memory, network settings, X Bee network overview and
detailed information on network nodes.

Mobile settings

Monitoring the state of the device’'s connection and see a connection report and
connection history statistics.

Redirecting devicesto ato adifferent destination
Disconnecting devices

Removing devices from the network.

To learn more about the Device Manager and the servicesit provides, see the
Device Cloud User’s Guide.
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Monitoring capabilitiesin the web interface

Several device monitoring and connection-management capabilities are available in the web
interface including system information and statistics, and connection management information.

Display system infor mation

General system

The System Information pages display general system information, serial port information, system
statistics, and diagnostics. Thisinformation istypically used by technical support to troubleshoot
problems. To display these pages, go to Administration > System I nfor mation.

information

Model
The model of the Digi device.

MAC Address

A unique network identifier required for all network devices. The MAC addressis on a sticker
on the Digi device and is displayed as 12 hexadecimal digits, usually starting with 00:40:9D.

Firmware Version
The current firmware version running in the Digi device. Thisinformation may be used to help
locate and download new firmware. Firmware updates can be downloaded from:
http://support.digi.com/support/firmware

Boot Version
The current boot code version running in the Digi device.

POST Version
The current Power-On Self Test (POST) code version running in the Digi device.

CPU Utilization
The amount of CPU resources being used by the Digi device.

Important: 100% CPU Utilization may indicate encryption key generation is in-progress. On
initial boot, the Digi device generates some encryption key material: an RSA key for SSL/TLS
operations, and aDSA key for SSH operations. This key-generation process can take aslong as
40 minutes. Until the RSA or DSA key is generated, the Digi devicewill be unabletoinitiate or
accept that type of encrypted connection. The Digi device reportsitself as 100% busy, but since
key generation occurs at alow priority, the device will still function normally. On subsequent
reboots, the Digi device will useits existing keys and not need to generate another unless areset
to factory defaults is done, which will cause a new key to be generated on the next reboot.

Up Time
The amount of time the Digi device has been running since it was last powered on or rebooted.

Total/Used/Free Memory
The amount of memory (RAM) available, currently in use, and currently not being used.
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Serial port information

The Serial page of System Information liststhe serial portsthat are configured for the Digi device.
Click on aport to view the detailed serial port information.

Serial port diagnostics page
Provides details that may aid in troubleshooting serial communication problems.

Configuration
Displays the electrical interface (Port Type) and basic seria settings.

Signals
Shows the state of serial port signals. Signals are green when asserted (on) and gray when not
asserted (off). Signal definitions are:

RTS: Request To Send.
CTS: Clear To Send.

DTR: Data Terminal Ready.
DSR: Data Set Ready.

DCD: Data Carrier Detected.

OFC: Output Flow Control. Indicates that flow control is enabled on the remote side of the
serial-port connection, and that the Digi device should stop sending data.

I FC: Input Flow Control. Indicatesthat the Digi deviceisoperating asif flow control isenabled
for incoming data sent from the remote side of the serial-port connection. Thissignal is more of
an indication that flow control isintended or expected rather than true state information. If the
remote side has a flow-control mechanism enabled, the Digi device will useit.

Serial statistics
Displaysdatacountersand error tracking that will help determinethe quality of datathat isbeing

sent or received. If the error counters are accumulating, there may be a problem in the Digi
device.

Total Data In: Total number of data bytes received.
Total Data Out: Total number of data bytes transmitted.

Overrun Errors; Number of overrun errors- the next datacharacter arrived before the hardware
could move the previous character.

Overflow Errors: Number of overflow errors - the receive buffer was full when additional data
was received.

Framing Errors. Number of framing errors received - the received data did not have avalid
stop hit.

Parity Errors: Number of parity errors- the received datadid not have the correct parity setting.

Breaks. Number of break signals received.
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Network statistics

Network statistics provide details about network and protocol activity that may aid in
troubleshooting network communication problems. Statistics displayed are those gathered since
the unit was last rebooted. If an error counter accumulates at an unexpected rate for that type of
counter, there may be a problem in the Digi device.

Ethernet Connection Statistics

Speed
Ethernet link speed: 10 or 100 Mbps. N/A if link integrity is not detected, for example, if the
cable is disconnected.

Duplex
Ethernet link mode: half or full duplex. N/A if link integrity is not detected, for example, if the
cable is disconnected.

Bytes Received

Bytes Sent
Number of bytes received or sent.

Unicast Packets Received
Number of unicast packets received and delivered to ahigher-layer protocol. A unicast packet is
one directed to an Ethernet MAC address.

Unicast Packets Sent
Number of unicast packets requested to be sent by a higher-layer protocol. A unicast packet is
one directed to an Ethernet MAC address.

Non-Unicast Packets Received
Number of non-unicast packets received and delivered to ahigher-layer protocol. A non-unicast
packet is one directed to either an Ethernet broadcast address or a multicast address.

Non-Unicast Packets Sent
Number of non-unicast packets requested to be sent by a higher-layer protocol. A non-unicast
packet is one directed to either an Ethernet broadcast address or a multicast address.

Unknown Protocol Packets Received
Number of received packets discarded because of an unknown or unsupported protocol.
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TCP statistics

Monitoring capabilities in the web interface

Datagrams Received
Datagrams Forwar ded

Number of datagrams received or forwarded.

Forwarding
Displays whether forwarding is enabled or disabled.

No Routes
Number of outgoing datagrams for which no route to the destination | P could be found.

Routing Discards
Number of outgoing datagrams which have been discarded.

Default Time-To-Live
Number of routers an | P packet can pass through before being discarded.

Segments Received
Segments Sent

Number of segments received or sent.

Active Opens
Number of active opens. In an active open, the Digi deviceisinitiating aconnection request with
aserver.

Passive Opens
Number of passive opens. In apassive open, the Digi deviceislistening for aconnection request
from aclient.

Bad Segments Received
Number of segments received with errors.

Attempt Fails
Number of failed connection attempts.

Segments Retransmitted
Number of segments retransmitted. Segments are retransmitted when the server does not
respond to a packet sent by the client. Thisisto handle packets that might get lost or discarded
somewhere in the network.

Established Resets
Number of established connections that have been reset.
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UDP statistics

Datagrams Received
Datagrams Sent

Number of datagrams received or sent.

Bad Datagrams Received
Number of bad datagrams received. This number does not include the value contained by
No Ports.

No Ports
Number of received datagrams that were discarded because the specified port was invalid.

ICMP statistics

M essages Received
Number of messages received.

Bad M essages Received
Number of received messages with errors.

Destination Unreachable M essages Received
Number of destination unreachable messages received. A destination unreachable messageis
sent to the originator when a datagram fails to reach its intended destination.
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WiFi LAN statistics

The WiFi LAN Statistics section displays more detailed wireless statistics that may aid in
troubleshooting network communication problems in wireless Digi devices.

Satus
The current status of the wireless Digi device, which may include:

Not Connected: not associated or connected w/ any access point, perhaps because the wireless
device has not fully initialized, is out of range, or the wireless interface is disconnected because
the Ethernet interface is enabled.

Searching for Network: searching for awireless network or access point for connection.

Associated with Network: successfully associated with the network w/ the proper network
settings and encryption.

Authenticated with Network: successfully authenticated a username/password with the
network when WPA is enabled.

Joined Ad Hoc Network: successfully connected to and joined an ad-hoc network.
Started Ad Hoc Network: successfully created, started, and joined an ad-hoc network.

Network Name
The name of the wireless network to which the Digi device is connected.

Network ID
The ID of the wireless network to which the Digi device is connected and communicating.

Channel
The frequency channel used by the wireless LAN radio for the Digi device.

Transmit Rate
The current transmission rate for the wireless LAN radio.

Signal Srength
The current receive signal strength as reported by the wireless LAN radio. Ranges are from 0 to
100.
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Mobile information and statistics

The Mobile information and statistics page displays detailed mobile statistics that may aid in
troubleshooting network communication problems with your mobile network. The
statistics displayed depend on whether your mobile service provider is GSM- or CDMA -based.

M obile Connection Statistics

Registration Status
The status of the modem'’s connection to the cellular network:

Not Registered: Digi deviceisnot currently searching a new operator to register to.
Registered: Home Network.
Not Registered: Digi deviceis currently searching a new operator to register to.
Registration Denied.
Unknown.
Registered - Roaming.

Location Area Code (aka“LAC”")

The modem reports this value as a 4-hex-digit string. In the mobile statisticsit is displayed both
as hex and decimal representations. For example “00C3 (195).”

Cdl ID
The modem’ sidentifier in hexadecimal and decimal, for example: “00C3 (195).”

Signal Srength (RSSI)
Therdative signa strength, displayed as signal strength LEDs.

0 LEDs: Unacceptable; Signa strength is not known or not detectable.
1LED: Wesak.

2 LEDs: Moderate.

3 LEDs: Good.

4: LEDs: Excellent.
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Mobile statisticsinclude the interface status, bytes received and sent, baud rate, modem resets, and
inactivity timer.
IP Address

The IP address of the PPP connection provided by the mobile service.

Primary DNS Address
Secondary DNS Address

The I P addresses of the DNS nameservers. Name lookups are performed using the nameserver
specified on “dnsl” first, and if that fails, the nameserver specified on “dns2” is used.

Data Received
Total number of data bytes received.

Data Sent
Total number of data bytes sent.

Idle Resets
The number of times the modem has been reset because no data was received for a period of
time.

I nactivity Timer
The time, in seconds, after which if no data has received over the link, the mobile connection
will be disconnected and re-established.
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M obile Information

The Mobile Information section items are specific to a cellular modem or service provider account.
These vary in theinformation reported from modem to modem and al so differ between CDMA and
GSM services. Thisinformation can be useful for troubleshooting and technical support. Some of
the common information items include (but are not limited to):

M obile Version
Version number of the cellular modem.

IMSI
International Mobile Subscriber Identifier (IMSI), a unique 15-digit number which designates
the subscriber. This D isthe subscriber's code to access the cellular network, and is used by the
network for provisioning and to admit the device/user to its provisioned services.

Phone Number
The phone number used to call the modem module. Two numbers are displayed: the
Mobile Directory Number (MDN) and the Mobile Identification Number (MIN).

Modem Manufacturer
The manufacturer of the modem module.

M odel
The model name of the modem module.

Modem Serial Number
The serial number of the modem module.

M odem Revision
The firmware revision in the modem module.

Other Mobile I nformation

Depending on your mobile service provider, other mobile information and settings may be
provided after the modem revision.
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I P Network Failover statistics

Thel P Network Failover page displays detailed |P Network Failover status and statistics that may
aid in troubleshooting network communication problems. The IP Network Failover feature
provides a dynamic method for selecting the default gateway. If P Network Failover is properly
configured and enabled, it overrides the Gateway Priority setting in the Advanced Networ k
Settings. If failover is off/disabled, the non-failover gateway configuration is enabled. To
configure IP Network Failover, use the Network > | P Network Failover page; see"IP Network
Failover settings' on page 88. To configure the non-failover default gateway priority list, use the
Network > Advanced Network Settings page; see "Advanced network settings' on page 107.

Current Default Gateway Status
The current status of the default gateway, including the interface name, default gateway 1P
address, and how the default gateway was configured (Failover or Non-Failover).

Current Network Failover Status
The current status of the Network Failover feature's management of the default gateway.

Failover State: The current configured state of |P Network Failover (On or Off).

Fallback to Non-Failover: The current configured state of the | P Network Failover option to
fall back to Non-Failover (On or Off). Thefallback optionisused if adefault gateway cannot be
configured by IP Network Failover. Failure to configure adefault gateway could occur if one or
more interfaces are not enabled (On) for IP Network Failover use, or if those enabled interfaces
are not Up or do not have a gateway associated with them.

I nterface Table: The current status of all available | P network interfaces. Thetableisdisplayed
in order of the interface priority configured in the P Network Failover settings. For each
network interface, the following information is displayed:

Priority: Thepriority of theinterface used by Network Failover. The highest priority is1, which
isthefirst interface in the configured Failover Interface Priority list.

Interface: The name of the network interface.

Status: The current failover status of this network interface. Status values include:

— 1-Responding: Theinterfaceis up and configured in the system. It is currently
responding to the link tests. Thisinterfaceis suitable for use as the default gateway.

— 2-Up; Theinterface is up and configured in the system. Its status has not been
determined by the link tests, or no link tests are configured. This interface may be
suitable for use as the default gateway.

—  3-Not Responding: Theinterfaceis up and configured in the system. However, itis
not currently responding to the link tests, and the number of consecutive test failures has
reached the threshold number configured in the | P Networ k Failover settings. This
interface may be suitable for use as the default gateway.

— 4-Down: Theinterfaceis down or not configured in the system. However, it is not
currently responding to the link tests. Thisinterface is not suitable for use as the default
gateway.

—  5-Unknown: Theinterface is unknown (does not exist) in the system. Thisinterfaceis
not suitable for use as the default gateway.
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The number displayed for each status value indicates the priority of that status, used by failover
in selecting the interface to use as the default gateway. Status priority 1 isthe most suitable for
use, with lower priorities considered suitable if there are no interfaces at the highest priority.

Theinterfacelist ismaintained intheinterface priority order configured in the Network Failover
settings. When any interface changes status, the interface list is examined for the interface that
has the highest status priority, nearest the start of the list. The highest priority interface with a

Responding statusis used as the default gateway. If no interface is marked Responding then the
highest Up interface is used, etc.

Gateway: The gateway | P address associated with the interface, or 0.0.0.0 if the interface does
not have an associated gateway. An interface with no gateway is not suitable for use asthe
default gateway.

State: The Network Failover enabled state (On or Off) for thisinterface. The On state means
failover is monitoring this interface, and the Off state means failover is not using this interface
for failover purposes.

Tests: The number of Link Tests (0, 1 or 2) that are configured for thisinterface.

Current Network Gateway Status (Non-Failover)
This information reports the status of the non-failover management of the default gateway. If
Network Failover is enabled (On) and can successfully configure a default gateway, failover
always overrides the non-failover Gateway Priority configuration.

Interface Table: The current status of al available IP network interfaces. Thetableisdisplayed
inorder of theinterface priority configured inthe Advanced Network Settings. For each network
interface, the following information is displayed:

Priority: The priority of the interface configured in the Advanced Network Settings. The
highest priority is 1, which isthe first interface in the configured Advanced Network Settings
Interface Priority list.

I nterface: The name of the network interface.
Status: The current status of this network interface. Possible status values and their meanings:

1- Up: Theinterfaceis up and configured in the system. Thisinterface is suitable for use asthe
default gateway.

0 - Down: Theinterface is down or not configured in the system. Thisinterface is not suitable
for use as the default gateway.

Theinterface list is maintained in the Interface Priority order configured in the Advanced
Network Settings. When any interface changes status, the interface list is examined for the
interface that has the highest status priority, nearest the start of the list. The highest priority
interface with an Up status is used as the default gateway.

Gateway: The gateway | P address associated with the interface, or 0.0.0.0 if the interface does
not have an associated gateway. An interface with no gateway is not suitable for use asthe
default gateway.
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Current Failover Link Test Statistics
These statistics indicate the successes and failures of the configured link tests, used by the
Network Failover feature to manage the default gateway. For each network interface, the
following counters are maintained and reported. The valuesindicate the total number for each
interface and category, since the Digi device was last powered on or rebooted.

Test Success
The total number of successful link tests. A link test is successful if either of the configured
tests (primary or secondary destination) succeeds. When alink test succeeds, theinterfaceis
reported as “ Responding”.

Test Failure
Thetotal number of failed link tests. A link test failsif both of the configured tests (primary
or secondary destination) fail, or if only one link test is configured and it fails. If two link
tests are configured, and both of them fail, that is counted as asingle link test failure for the
purpose of counting failures.

Bypass Test
Thetotal number of link tests that were bypassed (not run) for anumber of possible reasons.
A link test is bypassed if no destinations are configured, if the interface has no associated
gateway, if the interface goes down while atest isin progress, or if failover is disabled
(turned off) while atest is running (disabled as a feature or for the interface being tested).

Consecutive Failures
The current number of consecutive link test failures for the interface. When the number of
consecutive failures reaches the threshold configured in the Network Failover settings, the
interface is reported as “ Not Responding” and the default gateway may be changed as a
result. When alink test is successful, or when the interface goes down and comes back up,
the consecutive failures counter is reset to zero.

Link Not Responding
Thetotal number of link test failuresthat occurred for the interface after it has been reported
as“Not Responding”. This counter can be auseful indicator for determining how much time
an interface isin the state of “Not Responding.”
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Device Cloud status

This section is used to view connection status for the Device Cloud service.

Position/GPS statistics

The Position statistics show information gathered from attached NMEA-0183 compliant GPS
receivers attached to the Digi device, and statically configured position parameters.
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This section is used to view more detailed statistics for XBee module activity that may aid in
troubleshooting network communication problems with your XBee network.

Digi provides severa avenues for managing X Bee networks and the devices in them:
m  From aDigi device'sweb interface. This section focuses on this interface.

m  From aDigi device’'s command-line interface. See "Commands for managing XBee
networks and nodes" on page 228.

m  From the Device Manager’'s X Bee Networks view. See "Monitoring capabilitiesin the
web interface” on page 203.

Manage XBee networks from the web interface

To display information about X Bee networks and devices within them, select
Administration > System Information > XBee Network. The XBee Network statistics may aid
in troubleshooting network communication problems with an XBee network.

XBee sockets statistics
This section includes data counters that are specific to X Bee sockets implemented using a
Python application.

Frames Sent
The number of frames sent from local X Bee device sockets.

Frames Received
The number of frames received by local X Bee device sockets.

Bytes Sent
The total number of bytes sent from local X Bee device sockets.

Bytes Received
The total number of bytes received from local XBee device sockets.

XBee socketserrors
This section includes error counters that are specific to X Bee sockets implemented using a
Python application. These values will help determine the quality of datathat is being sent or
received.

Transmit Frame Errors
The total number of frames that were not given to the XBee driver from the XBee device
socket because of an internal error.

Receive FrameErrors
The total number of frames which were unable to be received by the X Bee device socket
because of an internal error.

Transmit Bytes Dropped

The total number of bytes dropped by XBee device sockets because of an internal error on
transmission.
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Receive Bytes Dropped by User
The total number of bytes dropped by the user because of an insufficiently sized receive
buffer.

Receive Bytes Dropped by Stack
Thetotal number of bytesdroppedinternally by X Bee sockets because of insufficient internal
buffers.

XBee network statistics
This section includes data counters for all activity on the XBee network.

Framesreceived
The total number of frames received.

Bytesreceived
The total number of bytes received.

Frames transmitted
The total number of frames transmitted.

Bytestransmitted
The total number of bytes transmitted.

Remote commands
The number of frames that were commands to remote nodes.

Addressdiscoveries
The number of frames that required the discovery of the network address of a remote node.

Route discoveries
The number of frames that required the discovery of the route to aremote node.

Transmission retries
Thenumber of framesthat were retransmitted because of they were not acknowledged by the
remote node.
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XBeenetwork errors

This section includes error counts for all activity on the XBee network. These values help
determine the quality of datathat is being sent or received.

Removed from queue
The number of frames that could not be transmitted due to atime limit set by an application.

Unableto transmit
The number of framesthat could not be transmitted dueto atransmission error. Thisincludes
duty cycle limitsand CCA and PHY errors.

Address not found
The number of transmitted frames for which the network address of aremote node could not
be found.

Route not found
The number of transmitted frames for which the route to a remote node could not be found.

Not acknowledged
The number of transmitted frames that were not acknowledged by the remote node.

No response or status

The number of transmitted frames for which no indication of success or failure was received
from the local radio.

XBee device status pages

Configuration > Network > XBee > Device Status displays detailed information on the state of
Digi device and its role as a gateway device in the XBee network. The parameters displayed vary
based on the capabilities supported by the node's X Bee module. See "Device Status' on page 139.
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SureLink statistics

Digi SureLink ™ provides an “aways-on” mobile network connection to ensure that a Digi device
isin astate where it can connect to the network. The statistics displayed for Digi SureLink pertain
to the periodic tests, known as Link Integrity Monitoring tests, that are run over the established
PPP connection to ensure that end-to-end communication is possible. There are three Link
Integrity Monitoring tests available: Ping Test, TCP Connection Test, and DNS L ookup Test. For
descriptions of these tests, see "Link integrity monitoring settings' on page 122. In these SureLink
statistics, a“session” isa PPP session. The session statistics are reset to zero at the start of anew
PPP connection. The “total” statistics are the accumulated totals for al sessions since the device
booted. The “tests’ are the SureLink Link Integrity Monitoring tests that have been configured to
be run when the mobile network connection is established.

Session Successes
The number of times a configured test was attempted and succeeded in the current PPP session.

Session Failures
The number of times a configured test was attempted but failed in the current PPP session.

Session Consecutive Failures
The number of consecutive failures for atest, with no success. When atest is successful, the
consecutive failures counter isreset to zero. The consecutivefailures counter indicatesadevice's
“progress’ toward the configured maximum number of consecutivefailures, after which the PPP
link istaken down (and restarted).

Session Bypasses
If a configuration parameter is bad, atest is bypassed rather than considered to have succeeded
or failed. This means the test was not run. If the PPP connection goes down while atest isin
progress, that test may be classified as bypassed, sinceit could not be run. (Note that the PPP
link may come down for many reasons, independent of SureLink testing.)

Total Successes
Thetotal number of times a configured test was attempted and succeeded since the Digi device
was booted.

Total Failures
The total number of times a configured test was attempted but failed since the Digi device was
booted.

Total Link Down Requests
The number of times the SureLink feature has failed consecutively the configured number of
failures and, as aresult, requested that PPP shut down and restart its connection. This statistic
counts such occurrences during the current device boot. SureLink itself does do the PPP stop/
start; it sends a message to PPP asking it to do so, owing to a Surelink test failure.

Total Bypasses
Thetotal test bypasses (see “ session bypasses’) since the Digi device was rebooted.
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Diagnostics

The Diagnostics page has a ping utility to determine whether the Digi device can access remote
devices over the network. Enter the hostname of the remote device to attempt to access, and click
Ping.
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M anage connections and services

The Management menu is for viewing and managing connections and services for the Digi
device.

Manage serial ports

Management > Serial Ports provides an overview of the seria ports and their connections.
Clicking Connections displays the active connections for that seria port. The view can be
refreshed to see any new serial-port connections list, and connections can be disconnected as
needed.

Manage connections

Management > Connections displays active Virtual Private Network (VPN) and system
connections.

Manage Virtual Private Network (VPN) connections

To monitor a VPN connection from the web interface, select M anagement > Connections. The
VPN settings appear.

Note that the Connect and Disconnect functions do not work for a VPN that uses a Pre-Shared
Key (PSK).

M anage active system connections

The Active System Connections list provides an overview of connections associated with various
interfaces, such as user connections to the device'sweb interface, connections to the command line
through the local shell, or Python threads currently running; the protocols used for the connections;
and the number of active sessions for each connection. One of the uses of thislist isto determine
whether any connections are no longer needed and can be disconnected.
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Management > Event L ogging displays the event log for the Digi device. Thislog records events
throughout the Digi device's system, such as starting or resetting the Digi device, configuring
features, actions performed by various interfaces and subsystems, starting applications, etc. The
event log is always enabled and is not user-configurable. When the Digi device operatesin an
unexpected manner, the log entries can be sent to Digi for analysis by Technical Support and
Engineers. The event log cannot be turned off, so that Digi receives an accurate view of all aspects
of the operation of the device.

Theevent log is maintained in RAM, and there is no history across reboots of the device. When the
log “overflows’ the oldest entries are overwritten with new ones, so the history isincomplete.

The Clear button clears the event log.
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Manage network services

Management > Networ k Services displays information about active network services. Currently,
the only network-service management task possible from this page is managing the DHCP server.

Manage DHCP server operation
DHCP server management operations include:

m  View DHCP server status.
m  Start/stop/restart the DHCP server.

= View and manage current DHCP leases.

Start, stop, and restart the DHCP server

The DHCP Server Management page shows the current status of the DHCP server. Depending on
the current status, there are buttons to start, stop, or restart the DHCP server. Click the appropriate
button to perform your request.

Note Stopping, restarting, or rebooting the DHCP server causes al information on IP
address leases to be lost. All leased addresses except for reservations will be returned
to the available address pool and may be served in anew lease to a DHCP client.

View and manage current DHCP leases

The DHCP server maintains acurrent list of its|eases, reservations and unavailable addresses. The
displayed lease list may contain entriesthat report avariety of status descriptions. The Lease Status
types are identified and described bel ow.

Even after alease has expired or is released by a DHCP client, the associated |P address is not
immediately returned to the avail able address pool. Rather, there is a non-configurable

grace period during which the lease record is retained by the DHCP server. At the end of that
grace period, the lease record is automatically deleted and the associated | P address is returned to
the available address pool. Where a grace period is observed, thisisindicated in the L ease Status
descriptions bel ow.

The grace period is incorporated in the DHCP server to increase the consistency of offering the
same |P address to a DHCP client, even if that client is rebooted or off the network for a period of
time that does not exceed the grace period.

L eases can be removed from the DHCP server while the server is running. To remove alease,
select the checkbox to the | eft of the lease information in the table of leases, then click the Remove
button below the lease table. To remove all leases, select the checkbox to the left of the descriptive
headings at the top of the table, then click the Remove button below the lease table.

Note Removing alease will cause the associated | P address to be returned immediately to
the available address pool. Any |P address in this available address pool may be
served in anew lease to a DHCP client. Static lease reservations will always display
in the lease list. These reservation leases may be removed, but a new lease will be
created immediately. To disable or permanently remove a reservation, use the DHCP
server Settings page in the Network Configuration area.
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L ease status types

Here are the L ease Status values that are displayed in the lease list, including how long alease
table entry will remain in each state. Note that after alease is deleted, the associated | P addressis
returned to the available address pool.

m  Assigned (active): A leaseis currently assigned and active for the given client. The
client may renew the lease, in which case the lease remainsin this state.

m  Assigned (expired): A lease has expired and is no longer active for the given client. A
lease in this state will remain for a4 hour grace period, after which it is deleted. If the
same client requests an | P address before the lease is deleted, it will be given the same
IP address previously served to it.

m  Reserved (active): A leasefor an address reservation is currently active for the given
client. A reservation lease will remain indefinitely, although the status may alternate
between active and inactive.

m  Reserved (inactive): A lease for an address reservation is currently inactive for the
given client. A reservation lease will remain indefinitely, although the status may
alternate between active and inactive.

m  Reserved (unavail): A lease for an address reservation was offered to a client, but that
client actively declined to use the IP address. Typically thisis because the client
determined that another host on the same subnetwork is aready using that | P address.
Upon receiving the client's decline message, the DHCP server will mark the address as
unavailable. The lease will remain in this state for 4 hours, after which it isrevertsto the
Reserved (inactive) status.

m  Offered (pre-lease): A lease has been offered to the given client, but that client has not
yet requested that the |ease be acknowledged. It may be that the client also received an
offer from another DHCP server, in which case this offer will expire in approximately 2
minutes. If the client requests this |ease before that 2 minute interval elapses, this lease
will change statusto Assigned. If the 2 minute interval expires, the offer record is
deleted and the associated | P address is returned immediately to the available address
pool.

m  Released: A lease was previously assigned to the given client, but that client has
proactively released it. A lease in this state will remain for a 1 hour grace period, after
whichitisdéeted. If the same client requests an | P address before the lease is deleted, it
will be given the same I P address previously served to it.

m  Unavailable Address: A lease was offered to aclient, but that client actively declined
to use the | P address. Typically thisis because the client determined that another host on
the same subnetwork is aready using that | P address. Upon receiving the client's decline
message, the DHCP server will mark the address as unavailable. The lease will remain
in this state for a4 hour grace period, after which it is deleted. This status may aso
occur if the DHCP server determines that the IP addressisin use before it offers the
addressto aclient (see the DHCP server setting Check that an IP addressisnot in use
before offering it).
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Monitoring capabilities from the command line

There are several commands for monitoring Digi devices. For complete descriptions of these
commands, see the Digi Connect Family Command Reference.

Commands for displaying device information and statistics

display commands

display commands display real-time information about a device, such as:

General product information, including the product name, MAC address, boot, post, and
firmware versions, memory usage, utilization, and uptime, or the amount of time since
the device was booted (display device).

Activeinterfaces on the system, for example, theweb interface, command line interface,
and Ethernet interface, and their status, such as“Closed” or “ Connected.” (display
netdevice).

The event log (display logging).

Memory usage information (display memory).

Serial modem signals. (display serial).

Mobile connection information and statistics (display mobile).
Network Address Tranglation (NAT) information (display nat).
Generd status of the sockets resource (display sockets).
Active TCP sessions and active TCP listeners (display tcp).
Current UDP listeners (display udp).

Point-to-Point Protocol (PPP) information, including results of Link Integrity
Monitoring tests by Digi SureLink “display pppstats’).

Provisioning information currently in the Digi device device's CDMA module (display
provisioning)

Uptime information (display uptime).
Virtual Private Network (VPN) connection information (display vpn).

For ConnectPort X5 R Iridium, more statistics specific to Iridium beyond those
displayed in the web interface are available viathe display iridium and info iridium
commands.
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Monitoring capabilities from the command line

info commands displays statistical information about a device over time. The statistics displayed
are those gathered since the tables containing the statistics were last cleared. Statistics include:

set alarm

Device statistics. info device displays such details as product, MAC address, boot,
POST, and firmware versions, memory usage, utilization, and uptime.

Ethernet statistics. info ether net displays statistics regarding the Ethernet interface,
including the number of bytes and packets sent and received, the number of incoming
and outgoing bytes that were discarded or that contained errors, the number of Rx
overruns, the number of times the transmitter has been reset, and the number of
incoming bytes when the protocol was unknown.

ICMP statistics. info icmp displays the number of messages, bad messages, and
destination unreachable messages received.

Serid statistics. info serial displays the number of bytes received and transmitted,
signal changes, FIFO and buffer overruns, framing and parity errors, and breaks
detected.

TCP dtatistics. info tep displays the number of segments received or sent, the number of
active and passive opens, the number of bad segments received, the number of failed
connection attempts, the number of segments retransmitted, and the number of
established connections that have been reset.

UDP statistics. info udp displays the number of datagrams received or sent, bad
datagrams received, and the number of received datagrams that were discarded because
the specified port was invalid.

To display mobile statistics, use display mobileinstead of info.

For ConnectPort X5 R Iridium, more statistics specific to Iridium beyond those
displayed in the web interface are available viathe display iridium and info iridium
commands.

set alarm displays alarm settings, including conditions that trigger alarms, and how alarms are
sent, either as an email message, an SNMP trap, or both. Alarms can be reconfigured as needed.

set buffer and display buffers

set buffer configures buffering parameters on a port and displays the current port buffer
configuration. display buffers displays the contents of a port buffer, or transfers the port-buffer
contents to a server running Trivial File Transfer Protocol (TFTP).

set snmp

set snmp configures SNMP, including SNMP traps, such as authentication failure, cold start, link
up, and login traps, and displays current SNM P settings.

show

The show commands display current settingsin adevice.
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Commands for managing connections and sessions

close: Closes active sessions that were opened by connect, rlogin, and telnet
commands.

connect: Makes a connection, or establishes a connection, with a serial port.
dhcp: Manages DHCP server operation.

exit and quit: These commands terminate a currently active session.

vpn: Manages Virtual Private Network (VPN) connections.

who and kill: The who command displays aglobal list of connections. The list of
connections includes those associated with a serial port or the command-line interface.
whoisparticularly useful in conjunction with the kill command, which terminates active
connections. Use who to determine any connections that are no longer needed, and end
the connections by issuing a kill command.

ping: Tests whether a host or other device is active and reachable.

reconnect: Reestablishes a previously established connection; that is, a connection
opened by aconnect, rlogin, or telnet command; the default operation isto reconnect to
the last active session.

rlogin: Performs alogin to a remote system.

send: Sends a Telnet control command, such as break, abort output, are you there,
escape, or interrupt process, to the last active Telnet session.

status: Displaysalist of sessions, or outgoing connections made by connect, rlogin, or
telnet commands for a device. Typically, the status command is used to determine
which of the current sessions to close.

telnet: Makes an outgoing Telnet connection, also known as a session.
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Commands for managing XBee networks and nodes

Several commands are used to configure X Bee networks and display information and statistics
about the devicesin the network: set mesh, display mesh, xbee, and info zighee sockets.

The set mesh command configures XBee network settings for a ConnectPort X
gateway. Also displays current configuration parameters on the gateway mesh node or
of remote nodes in the mesh (specified by the address option).

The display mesh command refreshes the display of XBee network devices, and
displays specific information about X Bee network devices. Information displayed
includes the node address and ID list, aswell as individual node status.

The xbee command executes an X Bee utility or displays the status of actions performed
by the XBee utilities. Actionsinclude displaying information about the X Bee network
setup, sending loopback data, displaying the status of XBee firmware, and scheduling
XBee firmware updates.

Theinfo zighee_sockets command displays statistics about X Bee device sockets and
data communications activity on an XBee network. These statistics show what is
happening on the X Bee network from the ConnectPort X gateway's perspective;
essentially data from the X Bee modul€'s perspective as interpreted by the XBee driver
in the gateway.
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Monitoring Capabilities from SNMP

Device monitoring capabilities from SNMP include, anong other things:

m  Network statistics, defined in RFC 1213, MIB-II

m  Port statistics, defined in RFCs 1316 and 1317

m  Deviceinformation, defined in Digi enterprise MIB DIGI-DEVICE-INFO.mib

For more information on the statistics avail able through the standard RFCs listed above, refer to
the RFCs available on the IETF web site (www.ietf.org). For enterprise MIBs, refer to the
description fieldsin the MIB text.
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Device administration

C H A PTER 5

This chapter discusses the administration tasks that need to be performed on Digi devices
periodically, such as file management, changing the password used for logging onto the device,
backing up and restoring device configurations, updating firmware and Boot/POST code, restoring
the device configuration to factory defaults, and rebooting the device. Aswith device configuration
and monitoring, it covers performing administrative tasks through a variety of device interfaces,
including web and command-line interfaces.

Administration from the web interface

The Administration section of the web interface main menu provides the following choices:

File Management: For uploading and managing files, such as custom web pages,
applet files, and initialization files. See page 231.

Python Program File Management: For uploading custom programsin the Python
programming language to Digi devices and configuring the programs to execute
automatically at startup. See page 191.

X.509 Certificate/lK ey M anagement: For loading and managing X.509 certificates and
public/private host key pairs that are public key infrastructure (PKI) based security. See
page 232.

Backup/Restore: For backing up or restoring a device's configuration settings. See
page 244.

Update Firmware: For updating firmware, including Boot and POST code. See
page 245.

Factory Default Settings: For restoring adevice to factory default settings. See
page 246.

System Information: For displaying general system information for the device and
device statistics. See page 247.

Reboot: For rebooting the device. See page 247.

These administrative tasks are organized elsewhere in the web interface:

Enable and disable network services. See page 78.
Enable password authentication for the Digi device. See page 181.
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File management

Uploading files

Delete files

The File M anagement page of the web interface uploads custom filesto a Digi device, such asthe
files for a custom applet, or a custom image file of your company logo. Custom applets allow the
flexibility to alter the interface either by adding a different company logo, changing colors, or
moving information to different locations. If custom applets or the sample Java applet is not used,
using this feature is not necessary.

To upload filesto a Digi device, enter the file path and name for the file, or click Browseto locate
and select the file, and click Upload.

To delete files from a Digi device, select the file from the list under M anage Files and click
Delete.

Custom files are not deleted by device reset

Any files uploaded to the file system of a Digi device from the File Management page are not
deleted by restoring the device configuration to factory defaults, or by pressing the Reset button on
the device (see "Restore a device configuration to factory defaults’ on page 246). Thisdeletion is
prevented so that customers with custom applets and custom factory defaults can retain them on
the device and not have them deleted by areset. Such files can only be deleted by the Delete
operation, described above.
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X.509 Certificate/Key Management

The X.509 Certificate/K ey Management pages are for loading and managing entriesin a
database of certificate and private key data. This feature supports displaying, loading, saving,
removing, certificate database entries, and importing a private key for the Digi device into the
database. Certificates and public/private host key pairs are an integral part of public key
infrastructure (PKI) based security.

Supported security implementations

The X.509 Certificate/Key Management feature manages several kinds of certificate databases and
security implementations, including X.509 Certificate Authority/Certificate Revocation, Simple
Certificate Enrollment Protocol (SCEP), Virtua Private Networking (VPN), Secure Sockets Layer
(SSL)/Transport Layer Security (TLS), and Secure Shell (SSHv2).

m  InX.509 Certificate Authority/Certificate Revocation, atrusted third party issues digital
certificates for use by other parties.

m  SCEPisused for obtaining certificates used in Virtual Private Networking (VPN)
security. It is primarily used by large enterprises, and allows for provisioning from the
field.

= VPN usesthe IPSec protocol to securely connect a device to a network, connect two
networks together, and allow a device to perform proxy VPN.

m  SSL and TL S security are mainly used to secure access to web pages for configuration
purposes, secure seria port connections, and SSL autoconnect, an automatic connection
(autoconnection) between a serial port on the device and a remote network destination.

m  Secure Shell (SSHv2) ismainly used to secure access to a device's console and serial
ports for configuration purposes.

Benefits of using certificates

Some benefits of using certificates to manage security include:

m  Certificates are more secure than Digi self-signed certificates.

m  Certificate management allows you to push your own certificates out to Digi devices.
m  Moreflexibility in key sizes.

m  Managing certificates through the web interface creates a repository of certificates that
can be used by other applications and processes.

Additional information on certificate management

Implementing certificate management requires selecting a security type and understanding its
technical details and key operations. If you are tasked with certificate management for your
organi zation and need more background information, agood place to start is Wikipedia articlesfor
the security types (X.509 CA/CRL, SCEP, VPN, SSL/TLS), and SSH). These articles reference
resources such as standards, Request For Comments pages (RFCs), and articles that provide more
technical detail.
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Tables managed by the X.509 Certificate/Key Management feature

Certificate and key management information is stored in the following database tables:

Security type Table Used to load
X.509 Certificate CA (Certificate Certificate authority digital certificates. A certificate authority (CA) isa
Authority/ Authority) trusted third party that issues digital certificates for use by other parties.
Certificate Digital certificatesissued by the CA contain apublic key. The
Revocation certificate contains information about the individual or organization to
which the public key belongs. A CA verifies digital certificate
applicants credentias. The CA certificate allows verification of digital
certificates, and the information contained therein, issued by that CA.
CRL (Certificate Certificate revocation lists for loaded CAs. A certificate revocation list
Revocation List) (CRL) isafilethat contains the serial numbers of digital certificates
issued by a CA which have been revoked, and should no longer be
trusted. Like CAs, CRLs are avital part of apublic key infrastructure
(PK1). Thedigital certificate of the corresponding CA must be installed
before the CRL can be loaded.
Simple SCEP CA SCEP certificate authority digital certificates that have been approved
Certificate (Certificate and issued. Tables are populated using SCEP commands and datais
Enrollment Authority) obtained from a SCEP server, rather than populated by a user.
Protocol (SCEP)
SCEP Pending SCEP certificate requests that are pending approval.
Enrollment
Requests
Virtual Private VPN ldentity VPN identity certificates. Identity certificates and keys allow for IPSec
Networking authentication and secure key exchange with ISAKMP/IKE using RSA
(VPN) or DSA signatures. The VPN identity certificate must be issued by a
CA trusted by the peer.
VPN Identity Keys VPN RSA or DSA identity private keys.
Secure Sockets SSL Identity SSL/TLS identity certificates. A default key is generated automatically
Layer (SSL) and but can be overridden by a user. However, this default key is not secure.
Transport Layer
Security (TLS) | 51 Identity Keys | SSL/TLSidentity private keys.
SSL Peer SSL/TLS peer certificates.
SSL Revoked Verbatim revoked SSL/TLS certificates.
Secure Shell SSH Host Keys SSHv2 identity private keys. Used for authentication with SSHv2
(SSHv2) Table clients and secure key exchange. A default 1024-bit DSA key is

generated automatically if none exists when the device boots. Thereis
no certificate for SSHv2, just private key data.
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Behavior of SSH/SSL private keys on Digi devices

Digi devices generate their SSH/SSL self-signed private keys automatically. While this automatic
generation is convenient for device users, as they are not required perform any actions regarding
the private keys, it presents some security loopholes.

m  With self-signed private keys, you must establish trust in a secure environment. That is,
if you cannot guarantee that the environment is secure, you must pull the private keys
off the Digi device.

= You must know about the certificate before you connect, as opposed to third-party
signed certificates, where you only need the third-party certificate.

m  Thelength of Digi's self-signed private keysis 1024 bits. While this length thisis
adequate for 99.9% of all applications, some people or applications prefer a shorter or
longer key.
Using TFTP to load and store certificate information
Using TFTPR, you can load and store PEM-formatted certificates into the certificate and private key
management tables.
Using HTTP/HTTPS to transfer certificate and key data

On the web, you can use HTTP or HTTPS to transfer certificate and private key data.

Data retained after factory reset
When aDigi deviceisreset to factory defaults, any certificates and private key dataloaded onto it
are retained.

Certificate management settings

There are separate pages of settings for the certificate databases and key management for
certificates and key data for the different types of security implementations.
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Certificate Authorities (CAs) / Certificate Revocation Lists (CRLS)

Upload Certificate Authority Certificates and Certificate Revocation Lists

This section is used to upload and manage certificate authority (CA) certificates, or certificate
revocation list (CRL) files. Up to 8 CA certificates can beinstalled. and up to 8 CA revocations can
beinstalled. CA certificates can also be obtained from a SCEP server. Up to 8 SCEP CA
certificates can be installed.

Filescan bein ASN.1 DER or PEM Base64 encoded formats. Enter or browse to the name of the
file to upload in the Upload File field. Click the Upload button to upload thefile.

About Simple Certificate Enrollment Protocol (SCEP) certificate authority (CA) certificates

Managing Simple Certificate Enrollment Protocol (SCEP) certificate authority (CA) certificates
involves two types of certificates and settings on several pages:

m  The SCEP CA certificate. Thisisthe globally trusted certificate.

= The VPN identity certificate; that is, the certificate that identifies the particular device.

The process for managing these two types of certificatesis as follows:

Step

Location in X.509 Certificate and Key Management
settings

1. Get the SCEP CA certificate.

Certificate Authorities(CAs) / Certificate Revocation Lists (CRLs) >
Obtain CA certificatesfrom a SCEP Server fields and Get CA button

See page 237.

2. Accept the SCEP CA certificates.

Certificate Authorities (CAs) / Certificate Revocation Lists (CRLs) >
Installed SCEP Certificate Authority Certificates
See page 236.

3. Enroll the VPN identity certificate.

Virtual Private Network (VPN) Identities >
Key Generation / Enrollment fieldsand Enroll button

This step movesthe VPN identity certificate into the pending enrollment
database, which isthe database that indi cates which certificate enrollment
requests are outstanding.

See page 239.

4. Verify enrollment of the VPN identity
certificate.

Virtual Private Network (VPN) Identities >
Installed VPN Identity Certificates

The VPN identity certificate is automatically added when it comes back
from the SCEP server. Verify that it isin the table.

See page 238.
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Installed Certificate Authority Certificates

Thetable lists any certificate authority certificates that are loaded in the Certificate Authority

database.
m  Action: Select to perform allowabl e actions on the entry. The only alowable actionisto
delete the entry.

m  Subject: Theentity that receivesthe certificate. Thisis expressed asthe value entered in
abrowser’'sURL field; typically aFully Qualified Domain Name (FDQON) if using DNS
or an |P address.

m  |ssuer: Theentity that issued the CA certificate.
m  Expiration: The expiration date of the certificate.

n Delete button: Click to delete the CA certificates selected in the Action column from
the database.

Installed Certificate Authority Certificate Revocation Lists

Thetable lists any certificate authority certificate revocation lists that are loaded in the Certificate
Revocation List database.

= Action: Select to perform allowabl e actions on the entry. The only alowable actionisto
delete the entry.

m  Issuer: The certificate authority that issued the certificate revocation list.
m  Last Update: Thelast date and time the certificate revocation list was issued.

m  Next Update: The effective or expiration date and time of the certificate revocation list.
At this date, a new one must be obtained.

n Delete button: Click to delete the CA certificate revocation lists selected in the Action
column from the database.
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Obtain CA certificates from a SCEP Server

This section performs step 1 of the process for managing SCEP CA certificates. It involves
specifying the SCEP server from which CA certificates should be obtained.

Note: CA Certificates must be accepted by the operator to be used for any purpose.

SCEP Server URL: The URL of the SCEP server from which to get the CA certificate.

CA |dentifier: TheID of the CA certificate to be obtained from the SCEP server. Get
this value from the SCEP administrator.

Get CA button: Click to get the specified CA certificate from the specified SCEP
server URL.

Installed SCEP Certificate Authority Certificates

This section performs step 2 of the process for managing SCEP CA certificates. It lists any
installed Simple Certificate Enrollment Protocol (SCEP) CA certificates. To enter any new
certificates, obtain the certificate information from the SCEP administrator. Accept SCEP CA
certificatesin the list by clicking the Accept button.

Action: Select to perform allowable actions on the entry. Entries can be deleted or
accepted.

Subject: A text description of the SCEP CA.
I ssuer: The entity that issued the certificate.
Expiration: The expiration date of the certificate.

Fingerprint: The fingerprint of the received CA certificate. Thisfingerprint isin the
form of ahash code consisting of several hexadecimal bytes that allow the SCEP
administrator to verify the CA certificate.

Delete button: Deletes all the SCEP CA certificates selected in the Action column from
the database.

Accept button: Acceptsthe SCEP CA certificates selected in the Action column into the
database. This action moves the CA certificate from the SCEP CA to the X.509 CA
table.
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Virtual Private Network (VPN) Identities

Upload VPN Identity Keys and Certificates

This section is used to upload VPN RSA or DSA identity keys and certificates. Up to 5 VPN
identity certificates can beinstalled. Up to 5 VPN identity keys can be installed.

Identity certificate and key files can bein ASN.1 DER or PEM Base64 encoded formats. Enter or
browse to the name of the file to upload in the Upload File field. A password isrequired in the
Password field only if the host key file is encrypted. Click the Upload button to upload the file.

Installed VPN Identity Certificates
Thistablelists any VPN identity certificates that are loaded in the VPN Identities database.

Action: Select to perform allowabl e actions on the entry. The only alowable actionisto
delete the entry.

Subject: The entity that received the certificate.

I ssuer: The entity that issued the certificate.

Expiration: The expiration date of the certificate.

Matching Key: The private key associated with the certificate, if any exists.

Delete button: Deletes all certificates selected in the Action column from the database.

Installed VPN Identity Keys
Listsany VPN identity keysthat arein the VPN Identities database.

Action: Select to perform allowabl e actions on the entry. The only alowable actionisto
delete the entry.

Type: The type of encryption of the VPN identity key: RSA (public key cryptography
algorithm) or DSA (digital signature algorithm).

Matching Certificate: The certificate associated with the private key, if any exists.
Delete button: Deletes all the keys selected in the Action column from the database.
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Key Generation / Enrollment

This section sets parameters for handling SCEP enrollment requests. A SCEP enrollment request
creates a private key and sends arequest to the SCEP server to generate a SCEP CA certificate. Up
to 4 pending SCEP enrollment requests can be installed.

Enrollment request parameters are as follows.

SCEP Enrollment Server URL: The URL for the SCEP server.
CA Certificate: The name of the CA certificate to be obtained from the SCEP server.

Encryption Certificate

Signing Certificate: There arerolesin a certificate enrollment request: The CA that
signs the enrolIment request, and the CA that encrypts the request. These two options
areindices into the CAsin the Digi device's certificate database, and are used to both
sign and encrypt the request. Thisinformation is typically downloaded from the SCEP
CA table.

RSA Key Length (bits): The number of charactersin the key.

Enrollment Password: A one-time, short-lived password used for the SCEP enrollment
process. Get this password from the SCEP administrator.

Common Name (CN): A name that identifies the device associated with the SCEP CA
certificate, for example, the device name or a FQDN.

Country Code (C): A two-letter abbreviation for the country in which the device
associated with the SCEP CA certificate resides, for example, US for United States.

Sate or Province (ST): The state or province abbreviation for the physical location of
the device associated with the SCEP CA certificate.

Locality (L): Thecity or town for the physical location of the device associated with the
SCEP CA certificate.

Organization (O): Company or organizational name for the device associated with the
SCEP CA certificate.

Organizational Unit (OU): Organizational sub-descriptor for the device associated
with the SCEP CA certificate, for example “Engineering” or “IT.”

E-mail (SubjectAltName): Email address for the device associated with the SCEP CA
certificate.

FQDN (SubjectAltName): Fully Qualified Domain Name (FQDN) for the device
associated with the SCEP CA certificate.

Enroll button: Sends the enrollment request to the SCEP server.
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Pending SCEP Enrollment Requests

This table lists SCEP enrollment requests that are pending approval . These are requests that have
saved at the SCEP server console but not yet approved. If the SCEP administrator does not approve
these requests, they will remain in this pending state forever until deleted.

= Action: Select to perform allowabl e actions on the entry. The only alowable actionisto
delete the entry.

n URL: This value should be the same as the SCEP Enrollment Server URL inthe
SCEP enrollment request.

m  Issuer: The entity that issued the certificate.

m  Delete button: Deletes all SCEP enrollment requests selected in the Action column
from the database.
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Secure Sockets Layer (SSL) / Transport Layer Security (TLS) Certificates

The Secure Sockets Layer (SSL) and Transport Layer Security (TLS) Certificates pageis
used to load host certificates and keys, as well as peer certificates and revocations.

Identity Certificates and Keys

Upto 2 SSL/TLSidentity certificates can be installed. Up to 2 SSL/TL S identity keys can be
installed.

Upload SSL/TL S Identity Keys and Certificates

Use this section to upload SSL/TLS RSA or DSA identity keys and certificates. |dentity certificate
and key files can bein ASN.1 DER or PEM Base64 encoded formats. |

Enter or browse to the name of the file to upload in the Upload Filefield. A password is required
in the Password field only if the host key file is encrypted. Click the Upload button to upload the

file.

Installed SSL and TLS Identity Certificates
Thistable lists the identity certificates that areinstalled in the SSL and TL S databases.

Action: Select to perform allowabl e actions on the entry. The only alowable actionisto
delete the entry.

Subject: The entity that received the certificate.

I ssuer: The entity that issued the certificate.

Expiration: The expiration date of the certificate.

Matching Key: The private key associated with the certificate, if any exists.

Delete button: Deletes all certificates selected in the Action column from the database.

Installed SSL/TLS Identity Keys
Thistable lists the identity keysthat areinstalled in the SSL and TL S databases.

Action: Select to perform allowabl e actions on the entry. The only alowable actionisto
delete the entry.

Type: The type of encryption of the identity key: RSA (public key cryptography
algorithm) or DSA (digital signature algorithm).

Matching Certificate: The certificate associated with the private key, if any exists.
Delete button: Deletes all keys selected in the Action column from the database.

Trusted Peer Certificates

This section is used to upload and manage SSL and TL S trusted peer certificates.
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Upload SSL/TLS Trusted Peer Certificates

Use this section to upload SSL/TL Strusted peer certificates. Certificate filescan bein ASN.1 DER
or PEM Base64 encoded formats. Enter or browse to the name of the file to upload in the Upload
Filefield. Click the Upload button to upload the file.

Installed SSL/TLS Trusted Peer Certificates

Thistableliststheinstalled SSL and TL S trusted peer certificates. Up to 8 SSL/TL S trusted peer
certificates can be installed.

= Action: Select to perform allowabl e actions on the entry. The only alowable actionisto
delete the entry.

m  Subject: The entity that received the certificate.

m  |ssuer: The entity that issued the certificate.

m  Expiration: The expiration date of the certificate.

m  Delete button: Deletes all certificates selected in the Action column from the database.

Untrusted Revoked Certificates

This section is for uploading and managing SSL/TL S untrusted revoked certificates. Up to 8
SSL/TL S untrusted revoked certificates can be installed.

Upload SSL/TL S Untrusted Revoked Certificates

This section is used to upload SSL/TL S untrusted revoked certificates. Filescan bein ASN.1 DER
or PEM Base64 encoded formats. Enter or browse to the name of the file to upload in the Upload
Filefield. Click the Upload button to upload the file.

Installed SSL/TLS Untrusted Revoked Certificates
Thetableliststheinstalled SSL and TL S untrusted revoked certificates.

m  Action: Select to perform allowabl e actions on the entry. The only alowable actionisto
delete the entry.

m  Subject: The entity that received the certificate.

m  |ssuer: Theentity that issued the certificate.

m  Expiration: The expiration date of the certificate.

m  Delete button: Deletes all certificates selected in the Action column from the database.
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Secure Shell (SSH) Hostkeys
This pageis used to upload and manage SSH host keys.

Upload SSH Host Keys

Thissection isused to upload SSH RSA or DSA hostkeys. Key filescan bein ASN.1 DER or PEM
Base64 encoded formats. Enter or browse to the name of thefileto upload in the Upload Filefield.
A password isrequired in the Password field only if the host key fileis encrypted. Click the
Upload button to upload thefile.

Installed SSH Host Keys
Thetablelists the installed SSH host keys. Up to 2 SSH host keys can be installed.

m  Action: Select to perform allowabl e actions on the entry. The only alowable actionisto
delete entries.

m  Type: Thetype of encryption of theidentity key: RSA (public key cryptography
algorithm) or DSA (digital signature algorithm).

m  Fingerprint: The fingerprint of the SSH host key. This fingerprint isin the form of a
hash code consisting of several hexadecimal bytes to identify the SSH host key.

m  Déeletebutton: Click to delete the SSH host keys selected in the Action column from the
database.

Secure Shell (SSH) Hostkeys

The Secure Shell (SSHv2) Hostkeys database is used to load host private keys. SSHv2 host keys
are used for authentication with SSHv2 clients and secure key exchange. A default 1024-bit DSA
key is generated automatically if none exists when the device boots.

m  Upload SSH Host Keys: Use this section to upload SSH RSA or DSA hostkeys. Key
filesmay bein ASN.1 DER or PEM Base64 encoded formats. If the host key fileis
encrypted, a password is required.

m  Installed SSH Host Keys: Lists the host keys that have been loaded into the SSH
Hostkeys database.

243



Administration from the web interface

Backup/restore device configurations

Once a Digi deviceis configured, backing up the configuration settings is recommended in case
problems occur later, firmware is upgraded, or hardware is added. If multiple devices need to be
configured, the backup/restore feature can be used as a convenience, where the first device's
configuration settings is backed up to afile, then thefile is |oaded onto the other devices.

This procedure shows how to back up or restore the configuration to a server and download a
configuration from a server to afile.

1 FromtheMain menu, click Administration > Backup/Restore. The Backup/Restore pageis
displayed.
2  Choose the appropriate option (Backup or Restore) and select thefile.
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Update firmware and Boot/POST Code

The firmware and/or boot/POST code for a Digi device can be updated from afile on aPC or
through TFTP. The recommended method is to download the firmware to alocal hard drive. TFTP
is supported for those using UNIX systems. Both the firmware and the boot/POST code are
updated using the same set of steps. The Digi device automatically determines the type of image
being uploaded. Before uploading the firmware or the boot/POST code, it is very important to read
the Release Notes supplied with the firmware to check if the boot/POST code must be updated
before updating the firmware.

Prerequisites
These procedures assume that:

m A firmwarefile has already been downloaded from digi.com.
m  If using TFTP, that the TFTP server is running.

Update firmware from a file on a PC

1 Fromthe Main menu, click Administration > Update Firmware. The Update Firmware
page is displayed.

2 Enter the name of the firmware or POST file in the Select Firmwar e edit box, or click
Browse to locate and select the firmware or POST file.

3  Click Update.
Important: DO NOT close the browser until the update is complete and a reboot

prompt has been displayed.
Update Firmware from a TFTP Server

Updating firmware from a TFTP server is done from the command-line interface using the boot
command. It cannot be done from the web interface. For details, see " Administration from the
command-line interface" on page 248.
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Restore a device configuration to factory defaults

There are several ways to reset the device configuration of a Digi device to the factory default
settings: using the Administration > Factory Defaults page in the web interface; using the boot
command from the command line; and using the Reset button, or, on some models, a Reset signal
Thefirst two reset methods are a soft reset, while the reset button/signal method is a hard reset.

Using the Administration > Factory Defaults page on the web interface

The Restore Factory Defaults operation from the web interface clears al current settings, resets

password for the administrative/root user, and restores the settings to the factory defaults. If aDigi
device has custom factory default settings, the settings will revert to those custom defaults instead.
This method is the best way to reset the configuration, because the settings can also be backed up

using the Backup/Restore operation, which providesameansfor restoring it after the configuration
issues have been resolved.

1 Make abackup copy of the configuration using the Backup/Restore operation, see page 244.

2 Fromthe Main menu, click Administration > Factory Default Settings. The Factory
Default Settings page is displayed.

3  Check the Keep network settings checkbox to keep the current network settings such asthe
IP address and host key settings. In addition, any files that were loaded into the device
through the File Management page such as custom-interface files and applet files are
retained. See "File management" on page 231 for information on loading and deleting files.

4 Click Restore.

Using the boot command

The boot action=factory command clears al current configuration settings, except the | P address
settings, host key settings, and password for the administrative/root user; restores the settingsto the
factory defaults; then reboots the device. If aDigi device has custom factory default settings, the
settings will revert to those custom defaults instead.

#> boot action=factory

There are several other options for using the boot command to load configuration settings. See the
boot command description in the Digi Connect Family Command Reference.

Using the Reset signal

ConnectPort X5 R and ConnectPort X5 Fleet products do not have areset button. Thereisa
hardware signal on the 23-pin connector on the product for that functionality, but its useis
optional. Customers need to supply some means to make the pin active, such as adding a custom
button to activate the pin.

The ConnectPort X5 Kit development kit Wiring Harness has awire that is the reset signal. A
restart function can be implemented by connecting this pin to ground. This pin can also be
grounded at power-on to perform areset to factory defaults. When the Status LED begins blinking
1-5-1, disconnect the pin from ground to cause the reset to factory defaults.
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Display system infor mation

System information displays the model, MAC address, firmware version, boot version, and POST
version of the Digi device. It also displays memory available: total, used, and free, and tracks CPU
percent utilization and the uptime.

From the web interface menu, select Administration > System Information. Select General,
Serial, Network, or Diagnostics for the appropriate information. For descriptions of the
information displayed on these screens, see page 203.

Reboot the Digi device

Changes to some device settings require saving the changes and rebooting the Digi device. To
reboot aDigi device:

1 From the web interface menu, select Administration > Reboot.

2  OntheReboot page, click the Reboot button. Wait approximately 1 minute for the reboot to
complete.

Enable/disable access to networ k services

As needed, enable and disable access to various network services, such as ADDP, Real Port, SNMP,
and Telnet. For example, for performance and security reasons, it may be desirable to disable
access to all network services not necessary for running or interfacing with the Digi device. In the
web interface, enabling and disabling network servicesis done on the Network Ser vices settings
page for aDigi device. See "Network services settings' on page 78.

247



Administration from the command-line interface

Administration from the command-line interface

Administrative tasks for Digi devices can aso be performed from the command line. Here are
several device-administration tasks and the commands used to perform them. See the Digi Connect
Family Command Reference for more complete command descriptions. For descriptions of these
commands, see the Digi Connect Family Command Reference.

Administrative task Command
Backup/restore a configuration froma | backup
TFTP server on the network

Update firmware boot

Telnet to the Digi device's command line interface
using atelnet application or hyperterm.

If security is enabled for the Digi device, alogin
prompt is displayed. The default username isr oot
and the default password is dbps. If these defaults
do not work, contact the system administrator who
set up the device.

I ssue the command:

#> boot |oad=tftp-server-ip:filename

where tftp-server-ip is the IP address of the TFTP
server that contains the firmware, and filename is
the name of thefile to upload.

Reset configuration to factory defaults

revert
or
boot action=factory

Display system information and info
statistics

Reboot the device boot
Enable/disable network services set service
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Programming

C HAPTER 6

ConnectPort X5 Family products offer a variety of interfaces that produce and/or consume data,
including network sockets, vehicle bus interfaces, and sensors. Devel oping software programs for
ConnectPort X5 products allows Digi customers to provide custom logic to control the flow
information to and from these varied interfaces. This chapter introduces some of Digi’'s
programming tools and resources, as well as some hardware-specific application programming
interfaces (APIs) featured in the ConnectPort X5 family of products. Annotated example programs
are offered to introduce programming elements and operations for each of the APIs supported by
ConnectPort X5 Family products.
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General programming tools and resour ces

Several tools and resources are available for devel oping software programs for ConnectPort X5
products.Tools and resources specific to programming for vehicle bus, satellite, internal sensors,
and power consumption and management are covered in their respective sections.

Digi Developer Community WiKki

The Digi Developer Community Wiki is a place to learn about devel oping solutions using Digi's
communications portfolio, software and services, including Python, Device Cloud, DIA, and more.

Digi's Developer Wiki iswhere you' Il learn about devel oping solutions using Digi's
communications product, software and services. The Wiki includes how-to's, example code, and

M2M information to speed application development. Digi encourages an active developer
community and welcomes your contributions.

http://www.digi.com/wiki/devel oper/index.php/Main_Page

ConnectPort X5-specific programming information is on this page:

http://www.digi.com/wiki/devel oper/index.php/ConnectPort X5

Digi Python Custom Development Environment page

Python is a dynamic, object-oriented language for developing software applications, from simple
programs to complex embedded applications. Python functions can be used to obtain data from
attached and integrated sensors on XBee Drop-in Networking Accessories. Find this page at:

http://www.digi.com/technol ogy/drop-in-networking/python.jsp

Digi Python Programmer’s Guide

The Digi Python Programmer’s Guide introduces the Python programming language by showing
how to create and run a simple Python program. It reviews Python modules, particularly modules
with Digi-specific behavior. It describes how to load and run Python programs onto Digi devices,
either through the command-line or web user interfaces, and how to run several sample Python
programs. Find this guide at the Digi Python Wiki page--in the Start Her e section, click the link
titled Digi Python Programmer's Guide

http://www.digi.com/wiki/devel oper/index.php/Digi_Python Programmer%27s Guide

Python Support Forum on digi.com

Find answers to common questions and exchange ideas and examples with other members of the
Digi Python development community at:

http://www.digi.com/support/forum/listforums?category=25
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DIA

General programming tools and resources

The Device Integration Application (DIA) is software that simplifies connecting devices (sensors,
PLCs, etc.) to communication gateways. DIA includes a comprehensive library of plug-ins that
work out-of-the-box with common device types and can also be extended to include new devices.
Its unique architecture allows the user to add most devicesin under aday. DIA isatested
architecture that provides the core functions of remote device data acquisition, control, and
presentation between devices and information platforms. It collects data from any device that can
communicate with a Digi gateway, and is supported over any gateway physical interface.DIA
presents this data to upstream applicationsin fully customizable formats, significantly reducing a
customer’s time to market. Written in the Python® programming language for use on Digi devices,
DIA can also be executed on a PC for prototyping purposes when a suitable Python interpreter is
installed. DIA istargeted for applications that need to gather samples of data from a set of devices
(ZigBee® sensors, wired industrial equipment, GPS devices, etc.). It is an integral component of
Device Cloud, which customers can deploy with DIA software to build flexible, robust solutions
with unprecedented speed.

Device Manager

Device Manager provides for device management and access to data from network devices behind
the gateway. Device Manager provides all the tools to connect, manage, store and move from
legacy communication products to the new generation of wireless gateways and modules. As an
on-demand model, customers pay only for services consumed, conserving capital and requiring no
infrastructure.

Device Manager includes:
m  Device connector software that simplifies remote device connectivity and integration

= Management application (configure, upgrade, monitor, alarm, analyze) for Digi
connectivity products including ZigBee nodes

= Application messaging engine with broadcast and receipt notification for application-to-
device interaction

m  Cache and permanent storage options for generation-based storage and ad hoc access to
historical device samples

m  Application-focused bundles with ready-to-use illustrative applications
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The Digi API for vehicle bus programming

This section discusses the vehicle buss application programming interface for ConnectPort X5
family of products.

The Digi API for vehicle bus programming specifies the means for accessing vehicle bus data for
the various vehicle bus data protocols.

Vehicle bus protocol specifications

A wide variety of vehicle bus protocols exist, and no one protocol is supported in the same way
across all vehicles—even across al vehiclesin aparticular industry. These protocols most often are
layered, with varying physical interface protocols defining (in general) how information is passed
between nodes on the bus, and higher level protocols determining how logical “messages’ areto
be encoded.

Vehicle bus data can be handled/communicated at severa levels:
m  Attheraw physical level

m  Atafirst order of interpretation—athin veneer over the raw vehicle bus data. Thisfirst
order of interpretation in the Digi API islimited:

—  The API does not generate messages on its own
—  Messages are not consolidated

—  TheAPI only applies the specified mapping to data on its way into or out of the vehicle
bus.

m  Atasecond order of interpretation—higher-order operations done via messages that can
add efficiency, intelligence, and convenience to customers

There are many physical connectors to the vehicle bus, and numerous protocols for sending and
receiving vehicle bus data.

Digi currently supports these vehicle bus protocals:

m  J1708: Specifies vehicle bus data at the raw physical level;

m  J1587: specifies the raw J1708 protocol vehicle bus data at afirst order of interpretation
m  CAN: specifies vehicle bus data at the raw physical level.

m J1939: Specifiesthe raw CAN vehicle bus data at afirst order of interpretation

= J1979 (optional) isavehicle bus protocol for cars and light trucks; it may not apply as
much as the above protocals.

The* J'-bus protocol specifications are available for purchase from the SAE International website,
WWW.Sae.org.
The CAN protocol is directly available for download from:

http://www.semi conductors.bosch.de/pdf/can2spec.pdf
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Vehicle bus protocols supported in the Digi API

The Digi API for vehicle bus programming offers the ability for applications to transmit and
receive raw bus messages using physical bus protocols. This capability alows an application to
either implement an existing logical protocol over the physical layer, or to achieve a custom
protocol. The currently supported physical vehicle bus optionsin the Digi APl are:

s J1708
= CAN

The Digi API offers some basic protocol assistance for some of the common logical bus protocols
over its supported physical protocols, currently including:

= J1587 (over J1708)
= J1939 (over CAN)

The CAN protocol is directly available for download from:
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Digi built-in modules for vehicle bus programming

Several Digi-provided built-in modules apply to vehicle bus functionality. To learn more about
these built-in modules, go to:

http://www.digi.com/wiki/devel oper/index.php/Category:Digi_Provided Built-in Modules

From that page, navigate to the information pages on these modules:

m  Moduledigicanbus: Allows programs to manipulate CAN messages at alogical level,
with the embedded operating system providing support for the encoding/decoding of
messages on the line. Limited J1939 support is also provided to simplify the
interpretation of CAN messages as J1939 Protocol Data Units (PDUs).

= Module:digij1708: Allows programs to manipulate J1708 messages at alogical level,
with the embedded operating system providing support for the encoding/decoding of
these messages on the line. Limited J1587 support is also provided, in order to simplify
the interpretation of J1708 messages as J1587 Parameter Identifications (PIDs).

m  Moduledigipowercontrol: Provides low power mode functionality on Digi products
that have the special power control hardware, including turning off system power
immediately or at afuture time, controlling power to cellular or satellite modem,
determining the current state of power sources managed by the power control module,
and obtaining the reason the system was powered on.

The Digi API for vehicle bus programming specifies the means for scriptsto easily and efficiently
access vehicle bus data. Since the encoding of information conveyed by the protocolsis generaly
proprietary, the APIs do not provide the means to directly extract specific vehicleinformation from
the bus. Rather, it isintended that the Digi API be used together with customer-supplied
application intelligence to access, decode, and perform actions on data.

This section describes the protocols supported by the Digi API for vehicle bus programming, and
provides simple annotated samples to kick-start application design and devel opment.
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The SAE J1708 bus protocol API

The Digi API for SSAE J1708 vehicle bus API supplies the means to configure the local bus for
transmission, establish callbacks for received messages, and send messages. The API is
constructed in such away that multi-mastering within the Digi deviceis possible. More than one
thread can obtain a handle to the bus and send messages to it, and more than one callback can be
registered to process messages. The intent isto alow flexibility in the design of the embedded
application, including the possibility of dividing protocol knowledgeinto discrete units focused on
specific types of information.

Example Python Program #1: simple J1708 bus sniffer

The following sample simply prints to the Python console each message asiit is received. Under
normal circumstances the messages would be either partially processed in the callback, or they
would be filtered and passed to a processing thread via, for instance, a Queue from the standard
Python Queue module.

Note Vehicle bus API operations are highlighted in the samples in boldface type.
i nport digij1708 (D
def j1708_sniff _call back(m d, payl oad, context _arg): (2)

# lgnore the context_arg in this sanple

print “MD:. %3d PAYLOAD. %” % (mid, repr(payload)) (3)
h = digij1708.J1708Handl e(0) (4)
h. conf i gur e(mi d=127) (5)
h.regi ster_cal | back(j 1708_sni ff _cal | back, None) (6)

Program notes

1  Load the symbols associated with the Digi J1708 vehicle bus API. “digij1708” isan
embedded Python module incorporated into the operating system of the ConnectPort X5.

2  Declare aPython function to be called whenever a J1708 message is read from the bus.
Multiple callbacks can be registered, and they will all receive a copy of each message.

3 For each received message, simply print its relevant information. J1708 messages are
divided automatically into the integral “MID” value and the message payload. The trailing
checksum is automatically added on transmit, and removed on reception.

4 All bus operations must be preceded by obtaining a handle to the bus. The argument is abus
number. Currently, with only single bus connectivity available, only bus“0” is supported.

5 Oneand only one thread in the system should configure the bus for use. In the case of a
J1708 bus, one must establish the“MID” value to be associated with any transmission from
the device. The configuration step is mandatory, though this example does not transmit on
the bus.

6 Install the receive callback function previously declared. The context argument is not used
in this sample, and the Python “None” value has been arbitrarily chosen.
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Example Python program #2: simple J1708 call and response

The sample below is artificially constructed to demonstrate bus transmission, and to illustrate one
method for organizing message reception. The sample is constructed supposing that an external
device exists on the J1708 bus which will transmit a message with an “MID” value of 68 whenever
it sees a message with the “MID” value of 127. A simple loop transmits a message with a“MID”
of 127, then waits up to one second for a response before sending another. Counters are printed at

each iteration of the loop.

Note Vehicle bus APl operations are highlighted in the samples in boldface type.

i mport digij1708

i mport Queue

def j1708_sniff(md, payload, context_arg):
filter_list, input_queue = context_arg
if mdinfilter_list:

i nput _queue. put ( payl oad)

h = digij1708. J1708Handl e( 0)

h. confi gure(m d=127)

i n_queue = Queue. Queue()

h. regi ster_cal |l back(j 1708 _sniff, ([68], in_queue))

txecnt = 0
rxcnt =0
whil e True:

h. send(5, ‘ABCDE)

txcnt = txcent + 1

try:
nsg = i n_queue. get(True, 1.0)
rxcnt = rxcnt + 1

except Queue. Enpty: pass

print “TxCnt: % 10d RxCnt: 9% 10d” % (txcnt, rxcnt)
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Program notes:

1

10

12

13

14

15
16
17

L oad the symbols associated with the Digi J1708 vehicle bus API. “digij1708" isan
embedded Python module incorporated into the operating system of the ConnectPort X5.

Load the symbols associated with the Python Queue module, for safely passing messages
between threads.

Declare a Python function to be called whenever a J1708 message is read from the bus. This
callback will push “interesting” messages into a supplied queue when received.

A demonstration of how complex context information might be passed to the callback
functions. With this method, the same callback function could associated different input
gueues with messages with different “MID” values.

Simplefiltering: use Python to determine whether the received “MID” is of interest.

In this sample, it was decided that the “MID” values are only interesting for filtering. A
tuple could be created “ on-the-fly” to push both the “MID” and payload into the queue if
that fit the needs of the application.

All bus operations must be preceded by obtaining a handle to the bus. The argument is abus
number. Currently, with only single bus connectivity available, only bus“0” is supported.

One and only one thread in the system should configure the bus for use. In the case of a
J1708 bus, one must establish the “MID” value to be associated with any transmission from
the device.

Create the input queue to pass information between the callback and the main thread.

Install the receive callback function previously declared. Note that the context argument in
thissampleisatuple: a Python list of interesting “MID” values, and the input queue.

The main loop.

Send one J1708 message each time through the loop. The arguments are the J1708 priority
(avalue associated with physical transmission timing, not actually part of the message
itself) and the message payload. Recall that the “MID” value for the device transmissions
was pre-established. The message checksum is also handled automatically.

Count our transmissions. Note that a J1708 send can technically fail. If we transmit fast
enough, for instance, the internal transmit queue can fill. A production-level application
would manage potential failures.

Attempt to get areceived message, as supplied by the callback. The function parameters
limit the wait time to one second. Thisisina“try” block in order to catch the Queue.Empty
exception on atimeout.

Thisisonly executed if there was not a timeout, so account for the reception.
Ignore only the “Empty” exception associated with a timeout.

Script output.

257



The Digi API for vehicle bus programming

The SAE J1587 bus protocol API

The SAE J1587 bus protocol is nearly always associated with the J1708 bus, and provides a means
to divide J1708 messages into vehicle specific units of information. Each data unit in the message
is associated with a J1587 Parameter Identification, or PID. Each J1708 message may contain one
or more J1587 PID values and related content.

The Digi API support for J1587 is currently limited to assisting in the identification of PIDsin
incoming J1708 messages, and in the encoding of one or more PIDs into an outgoing J1708
message. As such, it is purely an extension of the J1708 support, and is present in the Digi
embedded J1708 support Python module. There is no active participation in higher order functions
of the protocol (interpretation of special PID valuesto do transport operations for message
fragmentation, for instance). Higher order functions, it is expected, can be implemented as
necessary by the application using the PID support primitives supplied.
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Example Python program: simple J1587 data call and response

The following program is artificially constructed to demonstrate bus transmission, and illustrate
one method for organizing message reception. The sample assumes that an external device exists
on the J1708 bus that will provide an interesting value as payload for PID 43 if our device
transmits a PID of O with a payload byte of 0x2B. A simple loop transmits the message, then waits
up to one second for a response before sending another. Received datais printed.

Note Vehicle bus API operations are highlighted in the samples in boldface type.

i nport digij1708 (D
i mport Queue (2)
def j1587_sniff(m d, payload, input_queue): (3)
pi ddict = digij1708.J1587_PI Ddi ct ( payl oad) (4)
if 43 in piddict: (5)
i nput _queue. put (pi ddi ct[43]) (6)
h = digij1708. J1708Handl e( 0) (7)
h. confi gure(n d=127) (8)
i n_queue = Queue. Queue() (9)
h. regi ster_cal | back(j 1587_sni ff, in_queue) (10)
pi ddi ct _out = digij1708.J31587_PI Ddi ct () (11)
pi ddict_out[0] = chr(43) (12)
out _nsg = piddict_out.J1708 payl oad() (13)
whil e True: (14)
h. send(5, out_nsQ) (15)

try:
neg = i n_queue. get(True, 1.0) (16)
print “Received: “, repr(mnmsg) (17)
except Queue. Enpty: pass (18)

259



The Digi API for vehicle bus programming

Program notes:

1

10

12

13

14

15

16

17
18

L oad the symbols associated with the Digi J1708 vehicle bus API. “digij1708" isan
embedded Python module incorporated into the operating system of the ConnectPort X5.

L oad the symbols associated with the Python Queue module, for safely passing messages
between threads.

Declare a Python function to be called whenever a J1708 message is read from the bus. This
callback will push the payload of PID 43 into the queue whenever it is observed in the input.

Usethe*J1587_PIDdict” classof the Digi J1708 embedded modul e to extract PIDs from the
J1708 payload that was received. The resulting object has the semantics of a Python
dictionary, with keys that are the PID values from the message, and values that are the
payloads for the corresponding PIDs.

Simplefiltering: use Python to determine whether the desired PID isin the current message.
Only the payload for the desired PID isrequired, and it is pushed into the input queue.

All bus operations must be preceded by obtaining a handle to the bus. The argument isabus
number. Currently, with only single bus connectivity available, only bus“0” is supported.

One and only one thread in the system should configure the bus for use. In the case of a
J1708 bus, one must establish the“MID” value to be associated with any transmission from
the device.

Create the input queue to pass information between the callback and the main thread.

Install the receive callback function previously declared. Note that the context argument in
this sample is simply the input queue to be used when messages are received.

Prepare an empty PID dictionary for the purposes of preparing a JL587 output message.

Add aPID to the dictionary. Associate a payload with the PID number. In this case, the
payload is a single character.

Using a helper function of the PID dictionary, create the J1708 message payload that
corresponds with the PID datain the dictionary.

The main loop.

Send one J1708 message each time through the loop. The arguments are the J1708 priority
(avalue associated with physical transmission timing, not actually part of the message
itself) and the message payload. The message payload is the binary data constructed for us
by the J1587 PIDdict class. Recall that the “MID” value for the device transmissions was
pre-established. The message checksum is also handled automatically.

Attempt to get areceived message, as supplied by the callback. The function parameters
limit the wait time to one second. Thisisina“try” block in order to catch the Queue.Empty
exception on atimeout.

Thisis only executed if there was not a timeout. Print the received PID payload.

Ignore only the “Empty” exception associated with a timeout.
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The CAN bus protocol

The Digi CAN bus API supplies the means to configure the bus controller, establish filters and
associated callbacks for received messages, and send messages.

The API is constructed in such away that multi-mastering within the Digi deviceis possible. More
than one thread can obtain a handle to the bus and send messages to it, and more than one callback
can be registered to process messages. Theintent is to allow flexibility in the design of the
embedded application, including the possibility of dividing protocol knowledge into discrete units
focused on specific types of information.

Example Python program #1: simple CAN bus sniffer

The sample below simply prints to the Python console each CAN message as it is received. Under
normal circumstances the messages would be either partially processed in the callback, or they
would be filtered and passed to a processing thread via, for instance, a Queue from the standard
Python Queue module. The sample assumes a CAN bus running at 250,000 bps.

Note Vehicle bus APl operations are highlighted in the samples in boldface type.

i nport di gi canbus (1)

def canbus_sniff_call back(wi dth, id, RTR payload, context_arg): (2)
# lgnore the RTR indication and context_arg in this sanple

print “998x (%l bits) DATA: " % (id, width), repr(payload) (3)

h = di gi canbus. CANHandl e( 0) (4)
h. confi gur e(bitrate=250000) (5)
h.register filter(11, 0, 0, canbus_sniff _call back, None) (6)
h.register filter(29, 0, 0, canbus_sniff_call back, None) (7)
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L oad the symbols associated with the Digi CAN vehicle bus API. “digicanbus’ isan
embedded Python module incorporated into the operating system of the ConnectPort X5.

Declare a Python function to be called whenever a CAN message is read from the bus.
Multiple callbacks can be registered, and they will all receive a copy of each message.

For each received message, simply print its relevant information. CAN messages are
divided automatically into an indication of the number ID bits, the CAN ID of the message,
aBoolean indication as to whether the message was a remote transmit request, and the up-
to-eight-byte message payload. The trailing CRC and other control bits, are automatically
added on transmit, and removed on reception. Physical layer acknowledgement handling is
also automatic.

All bus operations must be preceded by obtaining a handle to the bus. The argument isabus
number. Currently, with only single bus connectivity available, only bus“0” is supported.

One and only one thread in the system should configure the bus for use. In the case of a
CAN bus, one must establish the bitrate for the CAN controller. The configuration step is
mandatory.

Install the receive callback function previously declared, associating it with an open 11-bit
filter. All 11-bit messages will match thisfilter, and be passed to the callback function. The
context argument is not used in this sample, and the Python “None” value has been
arbitrarily chosen.

Install the receive callback function previously declared, associating it with an open 29-bit
filter. All 29-bit messages will match thisfilter, and be passed to the callback function. Asa
result of the two filters, all CAN messages will be sent to the callback for handling.
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Example Python program #2: simple CAN bus call and response

The sample below is artificially constructed to demonstrate bus transmission, and to illustrate one
method for organizing message reception. The sample is constructed supposing that an external
device exists on the CAN bus which will transmit a message with an 11-bit CAN identifier of
0x123 whenever it sees a message with the 29-bit CAN identifier of 0x4321. A simple loop
transmits a message with the appropriate identifier, then waits up to one second for a response
before sending another. Counters are printed at each iteration of the loop. The sample assumes a
CAN bus running at 250,000 bps.

Note Vehicle bus API operations are highlighted in the samples in boldface type.

i nport di gi canbus (1)
i nport Queue (2)
def canbus_sniff(width, id, RTR, payload, input_queue): (3)
i nput _queue. put (payl oad) (4)
h = di gi canbus. CANHandl e( 0) (5)
h. confi gur e( bi t rat e=250000) (6)
i n_queue = Queue. Queue() (7)
h.register filter(11, Ox7ff, 0x123, canbus_sniff, in_queue) (8)
txcnt = 0
rxcnt =0
whil e True: (9
h.send(29, 0x4321, False, ‘ABCDE) (10)
txent = txent + 1 (11)
try:
nmeg = in_queue. get (True, 1.0) (12)
rxcnt = rxcnt + 1 (13)
except Queue. Enpty: pass (14)
print “TxCnt: % 10d RxCnt: % 10d” % (txcnt, rxcnt) (15)
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The Digi API for vehicle bus programming

L oad the symbols associated with the Digi CAN vehicle bus API. “digicanbus’ isan
embedded Python module incorporated into the operating system of the ConnectPort X5.

L oad the symbols associated with the Python Queue module, for safely passing messages
between threads.

Declare a Python function to be called whenever a CAN message that matches a registered
filter isread from the bus.

In this sample, the filtering is done by the CAN subsystem, so the function simply pushes
the retrieved payload into the input queue.

All bus operations must be preceded by obtaining a handle to the bus. The argument isabus
number. Currently, with only single bus connectivity available, only bus“0” is supported.

One and only one thread in the system should configure the bus for use. In the case of a
CAN bus, one must establish the bitrate for the CAN controller. The configuration step is
mandatory.

Create the input queue to pass information between the callback and the main thread.

Install the receive callback function previously declared, associating it with a specific
message filter. The “width” parameter establishes which types of messages can match the
filter. The next two parameters are the “mask” and “value’ pair. An incoming message
matchesthefilter if ((mask & incoming_ID) == (mask & registered_value)). In this case, the
filter will only trigger with an exact match of 0x123. The context is simply the input queue
that the callback should use to pass messages back to the main thread.

The main loop.

Send one CAN message each time through the loop. The arguments are the CAN identifier
width (11 or 29 bits), the CAN identifier, the Boolean indication as to whether the message
is aremote transmit request, and the payload. All formatting of the message for physical
transmission, including the CRC are handled internally.

Count our transmissions. Note that a CAN bus send can technically fail. If we transmit fast
enough, for instance, the internal transmit queue can fill. A production-level application
would manage potential failures.

Attempt to get areceived message, as supplied by the callback. The function parameters
limit the wait time to one second. Thisisina“try” block in order to catch the Queue.Empty
exception on atimeout.

Thisisonly executed if there was not a timeout, so account for the reception.
Ignore only the “Empty” exception associated with a timeout.

Script output.
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The SAE J1939 bus protocol

The SAE J1939 bus protocol applies structured meaning to both CAN message identifiers as well
as CAN message payloads, with the combination of the two in an individual message constituting a
“Protocol Data Unit” or PDU. Taking advantage of the 29 bit identifiers of the CAN 2.0B
specification, J1939 encodes message priority, message type (“ Parameter Group Number” or
PGN), source address, and (for some PGNSs) a destination address within the CAN ID. The PGN
defines the encoding of the payload. Some standard PGNs are defined by the SAE; the SAE J1939-
71 specification contains a number of such examples.

The Digi API support for J1939 is currently limited to assisting in the decoding of the CAN
identifier, to simplify the parsing of CAN messages and allow customer code to focus on the
interpretation of PGN payloads. As such, it is purely an extension of the CAN bus support, and is
present in the Digi embedded CAN bus support Python module. There is no active participation in
higher order functions of the protocol (interpretation of special PGNsto do transport operations for
message fragmentation, or J1939 bus address resolution, for instance). Higher order functions, itis
expected, can be implemented as necessary by the application using the PDU support primitives
supplied.
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Example Python program: simple J1939 data call and response

The sample below is artificially constructed to demonstrate bus transmission, and to illustrate one
method for organizing message reception. The sample is constructed supposing that an external
device exists on the CAN bus that will respond with data associated with PGN 61968 (0xF210) if
our device transmits a PGN 65312 (0xFF20) message with a payload of ‘ABC’. A ssmple loop
transmits the message, then waits up to one second for aresponse before sending another. Received
datais printed.

Note This sample assumes a fixed J1939 source address for the Digi device of 123.
Vehicle bus API operations are highlighted in the samples in boldface type.

i mport di gi canbus (1)
i mport Queue (2)
def j1939 sniff(width, id, RTR, payload, input_queue): (3)
pdu = digi canbus. J1939 PDU(wi dth, id, RTR, payl oad) (4)
i f pdu. PGN == 0xF210: (5)
i nput _queue. put ( pdu. payl oad) (6)
h = di gi canbus. CANHandl e( 0) (7)
h. confi gur e(bitrate=250000) (8)
i n_queue = Queue. Queue() (9)
h.register filter(29, 0, 0, j1939 sniff, in_queue) (10)
pdu_out = di gi canbus. J1939 PDU() (1)
pdu. priority = 3 (12)
pdu. SA = 123 (12)
pdu. PGN = OxFF20 (12)
pdu. payl oad = “ABC’ (12)
while True: (13)
h. send(* pdu. CANMsgTupl e()) (14)

try:
nsg = i n_queue.get(True, 1.0) (15)
print “Received: “, repr(nsg) (16)
except Queue. Enpty: pass (17)
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The Digi API for vehicle bus programming

L oad the symbols associated with the Digi CAN vehicle bus API. “digicanbus’ isan
embedded Python module incorporated into the operating system of the ConnectPort X5.

L oad the symbols associated with the Python Queue module, for safely passing messages
between threads.

Declare a Python function to be called whenever a CAN message matching a registered
filter isread from the bus. This callback will push the payload of PGN 61968 (0xF210) into
the queue whenever it is observed in the input.

Use the “J1939 PDU” class of the Digi CAN bus embedded modul e to decode the fields of
the J1939 PDU from the CAN message that was received. The resulting object has named
fields that correspond to the PDU field names from the J1939 specification.

Simplefiltering: use Python to determine whether the current message is the desired PGN.
Only the payload for the desired PGN isrequired, and it is pushed into the input queue.

All bus operations must be preceded by obtaining a handle to the bus. The argument isabus
number. Currently, with only single bus connectivity available, only bus“0” is supported.

One and only one thread in the system should configure the bus for use. In the case of a
CAN bus, one must establish the bitrate for the CAN controller. The configuration step is
mandatory.

Create the input queue to pass information between the callback and the main thread.

Install the receive callback function previously declared, associating it with an open 29-bit
filter. All 29-bit messages will match this filter, and be passed to the callback function.

Prepare an empty PDU for the purposes of preparing a J1939 output message.

Fill inrelevant fields in the PDU. In this case, the priority, source address (SA), parameter
group number (PGN), and payload arefilled in. Thisisa CAN message, so the payload will
be limited to eight bytes.

The main loop.

Send one J1939 message each time through the loop. The “CANMsgTuple” member
function of the J1939_PDU object is exercised here. It determines the CAN message that
represents the encoding of the PDU object, and returns a tuple in exactly the form required
for the CAN send function.

Attempt to get areceived message, as supplied by the callback. The function parameters
[imit the wait time to one second. Thisisina“try” block in order to catch the Queue.Empty
exception on atimeout.

Thisis only executed if there was not a timeout. Print the received PGN payload.

Ignore only the “Empty” exception associated with a timeout.

Additional programming samples and demos

Programming samples and demos for the ConnectPort X5 are available on the ConnectPort X5
product page of the Digi Python Wiki at:

http://www.digi.com/wiki/devel oper/index.php/ConnectPort X5
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The Digi API for satellite communication via the Iridium® network

For satellite communication over the Iridium network, Digi has chosen to integrate a modem that
uses the Iridium network’s “ Short Burst Data’ (SBD) service. The SBD service provides a
mechanism to transmit small units of information efficiently. These messages are transferred over
the standard Iridium network, providing world-wide, “aways-on” coverage. Under normal
operating conditions, assuming an antenna has a clear view of the sky, message transmission/
reception times can be measured in seconds. The Digi API for satellite communication provides a
simple mechanism for Python programs to send and receive SBD messages over the Iridium
network.

Working with the Iridium network: general notes

The Iridium satellite network purports to have global coverage, 100% of thetime. Thatis
theoretically true, assuming ideal conditions. There are, however, real-world cases in which
coverage can temporarily be affected, the most common of whichisalack of line-of-sight from the
antenna to within 8 degrees of the horizon in al directions. The impact of atemporary outageis
different in the transmit direction versus the receive direction, and both are touched on below.

All SBD messages on the Iridium network flow through a central hub. Thisis critical to the
solution, as messages themselves are not directed, in the sense that the messages do not carry
information about their destination. The central hub is responsible for doing the “routing” and
delivery of messagesin either direction.The role that the hub plays differsin the transmit direction
versus the receive direction and both are discussed in this section.

For power consumption reasons, the Iridium modem defaults to being off (unpowered) at system
startup. In thisway, only customer applications that use Iridium networking need to consume the
required power. The modem power control isavailable both at the device command-line aswell as
viathe Python digipower control module.

Digi built-in modules for Iridium programming

Severa Digi-provided built-in modules apply to Iridium satellite communication programming. To
learn more about these built-in modules, go to:

http://www.digi.com/wiki/devel oper/index.php/Category:Diqgi_Provided Built-in Modules

From that page, navigate to the information pages on these modules:

= Moduledigipowercontrol: Provides low power mode functionality on Digi products
that have the specia power control hardware, including turning off system power
immediately or at afuture time, controlling power to cellular or satellite modem,
determining the current state of power sources managed by the power control module,
and obtaining the reason the system was powered on. Power for the Iridium modem is
managed by the iridium_power _set function of the digipowercontrol module.

m  Moduledigi_iridium: provides functions for logical operations with the Iridium
satellite modem, including check status, send a message, register to receive messages,
and a specia new function to request outstanding receive messages.
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The lridium network: SBD transmission

When aDigi deviceisready transmit an SBD message to a remote entity, key considerations
include:

m  Thelridium modem must be powered on.

Power for the Iridium modem is managed by the iridium_power_set function of the
digipowercontrol module. When the modul€e's power is enabled, severa steps are
executed to validate communication with the modem and prepare certain configuration
settings. This process takes a number of seconds.

If the power on sequence takes minutes rather than seconds, the Iridium modem may not
have sequenced on properly. A timeout will be managed by the system, and the device
will be powered off in preparation for another attempt. Thisisaknown limitation of the
current system.

m  Thelridium modem must have network availability.

For messagesto be transferred, the modem must be connected to the network. Thisisan
automatic process.

It is possible to determine the current state of “ network availability” as reported by the
modem using the state function of the digi_iridium module, but state changes can
occur quickly, and waiting to see network availability before attempting to transmit may
till result in transmission failure.

It is recommended the transmissions ssimply be attempted (which includes an internal
test for availability) and exceptions handled.

The Digi device must be running a Python program which issues the send command
with a payload string.

There are no native operating system services that will transmit a message over the
Iridium, so all transmissions must be directed by installed programs.

m  Theaccount associated with the | ridium modem must have a pre-determined destination
string configured.

The Iridium SBD solution offers no means to provide “ destination” information along
with the message asiit is transferred. All message redirection from the Iridium gateways
is static, and is defined on a per-unit basis associated with the Iridium service account
for that modem.

m  ThePython program must be prepared for transmissions to fail.

Although thereistheoretically 100% global coveragel00% of the time when the Iridium
antennais ableto see all of the sky, in practical terms, temporary outages can occur. The
Iridium SBD solution places a premium on the timeliness of messages. Since afailed
transmission might include datathat isimmediately “stale”, the SBD methodology does
not include queuing of messages or automatic retries.
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The lridium network: SBD reception

General Notes

Receiving messages over the Iridium network isjust as simple astransmission, in terms of the AP!I:
messages that the system can retrieve are delivered to Python programs via callback. There are
some complications, however, that are introduced as a result of the architecture of the Iridium
network.

When the Iridium gateway receives a message, either from the I P network, or another modem, that
is destined for the Digi device, it does not immediately transfer the message. The network operates
under a principlein which data should only be transferred when a communication channel is
known to be open and the receiver ready, and the Iridium 9602 modems initiate such channels. In
essence, datais always pulled from the server, rather than being pushed.

One way that acommunication channel opens is when the modem tries to transmit a message.
While the channel is open, the first pending receive message is transferred at the same time.

The difficulty arises when there are no messages pending transmission. In the simplest form of
Iridium SBD operation, the receive message would stay in the gateway until the device isready to
transmit something, leading to enormous latencies in the receive direction.

To reduce the potential for long receive delays, the Iridium network has two features:

= A RING capahility, to indicate a pending message. This capability is not fool proof, but
it offers the most efficient receive path. The embedded operating system in the
ConnectPort X5 manages RING messages automatically.

= Anability to“poll” the gateway for areceive message even though no transmit message
is pending.
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Chargeable Operations

There are severa caveats regarding effectiveness of the receive-path “facilitators,” focused on
efficient use of the Iridium network and the cost associated with the operations. Under only one
circumstance, noted below, will the embedded operating system attempt a chargeabl e operation
without direction from a Python program.

Regarding “RING” messages
m  RING indications are a service provided by Iridium at no charge.
m  Thelridium account must have RING indications enabled.

m  RING messages are not globally broadcast. Iridium sendsa RING message to aregion
of the globe where the device was most recently known to be located.

Only two RING messages are sent. By definition, they must be sent blindly. If a
communication channel is already open, establishing the device is active on the
network, the RING indication is unnecessary. If adeviceis offline, temporarily out of
coverage, or in adifferent location than Iridium expects, the RING attempt fails silently.

The embedded operating system manages RING messages automatically. The
chargeable operation of messageretrieval is executed on behalf of the customer
sinceit isknown that there isa pending message.

Regarding the “state” API function

m  Thestate function does not invoke any chargeable operations. All itsinformation is
derived from local modem state. No communication over the Iridium network is
required.

Regarding the “send” API function
m  Theact of initiating a communication channel is chargeable.

m  Theembedded operating system never initiates a send on its own. It must be initiated
from a Python program.

m  Thesize of the data transmission also affects the charge. The details of the per-byte cost
are associated with the Iridium modem account.

Regarding the “force_rx_poll” API function

m  Thisfunction alows customers to force a communication channel open to test for
receive data. It can be used to attempt to set bounds on the receive latency in
environments in which transmissions are infrequent.

This act is chargeabl e, regardless of whether or not areceive message is pending.

The embedded operating system will never initiate aforce _rx_poll operation blindly
without stimulus from a“RING” indication.

The message data, if any is present, will be returned via callback, asis standard. The
force_rx_poll function merely attempts to open a channel of communication to the
gateway, and a successful return indicates a successful attempt.

m  Thesize of the data transmission also affects the charge. The details of the per-byte cost
is adetail associated with the Iridium modem account.
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Example Python program

The following program is artificially constructed to demonstrate transmission and reception of
SBD messages over the Iridium satellite network. The sample supposes that an external entity
wishes to query thelocation of the Digi device. It listensfor SBD messages and, when one arrives,
adds the GPS location, if available, to the message string. The program then tries to send the
resulting message back across the Iridium network. The sample isintentionally simplified to
highlight the use of the API functions, and is not intended to represent a complete Python
application. API operations related to control of the Iridium modem are highlighted in boldface

type.
i mport di gi powercontrol (1)
import digi_iridium (2)
i mport di gi hw ( 3)
i mport Queue (4)
di gi powercontrol .iridi umpower_set (True) (5)
i n_queue = Queue. Queue() ( 6)
def handl e_rx_nsg(i nput _queue, payl oad): (7)
i nput _queue. put ( payl oad) ( 8)
cbhandl e = digi _iridium Call back(l anbda msg: handl e_rx_mnsg(i n_queue,
msQ) ) (9)
txent =0
rxcnt =0
whil e True: ( 10)
print "RxCnt: % 10d TxCnt: 9% 10d" % (rxcnt, txcnt) ( 11)
try: ( 12)
nmsg = i n_queue. get(True, 1.0) ( 13)
rxcnt = rxcnt + 1 ( 14)
try:
msg = nmsg + ' ' + str(digi hw gps_location()) ( 15)
except:
msg = nmsg + ' (location unknown)' ( 16)
try:
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print "Attenpting to transmt a nessage" ( 17)
digi _iridiumsend(nsg) ( 18 )
txcnt = txent + 1 ( 19)
except :
print "Currently unable to transnit a nessage” ( 20)
except Queue. Enpty: pass (21)

L oad the symbols associated with the Digi power control API. digipowercontrol isan
embedded Python module incorporated into the operating system of the ConnectPort X5.

L oad the symbols associated with the Digi Iridium support API. digi_iridium isan
embedded Python module incorporated into the operating system of the ConnectPort X5.

Load the symbols associated with the Digi hardware support API. This embedded Python
module isimported specifically to support this sample, and is not generally required for use
of the Iridium API.

Load the symbols associated with the Python Queue module, for safely passing messages
between threads.

A demonstration of the method for powering on the Iridium modem. The argument is treated
as atruth value, and describes whether the modem should be turned on or off. It should be
noted that the Iridium modem is off by default at system startup, and must be powered on
before a program can use the modem.

Create the input queue to pass information between the callback and the main thread.

Declare a Python function to be called whenever the Iridium subsystem successfully
receives a message from the network. The callback will push incoming messages into the
shared queue between the callback and the main thread. This function accepts two
parameters, though the Iridium callback scheme expects to call afunction that accepts only
one parameter (the message). Thiswill be addressed bel ow.

The message is placed into the queue specified in the parameter list.

A demonstration of how to arrange for an Iridium callback on a receive message. This
specific example uses a Python convention to create a new function on demand that accepts
one parameter (the message) and calls the “actual” handler (the one with two parameters).
When a message is received, the callback system calls the dynamically created “lambda’
function, which in turn calls the handle_rx_msg function defined above.

The main loop.
Provide feedback as to the history of message transfers.

The bulk of the operation is conditional on whether a message is successfully out of the
shared input queue. As aresult, most of the rest of the code is within a Python “try” block
explicitly intended to catch errorsin queue handling.
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Internal sensor programming

Attempt to get areceived message, as supplied by the callback. The function parameters
[imit the wait time to one second. The enclosing “try” block will catch the Queue.Empty
exception in the case of atimeout.

Execution implies that there was no timeout, and the successful reception is counted.

Attempt to determine the current GPS location of the device using afunction from the
hardware support module, and append it to the message.

If, for whatever reason, the GPS location cannot be determined, for example, if thereisno
GPS lock, an aternative is provided in the error handling case.

Provide simple feedback to the user of the current status.

A demonstration of how the send function in the Iridium module isused. In the Iridium API,
messages are not submitted to an internal queue. Either the message is transferred to the
Iridium gateway or an exception is thrown. The send is a blocking call, waiting for this
transmission to complete in some way. The send iswithin atry block in order to catch a
potential transmission failure. Asis standard to Iridium SBD messaging, there are no
parameters such as a sender address, destination address, subject, etc. associated with the
message. Only a payload is supplied to the send function.

Execution implies that there was no timeout, and the successful transmission is counted.
The error handling case for failure to transmit a message.

In this simple example, atimeout in waiting for an input message from a callback isignored,
and execution continues at the top of the main loop.

Additional programming examples and information

Programming samples and demos for the ConnectPort X5 are available on the ConnectPort X5
product page of the Digi Python Wiki at:

http://www.digi.com/wiki/devel oper/index.php/ConnectPort_X5

I nternal sensor programming

ConnectPort X5 Family products have several internal sensors, including ignition, voltage, and
temperature sensors and an accel erometer. Example programs for exercising these sensors can be
accessed from the ConnectPort X5 devel oper Wiki page in this location:

http://www.digi.com/wiki/devel oper/index.php/ConnectPort X5
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Power consumption and management

There are severa power-related items and functionsinvolved in developing programsto run on the
ConnectPort X5 device.

External power control device

To provide a programmatic means of reducing power consumption when there is limited work to
be done, or when power is known to be budgeted (for instance, if avehicleisturned off), the
ConnectPort X5 has a multi-tiered power management strategy. A single, intelligent, ultra-low
power device remains powered whenever the device is connected to a power source. It is
responsible for applying power to the rest of the system based on external stimulus.

The power control device will automatically power the system if the ignition sense signal goes
high, and if a pre-programmed wakeup time has been reached. The power control device is not
responsible for determining when a device or its peripherals should be powered off. This
intelligence is left to the applications running in the device. The following functions are supplied
viathe embedded Python module digipower control so that applications can:

= Independently control the power of the cellular modem (a heavy current consumer)
m  Determinethe current state of the power sources managed by the power control module
m  Turn off the system power

m  Turn off the system power until afuture time (scheduled wakeup)

Sleep mode and waking

To use the lowest amount of power possible on a ConnectPort X5 device, applications can be
designed to turn off power to the unit and turn it on again at a certain point. Thisisknown asa
timed wakeup. Conditions that could be defined to cause a ConnectPort X5 device to wake and
power on include:

= Ignition line: If theignition pin goes High, the ignition line always turns on.

m  Accelerometer: The accelerometer can be configured to wake if acceleration exceeds a
pre-programmed threshold.

= Timing events

Theintent of sleep mode and waking capability is to alow application writers to turn off the
ConnectPort X5 device when there is no work to be done, and turn it back on when there is more
work to be done, even in periodic moments where the vehicle on which it is mounted is off.

To illustrate, consider a ConnectPort X5 device mounted on atruck. When the truck ison, itis
desired to have the ConnectPort X5 device always running. When the truck is off, it is most likely
desired to turn the ConnectPort X5 device off aswell by setting it to sleep mode. Thismode isa
true power-off state for the ConnectPort X5 device. Setting the device to sleep modeis particularly
desirableif it is powered by a battery system, in which case one would want the device to be
powered off as much as possible. However, it may be desired to periodically power on the
ConnectPort X5 device when the truck is off, for example, to confirm that it is still communicating
with the truck. To do this, atimed wakeup can be programmed for the ConnectPort X5 device.
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Power control for satellite modems

For power consumption reasons, the default state of the satellite modem in a ConnectPort X5
product is off. these productsis off (unpowered) at system startup, and can be individually
controlled by power management. In this way, only customer applications that use satellite
networking need to consume the required power.

The satellite modem power control is available via the Python digipower control module and
through the ConnectPort X5 device's command-line interface. Power management of the Iridium
satellite modem is performed by the iridium command. Power management of the ORBCOMM
satellite modem is performed by the and orbcomm command. See the Digi Connect Family
Command Reference for descriptions of these commands.

Reading data from XBee Drop-in Networ king Accessories

ConnectPort X gateways aggregate and transport network traffic for XBee networksto central data
applications over cellular, Wi-Fi or Ethernet connections. ConnectPort X gateways are akey
element of Digi's Drop-in Networking family of products — a collection of hardware components
that also includes XBee Drop-in Networking Accessories, such as adapters, modules, extenders
and bridges. These Drop-in Networking Accessories enable distributed el ectronic devices to be
wirelessly networked where no wired infrastructure exists or where access to an existing network
is prohibited. For more information on features and functions of Drop-in Networking Accessories,
see the Drop-in Networking Accessories User’s Guide. Programming options and example
programs for the Drop-in Networking Accessories are available from this index page on the Digi
Devel oper Wiki:

http://www.digi.com/wiki/devel oper/index.php/Category:Drop-in_Networking_Products

276



Hardware specifications

Specifications and
certifications

C HAPTER 7

This chapter provides hardware specifications, additional feature detail, and regulatory statements
and certifications for Digi devices.

Hardwar e specifications

Following are hardware specifications for al products in the ConnectPort X5 Family.

277



Hardware specifications

ConnectPort X5 R and ConnectPort X5 Kit specifications

Specification Value
Environmental Ambient temperature -40F to +158F (-40C to +70C)
Seedso
"Environmental Relative humidity Relative humidity not to exceed 95% non-condensing over the
requirements for temperature range of from 4C to 45C. Above 45C, constant
ConnectPort X5 absolute humidity shall be maintained.
Family products"
on page 287 Storage and transport | -40 to 185F (-40 to 85C)
temperature
Altitude 16,000 feet (4 876.8 meters)
Ethernet isolation 1500VAC min per IEEE802.3/ANSI X3.263
Shock Meets SAE J1455 specification for shock.
Operational vibration Meets SAE J1455 specification for vibration.
P67 ConnectPort X5 R: All connectors must be mated to maintain P67
rating.
Power Power input 9-48VDC
requirements Meets 1SO 7637-2 specification for cold cranking conditions.
Power supply +12/24V Battery
Power consumption For all models except Iridium-equipped models:
= Typica: 6.5W
= Max: 12W
= Sleep: 60 MW
For Iridium-equipped models:
s Typica: 6.5W
= Max: 20W
= Sleep: 60 MW
Dimensions Length 5.5in(14.0cm)
Width 7.5in(19.0 cm)
Height 1.8in (4.6 cm)
Weight 2.21b (1.0 kg)
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ConnectPort X5 Fleet specifications

Specification Value

Environmental Ambient -40F to +158F (-40C to +70C)
Seedso temperature
"Environmental
requirementsfor | Relative humidity Relative humidity not to exceed 95% non-condensing over the
ConnectPort X5 temperature range of from 4C to 45C. Above 45C, constant absolute
Family humidity shall be maintained.
products® on
page 287 Storage and -40 to 185F (-40C to +85C)

transport

temperature

Altitude 16,000 feet (4876 meters) operating

Ethernet isolation 1500V AC min per IEEE802.3/ANSI X3.263

P67 All connectors must be mated to maintain | P67 rating.

Shock Meets SAE J1455 specification for shock.

Operational Meets SAE J1455 specification for vibration.

vibration

Electrostatic Meets requirements of 1SO 10-605 and EN 55024

discharge (ESD)
Power Power input 9-48VDC
requirements Meets | SO 7637-2 specification for cold cranking conditions.

Power supply +12/24V Battery

Power consumption Typica: 6W

Max: 24W
Sleep: 60 MW

Dimensions Length 11in(27.94 cm)

Width 10in (25.4 cm))

Height 6.5in (16.51 cm)

Weight 6.01b (2.72 kg)
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Wireless networking features

The following table shows key wireless-networking features that can be configured in Wi-Fi-
enabled Digi products. For more details and up-to-date information on support of these features,
see the readme file for your Digi product.

Wirelessfeature Description
Standard 802.11hg
Frequency 24 GHz
Data Rates Up to 54 Mbps with automatic rate fallback
Modulation DBPSK (1 Mbps), DQPSK (2 Mbps), CCK (11, 5.5 Mbps), BPSK (6, 9
gggi)’az,ls Mbps), 16-QAM (24, 36 Mbps), 64-QAM (48, 54 Mbps)
Country Code Specifies the country in which the product is used.

Network Mode

= Open
m |nfrastructure Mode
= Ad-Hoc Mode

Channel

Can use automatic channel search-and-select or a user-configurable channel
number.

Service Set |dentifier (SSID)

A user-configurable SSID string or auto-connect option.

Wireless Security

= Wi-Fi Protected Access (WPA/WPA2/802.11i)
= Wired Equivalent Privacy (WEP)

Authentication Options

= Open

= Shared

= Wi-F Protected Access (WPA2—/802.11i)

= WPA/WPA2 with pre-shared key (WPA-PSK)

802.1x
(WPA2--/802.11i)
Authentication

s LEAP(WEP), PEAP, TTLS, TLS, EAP-FAST

s GTC, MD5, OTP, PAP, CHAP, MSCHAP, MSCHAPV2, TTLS
MSCHAPv2

Encryption

s Tempora Key Integrity Protocol (TKIP)

= Counter mode CBC MAC Protocol (CCMP)
= Wired Equivalent Privacy (WEP)

= Use of encryption can be disabled.
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Wirelessfeature

Description

Network Key A shared key (ASCII or Hexadecimal) to be used for WEP or WPA-PSK.

Username A username to be specified when 802.1x -based authentication (WPA) is
used.

Password A password to be specified when 802.1x based authentication (WPA) is used.

Wireless Networking Status
Features:

The following status information can be displayed for Wireless Digi devices.
For more detailed descriptions, see “WiFi LAN statistics’ on page 190.

Connection Status

The status of the wireless network connection.

Network Mode

The network mode currently in use:
= Infrastructure Mode
m  Ad-Hoc Mode

Data Transfer Rate

The data transfer rate of the current connection.

Channel

The wireless network channel currently in use.

SSID

The selected SSID of the wireless network.

Wireless Security: Wi-Fi
Protected Access (WPA/WPA2/
802.11i), Wired Equivalent
Privacy (WEP) security and
encryption

The status of the WEP/WPA/WPA 2 security features, including the
Authentication Method currently in use and whether authentication is enabled
or disabled

Signal Strength

A statistic that indicates the strength of the radio signal between 0 and 100
percent.
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Regulatory information and certifications

RF exposure statement

In order to comply with RF exposure limits established in the ANSI C95.1 standards, the distance
between the antenna or antennas and the user should not be less than 20 cm.

FCC certifications and regulatory information (USA only)

FCC Part 15 Class B

These devices comply with the standards cited in this section:
m  All ConnectPort X5 Family products

Radio Frequency Interface (RFI) (FCC 15.105)

This device has been tested and found to comply with the limits for Class B digital devices
pursuant to Part 15 Subpart B, of the FCC rules. These limits are designed to provide reasonable
protection against harmful interferencein aresidential environment. This equipment generates,
uses, and can radiate radio frequency energy, and if not installed and used in accordance with the
instruction manual, may cause harmful interference to radio communications. However, thereis no
guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try and correct the interference by one or more of
the following measures:

m  Reorient or relocate the receiving antenna.
m  Increase the separation between the equipment and receiver.

= Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

m  Consult the dealer or an experienced radio/TV technician for help.

Labeling Requirements (FCC 15.19)

This device complies with Part 15 of FCC rules. Operation is subject to the following two
conditions: (1) this device may not cause harmful interference, and (2) this device must accept any
interference received, including interference that may cause undesired operation.

If the FCC ID isnot visible when installed inside another device, then the outside of the deviceinto
which the module isinstalled must also display alabel referring to the enclosed module FCC ID.

M odifications (FCC 15.21)

Changes or modifications to this equipment not expressly approved by Digi may void the user’s
authority to operate this equipment.
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Declaration of Conformity
(In accordance with FCC Dockets 96-208 and 95-19)

Manufacturer’s Name: Digi Internationa

Corporate Headquarters: 11001 Bren Road East
Minnetonka MN 55343

Manufacturing Headquarters: 10000 West 76th Street
Eden Prairie MN 55344

Digi International declares, that the product:

Product Name M odel Number

ConnectPort X5R 50001676-01 through 50001676-29
ConnectPort X5 Kit 50001715-xx

ConnectPort X5 R CDMA 50001676-03 through 50001676-04
ConnectPort X5 R Iridium 50001676-30 and above
ConnectPort X5 Iridium Kit 50001676-30 and above

to which this declaration relates, meets the requirements specified by the Federal Communications
Commission as detailed in the following specifications:

m  Part 15, Subpart B, for Class B equipment
m  FCC Docket 96-208 as it appliesto Class B personal computers and peripherals

The product listed above has been tested at an External Test Laboratory certified per FCC rulesand
has been found to meet the FCC, Part 15, Class B, Emission Limits. Documentation is on file and
available from the Digi International Homologation Department.
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Industry Canada (I C) certifications

This digital apparatus does not exceed the Class B limits for radio noise emissions from digital
apparatus set out in the Radio Interference Regulations of the Canadian Department of
Communications.

L e present appareil numerique n’emet pas de bruits radioel ectriques depassant les limites
applicables aux appareils numeriques de la class B prescrites dans le Reglement sur e brouillage
radi oel ectrique edicte par le ministere des Communications du Canada.
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Safety statements

5.10 I gnition of Flammable Atmospheres

Warnings for Use of Wireless Devices

j Observe all warning notices regarding use of wireless devices.

(((i)))
Potentially Hazardous Atmospheres

Observe restrictions on the use of radio devicesin fuel depots, chemical plants, etc. and areas
where the air contains chemicals or particles, such as grain, dust, or metal powders, and any other
area where you would normally be advised to turn off your vehicle engine.

Safety in Aircraft

Switch off the wireless device when instructed to do so by airport or airline staff. If the device
offersa‘flight mode' or similar feature, consult airline staff about its use in flight.

Safety in Hospitals

Wireless devices transmit radio frequency energy and may affect medical electrical equipment.
Switch off wireless devices wherever requested to do so in hospitals, clinics, or healthcare
facilities. These requests are designed to prevent possible interference with sensitive medical
equipment.

Pacemakers

Pacemaker manufacturers recommended that a minimum of 15cm (6 inches) be maintained
between a handheld wireless device and a pacemaker to avoid potential interference with the
pacemaker. These recommendations are consistent with independent research and
recommendations by Wireless Technology Research.

Persons with Pacemakers:

m  Should ALWAY S keep the device more than 15cm (6 inches) from their pacemaker
when turned ON.

m  Should not carry the device in a breast pocket.

m  If you have any reason to suspect that the interference is taking place, turn OFF your
device.
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International EM C (Electromagnetic Emissions/| mmunity/Safety) standards

These products comply with the requirements of following Electromagnetic Emissions/|mmunity/

Safety standards.

Product Emissions I mmunity Safety
ConnectPort X5 Radiated/Conducted: Transients; 1SO 7637-2, -3 General: |EC 60950-1
Family products CISPR25 Radiated: SO 11452-2, -4 Outdoor: |EC 60950-22

EN 55022 Conducted: SAE J1113-2
FCCPat15B ESD: 1SO 10-605
e-Mark EN 55024
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Environmental requirements for ConnectPort X5 Family products

ConnectPort X5 products conform to these environmental tests:

Test Description

Specification and Section Number

Temperature Cycle Test SAE J1455, Section 4.1.3.1
Thermal Shock SAE J1455, Section 4.1.3.2
Thermal Stress SAE J1455, Section 4.1.3.3
Humidity SAE J1455, Section 4.2

Salt Spray Atmosphere SAE J1455, Section 4.3.3.1
Immersion SAE J1455, Section 4.3.3.2

Exposure to Chemicals and Oi

Is

SAE J1455, Section 4.4

Steam Cleaning and Pressure Washing

SAE J1455, Section 4.5

Dust and Sand

SAE J1455, Section 4.7

Altitude

SAE J1455, Section 4.9

Mechanical Vibration

SAE J1455, Section 4.10

Mechanical Shock, Handling Drop

SAE J1455, Section 4.11.3.1

Mechanical Shock, Transit Drop

SAE J1455, Section 4.11.3.2

Operational Shock, Functional

SAE J1455, Section 4.11.3.4

Combined Test Profile

SAE J1455, Section 4.12

IP67 rating on enclosure

60529 | P specification
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Troubleshooting

C HAPTER 8

This chapter provides information on resources and processes available for troubleshooting your
Digi device.

Troubleshooting Resour ces

There are several resources available to you for support of your Digi product or resolving
configuration difficulties at Digi’'s Support site, http://www.digi.com/support/ Try these
troubleshooting steps to eliminate your problem. After working through these steps and your
problem is not solved, try the resources listed below.

1  Visit Digi’s Support knowledge bases at http://www.digi.com/support/kbase to look for
articles related to your situation.

2 Visit our Support Forums at http://www.digi.com/support/forum/ and search for possible
posts from other users with similar situations.

3 If the knowledge base or support forums do not have the information you need, fill out an
Online Support Request via:_http://www.digi.com/support/eservice/
You will need to create a user account if oneis not already set up.
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System status LEDs

Digi devices have several LEDs that indicate system status, link integrity, and link activity.

ConnectPort X5 R LEDs

Power LED
Status LED

Cellular Link and Activity LED

POWER

®
I l STATUS
CELLULAR
LINK/ACT

CONNECTPORT X5 o ELLE |: Cellular Signal Strength LEDs
GPs GPS Lock LED

XBee Link and Activity LED
Ethernet Link and Activity LED
Wi-Fi Link and Activity LED

XBEE

ETHERNET

POWER

®
I I STATUS
CELLULAR

LINK/ACT

Power LED
Status LED

Cellular Link and Activity LED

CONNECTPORT X5 o e |: Cellular Signal Strength LEDs
GPS GPS Lock LED

Satellite Link LED

Ethernet Link and Activity LED
Wi-Fi Link and Activity LED

SAT

ETHERNET
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ConnectPort X5R LEDs

LED Color and Light Description
Pattern
Power LED Blue Power is applied.
Not illuminated No power.
Status LED Amber Blinks during product initialization and factory reset, using the sequence
of light patterns below.
Solid amber Hardwareisinitiaizing.
1-1-1 blinking Firmwareisinitializing.
amber
1-5-1 blinking Device configuration has been restored to its factory defaults.
green
Other blinking In most cases, contact Digi Technical Support. The exception isif the
amber device isrunning Python programs that manipulate the Status LED. In
such acase, blinking patterns other than 1-5-1 and 1-1-1 may be normal
activity and Digi Technical Support does not need to be contacted.
Off Deviceis powered on and ready for operation.
Céllular Link Solid green Thecellular link is up.
and Activity
LEDs Blinking green Traffic ison the cellular link.
Cellular Signal Green Relative signal strength indicator (RSSI), shown as a number of LEDs.
Strength LEDs = 0: signal strength unknown or unacceptable

= 1 signa strength low/weak

= 3:signa strength high/excellent

Specific dB valuesfor the signal can be found viathe web interface; go to
Administration > System Information > M obile. Under Mobile
Connection, the signal strength is displayed in bars and dBm. Or, from
the command line. enter the display mobile command.
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ConnectPort X5R LEDs

LED Color and Light Description
Pattern
GPSLock LED Off No satellites are visible.
Blinking green Satellites are visible, but a satellite lock has not yet been established. The
rate of the blinking increases as the number of visible satellites increases.
Note: If the antennais not connected to the ConnectPort X5 unit, the GPS
device can indicate “ phantom” satellites. Thiswill cause the device to
behave asif many satellites are visible to it, though it will never establish
asatellite lock. This behavior is visible as continuous, fast blinking.
Solid green A satellite lock has been acquired.
XBee Link and Solid green The XBee network link is up. For more information on the states
Activity indicated by this LED, see the description of the D5 (DIO5
Configuration) parameter in the product manual for the XBee RF module.
Blinking green Activity is on the XBee network link.
SAT (Satellite) Off No satellite network availability.
Link
Solid green Satellite network availability.
Ethernet Link Solid green The Ethernet link is up.
and Activity
LED Blinking green Traffic is on the Ethernet link.
Wi-Fi Link and Solid green The Wi-Fi link is up.
Activity LED

Blinking green

Traffic is on the Wi-Fi link.
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